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NON-CLOUD BASED COMMUNICATION
PLATFORM FOR AN ENVIRONMENT
CONTROL SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

The subject application claims priority to U.S. Provisional

Patent Application Ser. No. 61/774,394 filed on Mar. 7,
2013, directed to a “Non-Cloud Based Communication
Platform for an Environmental Control System”, which 1s
hereby incorporated by reference.

FIELD OF THE DISCLOSURE

This disclosure relates to a communication platform for
use with an environment control system.

BACKGROUND

Current communication platforms which are used to
establish communication between a device disposed at a site
and at least one server disposed remotely from the site rely
on a separate gateway device to bridge communication
between the site and the server. However, in order to
establish communication with the server via the gateway, the
current communication platforms must also deal with or
manage a firewall. This 1s commonly known 1n the art as the
network address translation (NAT) problem. The gateway
devices of the current communication platforms must incor-
porate a firewall function that provides a single IP address
for the site to enable communication between the site and the
server. While the NAT approach does provide for a security
teature for the site, the assignment of a single IP address to
the site can also be problematic when the server desires to
communicate directly with a device associated with the site.
In other words, the use of a firewall makes 1t easy for a site
to communicate with a server, but makes the reverse com-
munication very diflicult. In addition, the current gateway
devices only create a temporary connection between the site
and the server to maximize security therebetween.

In addition, current communication platforms must utilize
a polling approach to establish communication between the
site and the server wherein the gateway device polls an
associated server during the temporary connection to deter-
mine 1f a message or data 1s desired to be sent from the
server to the site. Since this communication can only occur
while the temporary connection 1s open, the current com-
munication platforms which utilize a polling approach have
a latency problem. In other words, a message or data which
1s desired to be sent from the server to the site cannot be sent
instantaneously, but rather must wait for the 1nitiation of a
polling from the gateway. Therefore, any messages or data
which are sent from the server must necessarily encounter
some form of a time delay, known in the art as latency,
before being received at the site. This delay leads to an
unsatisfactory user experience for a user who may ultimately
receive or be impacted by the message or data sent to the
site. In addition, the message or data received at the site may
even be outdated by the time 1t 1s ultimately received at the
site.

BRIEF DESCRIPTION OF THE DRAWINGS

It will be appreciated that for simplicity and clarity of
illustration, elements 1illustrated 1n the Figures have not
necessarily been drawn to scale. For example, the dimen-
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2

sions of some of the elements are exaggerated relative to
other elements. Embodiments incorporating teachings of the

present disclosure are shown and described with respect to
the drawings presented herein, in which:

FIG. 1 illustrates a block diagram of an environment
management systems;

FIG. 2 illustrates a block diagram of a communication
platform according to an aspect of the disclosure; and

FIG. 3 illustrates a block diagram of the environment
management system incorporating the communication plat-
form according to an aspect of the disclosure.

The use of the same reference symbols 1n different draw-
ings indicates similar or 1dentical items.

DETAILED DESCRIPTION

The following description 1n combination with the Fig-
ures 1s provided to assist in understanding the teachings
disclosed herein. The following discussion will focus on
specific implementations and embodiments of the teachings.
This focus 1s provided to assist in describing the teachings
and should not be interpreted as a limitation on the scope or
applicability of the teachings. However, other teachings can
certainly be utilized 1n this application. The teachings can
also be utilized i1n other applications and with several
different types of architectures such as distributed comput-
ing architectures, client/server architectures, or middleware
server architectures and associated components.

Devices or programs that are in communication with one
another need not be 1n continuous communication with each
other unless expressly specified otherwise. In addition,
devices or programs that are 1 communication with one
another may communicate directly or indirectly through one
or more intermediaries.

Embodiments discussed below describe, in part, distrib-
uted computing solutions that manage all or part of a
communicative interaction between network elements. In
this context, a communicative interaction may be ntending
to send information, sending information, requesting infor-
mation, recerving information, receiving a request for infor-
mation, or any combination thereof. As such, a communi-
cative 1nteraction could be umidirectional, bidirectional,
multi-directional, or any combination thereof. In some cir-
cumstances, a communicative mteraction could be relatively
complex and involve two or more network elements. For
example, a communicative 1mteraction may be “a conversa-
tion” or series of related communications between a client
and a server—each network element sending and receiving
information to and from the other. The communicative
interaction between the network elements 1s not necessarily
limited to only one specific form. A network element may be
a node, a piece of hardware, software, firmware, middle-
ware, another component of a computing system, or any
combination thereof.

For purposes of this disclosure, an environment manage-
ment system, network device, or any combination thereof
can 1nclude any nstrumentality or aggregate of instrumen-
talities operable to compute, classily, process, transmit,
receive, retrieve, originate, switch, store, display, manifest,
detect, record, reproduce, handle, or utilize any form of
information, intelligence, or data for business, scientific,
control, entertainment, or other purposes. For example, an
environment management system, network device, or any
combination thereof can include any combination of a
personal computer, a PDA, a consumer electronic device, a
media device, a smart phone, a cellular or mobile phone, a
smart utility meter, an advanced metering infrastructure, a
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smart energy device, an energy display device, a home
automation controller, an energy hub, a smart energy gate-
way, a set-top box, a digital media subscriber system, a cable
modern, a fiber optic enabled communications device, a
media gateway, a home media management system, a net-
work server or storage device, an energy substation, a
vehicle charging station, a renewable energy production
device, a renewable energy control device, an energy storage
management system, a smart appliance, an HVAC system, a
water pump, a heat pump, a hot water heater, a thermostat,
an energy controller, an 1rrigation system, a lighting system,
an alarm system, a smart power outlet, an energy detection
device, a power measurement device, a power measurement
unit (PMU), an air handler, a wireless air damper, a humidity
control system, a heat and motion sensing device, a smart
power outlet, a switch router, wireless router, or other
network communication device, or any other suitable device
or system, and can vary 1n size, shape, performance, func-
tionality, and price.

According to an aspect, an environment management
system can 1nclude memory, one or more processing
resources or controllers such as a central processing unit
(CPU) or hardware or software control logic. Additional
components of the environment management system can
include one or more storage devices, one or more wireless,
wired or any combination thereof of communications ports
to communicate with external devices as well as various
input and output (I/0) devices, such as a keyboard, a mouse,
pointers, controllers, and display devices. The environment
management system can also include one or more buses
operable to transmit communications between the various
hardware components, and can communicate using wireline
communication data buses, wireless network communica-
tion, or any combination thereof.

As used herein, a network can include various types and
variants of wireless communication configurable to manage
and establish communication at a site, including associated
protocols or enhancements thereto including, but not limited
to, any combination or portion of, IEEE 802.15-based wire-
less communication, Zigbee commumnication, INSETEON
communication, X10 communication protocol, Z-Wave
communication, Bluetooth communication, WIFI commu-
nication, IEEE 802.11-based communication, WiIMAX com-
munication, IEEE 802.16-based communication, various
proprictary wireless communications, or any combination
thereol.

As described herein, a flow charted technique, method, or
algorithm may be described 1n a series of sequential actions.
Unless expressly stated to the contrary, the sequence of the
actions and the party performing the actions may be freely
changed without departing from the scope of the teachings.
Actions may be added, deleted, or altered 1n several ways.
Similarly, the actions may be re-ordered or looped. Further,
although processes, methods, algorithms or the like may be
described 1n a sequential order, such processes, methods,
algorithms, or any combination thereof may be operable to
be performed 1n alternative orders. Further, some actions
within a process, method, or algorithm may be performed
simultaneously during at least a point 1n time (e.g., actions
performed 1n parallel), can also be performed in whole, in
part, or any combination thereof.

As used herein, the terms “comprises,” “comprising,”
“includes,” “including,” “has,” “having” or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion.
For example, a process, method, article, system, or appara-
tus that comprises a list of features 1s not necessarily limited
only to those features but may include other features not

b B 4 4

10

15

20

25

30

35

40

45

50

55

60

65

4

expressly listed or inherent to such process, method, article,
system, or apparatus. Further, unless expressly stated to the
contrary, “or” refers to an inclusive-or and not to an exclu-
sive-or. For example, a condition A or B 1s satisfied by any
one of the following: A is true (or present) and B 1s false (or
not present), A 1s false (or not present) and B 1s true (or
present), and both A and B are true (or present).

Also, the use of “a” or “an” 1s employed to describe
clements and components described herein. This 1s done
merely for convenience and to give a general sense of the
scope of the mvention. This description should be read to
include one or at least one and the singular also includes the
plural, or vice versa, unless 1t 1s clear that 1t 1s meant
otherwise. For example, when a single device 1s described
herein, more than one device may be used in place of a
single device. Similarly, where more than one device 1s
described herein, a single device may be substituted for that
one device.

Unless otherwise defined, all technical and scientific
terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. Although methods and materials similar
or equivalent to those described herein can be used in the
practice or testing ol embodiments of the present invention,
suitable methods and maternials are described below. All
publications, patent applications, patents, and other refer-
ences mentioned herein are incorporated by reference 1n
their entirety, unless a particular passage 1s cited. In case of
contlict, the present specification, including definitions, will
control. In addition, the matenals, methods, and examples
are 1illustrative only and not intended to be limiting.

To the extent not described herein, many details regarding
specific materials, processing acts, and circuits are conven-
tional and may be found in textbooks and other sources
within the computing, electronics, and software arts.

FIG. 1 illustrates a block diagram of an environment
management system, 1llustrated generally at 100, and con-
figured to be used with a site 102 according to an aspect of
the disclosure. Site can include a residential site, an 1ndus-
trial site, a manufacturing site, a commercial site, or any
combination thereof. According to an aspect, environment
management system 100 can include a communication plat-
form 104 which includes a server 106 located at a remote
location that can be communicatively coupled to the site 102
via a communication stream 108. The server 106 can be
configured 1n various ways, and for example can include any
combination of services and capabilities including but not
limited to customer engagement capabilities, energy man-
agement capabilities, environment management capabilities,
information service capabilities, account management capa-
bilities, account management capabilities, cloud based ser-
vices, advertisement services, media management services,
home security services, natural language processing capa-
bilities, broadband services, update services, communica-
tion services such as instant messaging, pub-sub services,
SMS services, mobile internet services, mobile gateway
services, update services, mobile media services, mobile
advertisement services, location based services, location
based advertisement services, weather services, demand
response services, utility services, application services, third
party application services, or other services that can be used
to manage an environment control system.

Environment management system 100 can also include a
mobile device 110 operable to be used with the site 102.
Accordingly to a further aspect, site 102 can include at least
one network device 112 disposed at the site 102. The at least
one network device 112 can be one of or any combination of
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an energy management system, an energy management
device, a network device, a personal computer, a consumer
clectronic device, a media device, a smart utility meter, an
advanced metering infrastructure, a smart energy device, an
energy display device, a home automation controller, an
energy hub, a smart energy gateway, a set-top box, a digital
media subscriber system, a cable modem, a broadband
communication device, a fiber optic enabled communica-
tions device, a media gateway, a home media management
system, a media server, a network server, a network storage
device, a wireless speaker, a customer engagement platiorm,
a customer engagement portal, a retail energy provider’s
server, a wholesale energy provider’s server, a COOP energy
provider’s server, a retail business server, a commercial site
server, an 1industrial site server, a multi-residential site
server, a temporary lodging server, a hotel server, a motel
server, a condominium server, a utility provider’s server,
which can include waste, water, power or combinations
thereof, an energy substation, a news media server, a
weather server, an advertisement server or service provider,
a network radio server or service provider, a network media
server or service provider, a music server or server provider,
a search engine server or service provider, an mnformation
server or service provider, a wireless mformation network
device, a vehicle charging station, a renewable energy
production device, a renewable energy control device, an
energy storage management system, a smart appliance, an
HVAC system, a water pump, a heat pump, a hot water
heater, a thermostat (IT'STAT), an energy controller, an
irrigation system, a lighting system, an alarm system, a
smart power outlet, an energy detection device, a garage
door opening system or device, a power management
device, a power measurement unit (PMU), an air handler, a
wireless air damper, a humidity control system, a heat and
motion sensing device, a smart power outlet, a switch router,
a wireless router, an automobile or transportation device, a
network communication device, or any other suitable device
Or system.

FIG. 2 1illustrates a block diagram of the communication
plattorm 200 utilized with the environment management
system according to an aspect. The communication platform
200 1ncludes at least one XMPP server 202 and a plurality
of clients 204, 206 1n communication with the XMMP server
202. The clients 204, 206 can be users, computers, mobile

devices, network devices or the like, and a communication
stream 208 establishes the communication and connection
between each of the clients 204, 206 and the external XMPP
server 202. In an aspect, once the communication stream
208 1s established, the connection may be comprised of two
separate TCP/IP connections, each of which establishes
communication in separate directions. In other words, the
two separate TCP/IP connections provide for bi-directional
communication between the clients 204, 206 and the exter-
nal XMPP server 202. In an aspect, the environment man-
agement system utilizes an mstant messaging (IM) commu-
nication stream 208 to establish communication between the
site 102 and the server 106. In an aspect, the instant
messaging (IM) communication stream 208 utilizes an
Extensible Messaging Presence Protocol (XMPP) standard
to send messages within the environment management sys-
tem. The Extensible Messaging and Presence Protocol
(XMPP) 1s an open Extensible Markup Language XML
protocol for near-real-time messaging, presence, and
request-response services. Accordingly, the use of the com-
munication stream 208 1s a constant, always open commu-
nication stream between each of the clients 204, 206 and the
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6

external XMPP server 202 as long as each of the clients 204,
206 are connected to the external XMPP server 202.

In operation, when one of the clients 204 enters a mes-
sage, hereinafter referred to as the sender client 204, the
message travels from the sender client 204 to the external
XMPP server 202, which then reviews the message to
identify to which other client 206 the message was
addressed to, heremnafter referred to as the recipient client
206. If the server 202 notices that the recipient client 206 1s
also connected to the external XMPP server 202, the server
202 will then proceed to send the message to the recipient
client 206 via the corresponding communication stream 208.
If communication streams 208 are currently established
between both the sender client 204 and the external XMPP
server 202 and the recipient client 206 and the external
XMPP server 202, the transier of the instant message from
the sender client 204 to the recipient client 206 can occur
almost instantaneously. In other words, latency 1n the trans-
fer of the message via the XMPP server 202 only occurs 1f
the recipient client 206 1s not currently connected to the
external XMPP server 202. In an aspect, the sender client
204 can be a mobile device operable to be used with a site
of the environment management system, and the recipient
client 206 can be the network device disposed at the site.
Accordingly, the mobile device can send an instant message
to the network device by way of the communication streams
208 and the external XMPP server 202. For example, 1 the
network device 1s a thermostat, the mobile device could send
a message directly to the thermostat which includes instruc-
tions to change, for example, a current or future temperature
setting of the site. In an aspect, the nstant message being
sent could control any other network device that may be
disposed at the site and that 1s 1n communication with the
external XMPP server 202.

In an aspect, 11 both of the clients 204, 206 are associated
with the same site, and are intended to communicate with
each other via the external XMPP server 202, each of the
clients 204, 206 will be required to 1nitially set up an account
to 1dentify themselves as well as their intended association
with the site. This set-up can occur via a webpage associated
with the external XMPP server 202 or it can be done
programmatically through in-band registration 1n which the
clients 204, 206 will automatically be directed to a desig-
nated external XMPP server 202. Once at the designated
external XMPP server 202, the integrated software will
automatically create this registration. Once an account 1s
set-up on the external XMPP server 202, each of the clients
204, 206 are assigned a client specific 1D that includes the
XMPP address, technically known 1n the art as a Jabber ID.
Each XMPP address consists of for example, a name which
serves to 1dentily the client 204, 206 as well as an 1denti-
fication for the XMPP server which i1s currently being
utilized. (e.g. client@server). In addition, each XMPP
address can further include the resource that 1s being uti-
lized, for example a personal computer, desktop, mobile
device, network device or the like. This 1s useful because
one client can be associated with multiple devices and can
initiate communication between multiple locations with
which the user may be associated with. The client specific
ID’s are therefore used to associate different clients together,
for example, by way of the XMPP server 202. Said another
way, the external XMPP server 202 manages a roster of
client IDs associating and communicating with the external
XMPP server 202. Once associated clients are assigned to
the same roster by the external XMPP server 202, not only
can instant messages be communicated between the associ-
ated clients, but a presence messaging can also be sent
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therebetween. In other words, instant messages can be sent
to the associated client(s) within the roster that another client
204, 206 1s communicating with and present via the XMPP
server. As best shown m FIG. 2, a gateway device 1s not
required to bridge communication between the clients 204,
206 and the external XMPP server 202, as well as commu-
nication between clients 204, 206 via the external XMPP
server 202.

In an aspect, communication via the external XMPP
server 202 can be 1 two separate forms: (1) request-
response and (2) publish-subscribe. Request-response 1s
defined as delivering a message directly from the sender
client 204 to the receiving client 206, and then receiving a
return response at the sender client 204 which 1s sent from
the receiving client 206. The specific mechanism within
XMPP for sending an instant message from the sender client
204 to the recerving client 206 1s an IQ stanza. The IQ stanza
will be exchanged with the instant message and serve to
identify the client to which the instant message 1s to be
delivered.

In an aspect, the publish-subscribe form of communica-
tion 1s best defined as publishing information from one of the
clients 204 that one or more other clients 206 may currently
be listening for. In this aspect, the sender client 204 who
publishes the information may not even be aware who the
recipient client 206 may be. For example, if the sender client
204 1s a thermostat, the thermostat may publish information
that a temperature at the site has increased one degree
Fahrenheit or that a setting of the thermostat has been
changed. Recipient clients 206 who may be interested in this
information could be a mobile device associated with the
thermostat, and/or a user associated with the mobile device
who may like to know when the temperature of the site 1s
increasing. Another example of the recipient client 206
could be a thermostat which 1s located at a vacation home,
and 1s also interested 1n knowing what the temperature of the
home site 1s, or what the setting of the home thermostat 1s
currently set to. In this example, the sender client 204 (e.g.
the thermostat) publishes that a temperature of the site has
increased, and all interested recipient clients 206 1n com-
munication with the thermostat learn of this increase by way
of the published instant message.

In an aspect, the publish-subscribe mode of communica-
tion can be implemented by way of a multi-user chat room
mechanism (not expressly shown in FIG. 2) 1n which a chat
room 1s automatically set-up when each client 204, 206
registers with the external XMPP server 202. All recipient
clients 206 who are subsequently interested in monitoring a
specific client can then register with the chat room associ-
ated with the sender client 204. In an aspect, the sender
client 204 can also correspondingly be a recipient client 206
tor other associated clients. In the publish-subscribe mode of
communication, the sender client 204 publishes the message
to the chat room, and then all the recipient clients 206 who
are registered with that chat room would receive the sent
message. The chat-room can also be used to track which
recipient clients 206 are currently associated with and com-
municating within a specific chat room. For example, if the
sender client 204 1s a thermostat disposed at a site and the
thermostat 1s monitoring what 1s happening within the chat
room, the thermostat has knowledge of the other recipient
clients 206 joined to the environment management system
associated with the site. For example, 11 a thermostat is
disposed at a home site, and a thermostat associated with a
vacation site joins the chat room, then the home thermostat
understands that the thermostat at the vacation site exists,
and 1s also capable of being commumicated with. Therefore,
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the chat room can be used to track what client(s) associated
with an environment management system may be available.

In an aspect, as shown in FIG. 3, an environment man-
agement system 300 can include a home site 302 and a
vacation site 304 which are both fixed geographic locations
associated with the environment management system 300.
In addition, environment management system 300 can
include at least one mobile device 306, 308. As shown 1n
FI1G. 3, the at least one mobile device 306, 308 can include
a first mobile device 306 and a second mobile device 308,
cach of which are separate clients within the environment
management system 300. In an aspect, the home site 302
includes at least one network device 312, 314. For example,
as shown 1n FIG. 3, the home site 302 can include a first
thermostat 312 which 1s disposed downstairs within the
home site 302 as well as a second thermostat 314 which 1s
disposed upstairs within the home site 302. As also shown
in FIG. 3, the vacation site 304 could also include at least
one network device 316 which could also be a thermostat.
Although the environment management system 300 illus-
trates thermostats as the network devices 312, 314, 316
disposed at both the home site 302 and the vacation site 304,
as previously mentioned the network devices 312, 314, 316
could alternatively be one of or any combination of an
energy management system, an energy management device,
a network device, a personal computer, a consumer elec-
tronic device, a media device, a smart utility meter, an
advanced metering 1nfrastructure, a smart energy device, an
energy display device, a home automation controller, an
energy hub, a smart energy gateway, a set-top box, a digital
media subscriber system, a cable modem, a broadband
communication device, a fiber optic enabled communica-
tions device, a media gateway, a home media management
system, a media server, a network server, a network storage
device, a wireless speaker, a customer engagement platiorm,
a customer engagement portal, a retail energy provider’s
server, a wholesale energy provider’s server, a COOP energy
provider’s server, a retail business server, a commercial site
server, an industrial site server, a multi-residential site
server, a temporary lodging server, a hotel server, a motel
server, a condominium server, a utility provider’s server,
which can include waste, water, power or combinations
thereof, an energy substation, a news media server, a
weather server, an advertisement server or service provider,
a network radio server or service provider, a network media
server or service provider, a music server or server provider,
a search engine server or service provider, an information
server or service provider, a wireless iformation network
device, a vehicle charging station, a renewable energy
production device, a renewable energy control device, an
energy storage management system, a smart appliance, an
HVAC system, a water pump, a heat pump, a hot water
heater, a thermostat (ITSTAT), an energy controller, an
irrigation system, a lighting system, an alarm system, a
smart power outlet, an energy detection device, a garage
door opening system or device, a power management
device, a power measurement unit (PMU), an air handler, a
wireless air damper, a humidity control system, a heat and
motion sensing device, a smart power outlet, a switch router,
a wireless router, an automobile or transportation device, a
network communication device, or any other suitable device
Or system.

In an aspect, as shown in FIG. 3, each of the network
devices 312, 314, 316 can include an internal XMPP server
318 to facilitate communication within the network device
312, 314, 316 as well as with other network devices 312,
314, 316 and sites 302, 304 associated with the environment
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management system 300. In an aspect, all of the internal
XMPP servers 318 associated with an environment manage-
ment system 300 are federated to enable this communica-
tion. For example, if the home site 302 includes an upstairs
thermostat 314 and a downstairs thermostat 312, and the
vacation site 304 includes a thermostat 316, all of the
internal XMPP servers 318 of these network devices 312,
314, 316 arec federated to facilitate communication among
one another. So, i this example, 1f an 1nstant message 1s
delivered to the downstairs thermostat 312, 1t can then be
communicated to the upstairs thermostat 314 and/or the
vacation thermostat 316 via the federated internal XMPP
servers 318.

In an aspect, as shown 1n FIG. 3, each of the network
devices 312, 314, 316 can also include a user interface 320
which 1s running independent of the internal XMPP server
318, as well as application software 322 which also runs
independent of both the user interface 320 and the internal
XMPP server 318. Each of the user interfaces 320 within the
environment management system 300 have separate Jabber
Identifications or JIDs. In addition, each of the internal
XMPP servers 318 have an assigned domain, such as for
example “local” for those internal XMPP servers 318 dis-
posed within the home site 302. For purposes of illustration,
as shown 1n FIG. 3, the JID of the downstairs thermostat 312
of the home site 302 could have an address of
ui@downstairs.local, the JID of the upstairs thermostat 314
at the home site 302 could be mi@upstairs.local and the
thermostat 316 at the wvacation site 304 could be
ui@downstairs.vacation. Correspondingly, the applications
322 associated with the respective network devices 312,
314, 316 could have respective addresses of
app@downstairs.local, app(@upstairs.local
and_app@downstairs.vacation. Accordingly, instant mes-
sages can be sent within the environment management
system 300 by incorporating the identification imnformation
into each instant message. For example, the user interface
320 of the downstairs thermostat 312 could send an instant
message via the internal XMPP server 318 to the application
322 of the upstairs thermostat 314 by including the 1denti-
fication app(@upstairs.local with the instant message. An
example of this mstant message would be to increase the
temperature of the upstairs thermostat 314 two degrees. This
instant message could be the direct result of a user of the
home site 302 interacting with the user interface 320 of the
downstairs thermostat 312 to change the temperature of the
upstairs thermostat 314. As a result, this change 1s commu-
nicated to the application 322 that 1s actually responsible for
making the adjustment to the temperature setting of the
upstairs thermostat 314. Similarly, a message could be sent
from the user interface 320 of the upstairs thermostat 316 to
the application 322 of the downstairs thermostat 312 to
change the temperature setting of the downstairs thermostat
312. This would be an example of a request-response mode
of communication described previously. In another aspect,
the communication between the downstairs thermostat 312
and the upstairs thermostat 314 of the home site 302 can
occur through a wireless LAN disposed at the home site 302.

In a publish-subscribe mode of communication within the
environment management system 300 of FIG. 3, 1f a change
1s 1mitiated to an operating condition of one of the network
devices 312, 314, 316, this change can be communicated
among the federated internal XMPP servers 318 so that each
of the network devices 312, 314, 316 1s aware of the change.
For example, if a setting of the downstairs thermostat 312 1s
increased two degrees, the application 322 of the downstairs
thermostat 312 could communicate the setting change to the
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upstairs thermostat 314 and the vacation thermostat 316 via
the internal XMPP servers 318. Further, by including
ui@upstairs.local and wi@downstairs.vacation with the
message, the setting change can be displayed on the user
interface 320 of the upstairs thermostat 314 and the vacation
thermostat 316 for viewing by a user at each of these sites
302, 304.

In an aspect, the network devices 312, 314, 316 can
communicate with the mobile devices 306, 308 associated
with the environment management system 300 via an exter-
nal XMPP server 324 disposed remotely from each of the
sites 302, 304. As previously discussed in conjunction with
FI1G. 2, if a client desires to communicate with an external
XMPP server 324, each of the clients will be required to set
up an account to identity the client as well as their associa-
tion with other clients that are associated with the site. For
example, 1n the environment management system 300
shown 1n FIG. 3, each of the upstairs thermostat 312, the
downstairs thermostat 314 and the vacation thermostat 316
would be required to initially set up an account with the
external XMPP server 324 which would 1dentity the network
device 312, 314, 316 as well as their association with other
network devices 312, 314, 316 within the environment
management system 300. The same account set-up would
apply to the mobile devices 306, 308. At the time of 1nitial
registration, an XMPP account associated with the environ-
ment management system 300 i1s created on the external
XMPP server 324 along with an associated chat room 328.
This account and chat room 328 for each of the network
devices 312, 314, 316 and mobile devices 306, 308 will be
maintained on the external XMPP server 324 as long as the
external XMPP server 324 remains 1n existence.

In an aspect, the mobile devices 306, 308 can also
communicate with the network devices 312, 314, 316 of the
environment management system 300 by way of the external
XMPP server 324. As previously mentioned, if a mobile
device 306, 308 desires to communicate within the environ-
ment management system 300 via the external XMPP server
324, each of the mobile devices 306, 308 will also be
required to set up an account to identily the mobile device
306, 308 as well as their association with other network
devices 312, 314, 316 of the environment management
system 300. For example, in the environment management
system 300 shown 1n FIG. 3, 11 a first mobile device 306 and
a second mobile device 308 would like to be associated with
the environment management system 300, the mobile
devices 306, 308 are each assigned separate mobile 1denti-
fications such as mobile@neko.1m/1 and mobile@neko.1m/
2. Once these mobile 1dentifications are assigned and the
mobile devices 306, 308 are associated with the environ-
ment management system 300, each of the mobile devices
306, 308 can send messages to any of the other clients, or
network devices. For example, 11 the first mobile 306 device
desires to adjust the temperature of the downstairs thermo-
stat 312 two degrees, the first mobile device 306 could send
the message along with the idenfification of
app@downstairs.local. This message will then be commu-
nicated through the external XMPP server 324 to the internal
XMPP server 318 disposed on the downstairs thermostat 312
and then to the application 322 of the downstairs thermostat
312 which will then take the necessary steps to initiate the
change.

In an aspect, the mstant message from the mobile devices
306, 308 1s sent from the external XMPP server 324 to a
gateway 326 which i1s operated by one of the network
devices 312, 314, 316 disposed within the environment
management system 300. In other words, as best shown 1n
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FIG. 3, the gateway 326 has two XMPP addresses, both an
internal XMPP gateway address and an external XMPP
gateway address (not expressly shown 1n FIG. 3), and thus

serves to function as a relay between the internal XMPP
servers 318 and the external XMPP server 324. In other

words, 1nstant messages which come from the external
XMPP server 324 are sent to the external gateway address
of the gateway 326, which then communicates the message
to the mternal XMPP servers 318 of the network devices
312, 314, 316. Similarly, a message which 1s sent from the
network devices 312, 314, 316, and intended for the delivery
to one of the mobile devices 306, 308 1s first communicated
to the internal gateway address of the gateway 326, which
then communicates the instant message to the external

XMPP server 324 for delivery to the respective mobile
device 306, 308. In other words, as best shown 1n FIG. 3, the
environment management system 300 does not require a
separate gateway device. Further, 1n an aspect, the environ-
ment management system 300 includes only one gateway
326 which includes an external XMPP gateway address
identified by the user’s name, the site location of the
gateway 326 as well as an 1dentification associated with the
external XMPP server 324 to which 1t will be communicat-
ing. For example, the gateway 326 associated with the home
site 302 of the environment management system 300 of FIG.
3 could include an external XMPP gateway address of
username(@neko.1m/home. In addition, the gateway 326
associated with the vacation site 304 of the environment
management system 300 of FIG. 3 could include an external
XMPP gateway address of username(@neko.im/vacation.
Further, as best shown 1n FIG. 3, if the upstairs thermostat
314 1s operating the gateway 326 for the home site 302, the
internal XMPP gateway address of the home site 302 could
be gw(@upstairs.local. Correspondingly, 11 the downstairs
thermostat 316 of the vacation site 304 1s operating the
gateway 326 for the vacation site 304, the internal XMPP
gateway address of the wvacation site 304 could be
gw(@downstairs.local. It should be understood that these
internal and external XMPP gateway address would corre-
spondingly change depending on which network device 1s
currently operating the gateway 326.

As previously mentioned, 1n an aspect, the environment
management system 300 includes only one gateway 326 per
site. In this aspect, one of the network devices 312, 314, 316
for each site will include the gateway 326. In operation,
when a network device 312, 314, 316 15 joined with a site
302, 304, 1t will first look to see 1f another network device
312, 314, 316 i1s currently runming the gateway 326. If a
gateway 326 1s runming on another network device 312, 314,
316, the network device which joins the site 302, 304 will
take no action. However, 11 the network device 312, 314, 316
determines that a gateway 326 1s not currently running at the
corresponding site 302, 304, the network device 312, 314,
316 will implement the gateway 326. As shown 1n FIG. 3,
the upstairs thermostat 314 of the environment management
system 300 1s currently shown as running the gateway 326.
However, as indicated by phantom lines, the downstairs
thermostat 312 also includes the capability to mitiate the
gateway 326 should the upstairs thermostat 314 no longer be
joined with the home site 302, or the gateway 326 of the
upstairs thermostat 314 goes oflline or 1s damaged. In other
words, even though the downstairs thermostat 312 may not
initiate the gateway 326 upon joining the home site 302, the
downstairs thermostat 312 1s configured to constantly moni-
tor for the presence of a gateway 326, or lack thereof, to
implement the gateway 326 11 one 1s needed.
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In an aspect, the mechanism used within the environment
management system 300 to determine if other network
devices 312, 314, 316 exist, and/or one of the network
devices 312, 314, 316 1s currently operating the gateway 326
1s known as zero configuration network, or multi-cast DNS
(not expressly shown). This 1s a technology for broadcasting
on a local LAN to discover what network devices 312, 314,
316 and/or gateways 326 are 1n commumnication within the
environment management system 300. Accordingly, in the
environment management system 300 as shown 1n FIG. 3,
the downstairs thermostat 312 can use multi-cast DNS to
determine 1f other network devices 312, 314, 316, such as
the upstairs thermostat 314 are present, and also if any of the
other network devices 312, 314, 316 are currently providing
the gateway 326. Accordingly, the multi-cast DNS function-
ality enables the easy location of other network devices 312,
314, 316 withun the site 302, 304, and plays a role 1n
supporting the federation concept for the internal XMPP
servers 318.

In an aspect, 1f a network device 312, 314 disposed at the
home site 302 1s 1nterested 1n sending an 1nstant message to
a network device 316 at the vacation site 304, the instant
message will be sent to the internal XMPP address of the
gateway 326, and included 1n the instant message will be
identification information to identily who the instant mes-
sage needs to be delivered to, e.g. ui@downstairs.vacation.
This aspect of communication provides a way to federate
external XMPP servers 324 which was not possible 1n the
prior art communication platforms. In other words, the at
least one gateway 326 within the environment management
system 300 represents a specific site, e.g. home site 302 and
vacation site 304, and 1s the only device in the environment
management system 300 which 1s capable of communicating
with two separate XMPP connections. In other words, the
gateway 326 1s continuously looking for instant messages
that are being addressed to any other device 312, 314, 316
within the associated site 302, 304, and receives these
instant messages and delivers them to the intended recipi-
ents. More specifically, in an aspect, the external XMPP
server 324 will determine that a message 1s intended to be
sent to the home site 302, and forward the message to the
gateway 326 associated with the home site 302. Subse-
quently, the gateway 326 will locate the mnstant message and
forward the message across the federated internal XMPP
servers 318 disposed at the home site 302 to the intended
recipient.

In an aspect, the network devices 312, 314, 316 of the
environment management system 300 can commumnicate
across multiple sites 302, 304. For example, as shown 1n
FIG. 3, the downstairs thermostat 312 may be interested 1n
communicating with the downstairs thermostat 316 disposed
at the vacation site 304. This communication could include
a user entering a new set-point on the user interface 320 of
the downstairs thermostat 312 to be used for a set-point for
the downstairs thermostat 316 disposed at the vacation site
304. In this aspect, since the message needs to be commu-
nicated across the external XMPP server 324, the message
will be addressed to the internal XMPP gateway address of
the gateway 326 at the vacation site 304. In this example, as
previously discussed and shown in FIG. 3, since the upstairs
thermostat 314 1s shown as operating the gateway 326, the
message will be addressed to gw(@upstairs.local, 1.e., the
internal XMPP gateway address corresponding to the
upstairs thermostat 314. The gateway 326 operated by the
upstairs thermostat 314 will then forward the message to
whoever 1s best informed to handle the message. In this
example, since the message will also be addressed to the
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thermostat 316 at the vacation site 304, 1.e., the intended
recipient of the command, the message will also include the
identification, app@downstairs.vacation. Accordingly the
gateway 326 of the upstairs thermostat 314 will know to
forward the message to the external XMPP server 324 for
subsequent delivery to the gateway 326 at the vacation site
304. Accordingly, the gateway’s role in the environment
management system 300 1s the management of the request-
response messages amongst the network devices 312, 314,
316. As 1s understood, the request-response message dis-
cussed 1n the previous example can include or be between
any combination of network devices 312, 314, 316 disposed
at the sites 302, 304.

In an aspect, each of the gateways 326 manage a system
map (not expressly shown) which identifies all of the
network devices 312, 314, 316, mobile devices 306, 308 and
sites 302, 304 disposed within an environment management
system 300. The system map allows the gateway 326 to
quickly understand where network devices 312, 314, 316
and mobile devices 306, 308 are located so that the gateway
326 recognizes when to send a message outside of the
respective site 302, 304. For example, with reference to FIG.
3, 1f an instant message 1s sent from the downstairs thermo-
stat 312 and 1s mtended to be delivered to the first mobile
device 306, the gateway 326 needs to understand 1f the
mobile device 306 1s located within the home site 302 or it
1s located away from the home site 302. The system map
provides this functionality to the gateway 326, and 1n this
example, would assist the gateway 326 in making the
decision to send the instant message to the external XMPP
server 324 for ultimately delivery to the first mobile device
306. If the answer 1s no, then the gateway 326 1nitiates the
tforwarding of the message to the external XMPP server 324
for subsequent delivery to the intended recipient.

In an aspect, the mobile devices 306, 308 of the environ-
ment management system 300 are always connected to the
external XMPP server 324 even 1f they may be located
within one of the sites 302, 304. However, 1n an aspect,
when the mobile device 306, 308 enters a site 302, 304, the
mobile device 306, 308 can be configured to nitiate a search
for the internal XMPP server 318 currently operating at the
respective site 302, 304 for purposes of communicating via
the internal XMPP server 318 instead of the external XMPP
server 324. This leads to increased ethiciencies of commu-
nication between the network devices 312, 314, 316 of the
site 302, 304 and the mobile device 306, 308 because the
mobile device 306, 308 1s no longer required to communi-
cate with the external XMPP server 324.

In an aspect, as the previously discussed, the publish-
subscribe mode of communication between the network
devices 312, 314, 316, the mobile devices 306, 308 and the
sites 302, 304 1s accomplished by way of chat-rooms. As
shown 1n FIG. 3, each of the internal XMPP servers 318
within the energy management system 300 includes a chat
room 328 for publishing information to all network devices
312, 314, 316 and mobile devices 306, 308 who may have
joined the chat room 328. For purposes of illustration, with
reference to FIG. 3, 1f the application 322 of the upstairs
thermostat 314 changes the temperature setting, this instant
message will be sent to the chat-room 328 disposed on the
internal XMPP server 318 of the upstairs thermostat 316 for
publication to all other network devices 312, 314, 316,
mobile devices 306, 308 and sites 302, 304 within the
environment management system 300 who may be inter-
ested 1n this change, e.g. a user interface 320 of the down-
stairs thermostat 312 at the home site 302. In addition, as
shown 1n FIG. 3, the gateway 326 1s 1n communication with
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the chat-room 328 of the upstairs thermostat 314, and thus
when the gateway 326 learns of the change to the setting of
the upstairs thermostat 314, 1t will relay this information to
the gateway 326 of the vacation site 304 for communication
to any devices that are also communication with this chat-
room. In addition, the mobile devices 306, 308 of the
environment management system 300 can be 1n communi-
cation with the chat-room 328 of the upstairs thermostat 314
by way of a chat-room 330 disposed on the external XMPP
server 324. Thus the mobile devices 306, 308 are also
informed of the changed thermostat setting. In other words,
the chat room 328 of the upstairs thermostat 314 commu-
nicates the setting change to the chat room 330 of the
external XMPP server 324, which then can be communi-
cated to the mobile devices 306, 308 joined to this chat room
330. As can be seen from the previous examples, the
gateway 326 of the environment management system 300
provides a communication link for both the request-response
and the publish-subscribe modes of communication.

According to a further aspect, the use of the gateway 326
to establish “federation” of the network devices 312, 314,
316 at the site 302, 304 with the external XMPP server 324
does not require that the gateway 326 have a public address
on the imternet and can also allow an open port to the
external XMPP server 324. In addition, the internal XMPP
servers 318 disposed on each of the network devices 312,
314, 316 utilize DNS resolution to locate the other associ-
ated network devices 312, 314, 316 and mobile devices 306,
308. Further, in a preferred arrangement, the DNS product
will be a multi-cast DNS Linux product running on each
internal XMPP server 318 of the network devices 312, 314,
316.

As previously mentioned, 1n an aspect, each of the net-
work devices 312, 314, 316 includes a system map (not
expressly shown) to i1dentity the other devices associated
with a site 302, 304 and the environment management
system 300. In other words, a user 1s not required to enter all
of the information with regard to the associated devices, but
rather each network device 312, 314, 316 or mobile device
306, 308 when registering with the site 302, 304 will
automatically determine all of the other network devices
312, 314, 316 associated with the site 302, 304.

As previously mentioned, the mobile devices 306, 308 are
configured to communicate with both the external XMPP
server 324 and the internal XMPP server 318. In an aspect,
the mobile devices 306, 308 can communicate with the
external XMPP server 324 and the internal XMPP server 318
using a WIFI or 802.11 based communication, Bluetooth
communication, Zighee communication, or various other
wireless communications, or any combination thereof.
According to a further aspect, mobile devices 306, 308 can
communicate with the external XMPP server 324 and the
internal XMPP server 318 using a subscriber based wireless
data communication network such as a 3G network, 4G
network, EDGFE network, a cellular network, WiMAX, other
wireless data communication, or any combination thereof.

Note that not all of the activities described above 1n the
general description or the examples are required, that a
portion of a specific activity may not be required, and that
one or more further activities may be performed 1n addition
to those described. Still further, the order in which activities
are listed are not necessarily the order in which they are
performed.

The specification and illustrations of the embodiments
described herein are intended to provide a general under-
standing of the structure of the various embodiments. The
specification and 1llustrations are not intended to serve as an
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exhaustive and comprehensive description of all of the
clements and features of apparatus and systems that use the
structures or methods described herein. Many other embodi-
ments may be apparent to those of skill in the art upon
reviewing the disclosure. Other embodiments may be used
and derived from the disclosure, such that a structural
substitution, logical substitution, or another change may be
made without departing from the scope of the disclosure.
Accordingly, the disclosure 1s to be regarded as 1llustrative
rather than restrictive.

Certain features are, for clarity, described herein in the
context of separate embodiments, may also be provided 1n
combination i a single embodiment. Conversely, various
teatures that are, for brevity, described in the context of a
single embodiment, may also be provided separately or 1n
any sub combination. Further, reference to values stated 1n
ranges includes each and every value within that range.

Benefits, other advantages, and solutions to problems
have been described above with regard to specific embodi-
ments. However, the benefits, advantages, solutions to prob-
lems, and any feature(s) that may cause any benefit, advan-
tage, or solution to occur or become more pronounced are
not to be construed as a critical, required, or essential feature
of any or all the claims.

The above-disclosed subject matter 1s to be considered
illustrative, and not restrictive, and the appended claims are
intended to cover any and all such modifications, enhance-
ments, and other embodiments that fall within the scope of
the present invention. Thus, to the maximum extent allowed
by law, the scope of the present invention 1s to be determined
by the broadest permissible interpretation of the following
claims and their equivalents, and shall not be restricted or
limited by the foregoing detailed description.

Although only a few exemplary embodiments have been
described 1n detail above, those skilled 1n the art will readily
appreciate that many modifications are possible in the exem-
plary embodiments without materially departing from the
novel teachings and advantages of the embodiments of the
present disclosure. Accordingly, all such modifications are
intended to be included within the scope of the embodiments
ol the present disclosure as defined in the following claims.
In the claims, means-plus-function clauses are intended to
cover the structures described herein as performing the
recited function and not only structural equivalents, but also
equivalent structures.

What 1s claimed 1s:

1. An environment management system comprising:

at least one fixed geographic site;

a communication platform disposed remotely from said

site and including at least one external XMPP server;

a plurality of network devices physically located at said

site and at least some of the plurality of network
devices each including an mternal XMPP server that 1s
federated with another internal XMPP server; and

at least one mobile device configured to:

communicate with and alter an operating condition of
the plurality of network devices via the external
XMPP server, and

in response to entering the site, imtiating a search to
communicate with and alter the operating condition
of the at least one of some of the plurality of network
devices including the internal XMPP via the internal
XMPP server;

said at least one external XMPP server including:

at least one memory storing instructions, and

at least one processor capable of executing the stored
instructions to:
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communicatively couple with each of said plurality
of network devices via an instant message com-
munication stream, said stream comprising two
separate TCP/IP connections for each of said
plurality of network devices to establish commu-
nication between each of said plurality of network
devices and said external XMPP server in oppos-
ing directions,

receive mmformation from each of said plurality of
network devices 1including 1dentification informa-
tion and itended association with said site,

assign a network device specific ID including an
identification of the external XMPP server to each
of said plurality of network devices based on the
recerved information, and

utilize an Extensible Message Presence Protocol
(XMPP) standard to communicate with and alter
an operating condition of said at least one of said
plurality of network devices located at said site via
said 1nstant communication stream based on the
assigned network device specific 1Ds.

2. The system of claim 1, wherein said at least one of the
plurality of network devices and the at least one mobile
device includes a sender network device and at least one
recipient network device each independently and commu-
nicatively coupled to said at least one external XMPP server
via a separate stant message communication stream.

3. The system of claim 2, further comprising:

wherein said sender network device i1s configured to

initiate an 1nstant message to said external XMPP
server via said respective instant message communica-
tion stream, said instant message including an altered
operating condition for said at least one recipient
network device;

wherein said external XMPP server 1s configured to

receive said instant message sent from said sender
network device and to forward said instant message to
said at least one recipient network device via said
respective 1nstant messaging communication stream;
and

wherein said recipient network device 1s configured to

implement said altered operating condition included
within the mnstant message.

4. The system of claim 1 wherein said external XMPP
server 1s further configured to create and manage a roster of
network device IDs for said site, said roster of network
device IDs including a list of each of said network device
specific IDs associated with the site.

5. The system of claim 2, wherein each of said separate
instant message communication streams comprise a publish-
subscribe instant message communication stream.

6. The system of claim 5, wherein each of said publish-
subscribe nstant message communication streams 1S asso-
ciated with a multi-user chat room mechanism.

7. The system of claim 6, wherein said multi-user chat

room mechanism 1s configured to automatically set-up when
said sender network device registers with said external
XMPP server.

8. The system of claim 7, wherein said multi-user chat
room mechanism 1s configured to register each of said at
least one recipient network devices associated with said
sender network device for allowing said sender network
device to publish a message within said multi-user chat
room mechanism to all of said registered recipient network
devices.




US 10,063,499 B2

17

9. The system of claim 8, wherein said multi-user chat
room mechanism 1s configured to track said registered
recipient network devices.

10. The system of claim 2, wherein each of said separate
instant message communication streams comprise a request-
response instant message communication stream.

11. The system of claim 2, wherein the at least one of the
plurality of network devices including the internal XMPP
server includes each of said sender network device and said
at least one recipient network device and wherein at least
one of said internal XMPP servers includes a gateway, said
gateway having both an internal XMPP server address and
an external XMPP address and said gateway further man-
aging a system map that identifies all of said plurality of
network devices and said at least one site within said
environment management system.

12. The system of claim 11, wherein each of said internal
XMPP servers are federated internal XMPP servers to facili-
tate communication of said mstant messages between said
sender network device and said at least one recipient net-
work device.

13. The system of claim 1, wherein the at least one mobile
device associated with said site and configured to commu-
nicate with and alter the operating condition of said at least
one network device by way of said external XMPP server
through use of said instant message communication stream.

14. The system of claim 1, wherein said mobile device 1s
configured to communicate with said internal XMPP server
and said external XMPP server using at least one of a WIFI
or 802.11 based communication, a Bluetooth based commu-
nication, a Zigbee based communication, a subscriber based
wireless data based communication, or a WiMax based
communication.

15. The system of claam 1, wherein said at least one
network device located at said site includes the internal
XMPP server that 1s configured to search for a gateway of
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said site and to implement a gateway for said site 1f one does
not exist, and wherein said gateway includes an internal
XMPP gateway address and an external XMPP gateway
address and said gateway further managing a system map
that 1dentifies all of said plurality of network devices and
said at least one site within said environment management

system, said gateway enabling federation of said external
XMPP server with said internal XMPP server.

16. The system of claim 15, wherein said gateway 1s
configured to search for instant messages addressed to at
least one recipient network device associated with said site
and further configured to deliver said istant message to said
at least one recipient network device.

17. The system of claim 1, wherein said at least plurality
of network devices includes at least one of a personal
computer, a PDA, a consumer electronic device, a media
device, a smart phone, a cellular or mobile phone, a smart
utility meter, an advanced metering infrastructure, a smart
energy device, an energy display device, a home automation
controller, an energy hub, a smart energy gateway, a set-top
box, a digital media subscriber system, a cable modem, a
fiber optic enabled communications device, a media gate-
way, a home media management system, a network server or
storage device, an energy substation, a vehicle charging
station, a renewable energy production device, a renewable
energy control device, an energy storage management sys-
tem, a smart appliance, an HVAC system, a water pump, a
heat pump, a hot water heater, a thermostat, an energy
controller, an 1rrigation system, a lighting system, an alarm
system, a smart power outlet, an energy detection device, a
power measurement device, a power measurement unit
(PMU), an air handler, a wireless air damper, a humaidity
control system, a heat and motion sensing device, a smart
power outlet, a switch router, or a wireless router.
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