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METHOD AND PROCESS FOR PIN ENTRY
IN A CONSISTENT SOFTWARE STACK IN
CASH MACHINES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a National Stage of International

Application No. PCT/EP2011/051510, filed Feb. 3, 2011,
and published 1n German as WO 2011/101249 A2 on Aug.
25, 2011. Thas application claims the benefit and priority of
German Application 10 2010 000 482.0, filed Feb. 19, 2010.
The entire disclosures of the above applications are incor-
porated herein by reference.

BACKGROUND

This section provides background information related to
the present disclosure which 1s not necessarily prior art.

TECHNICAL FIELD

The invention relates to a process and a device for
checking the consistency of control software for a controller
in a selt-service automat, having a trustworthy domain that
1s located inside a self-service automat.

Discussion

Security touchpads are preferably used at unmanned
terminals such as cash machines. Security touchpads are
peripheral devices comprising a processor, memory, com-
munication device, security circuit and software (firmware).
These keypads are connected 1n a cash machine to a con-
troller, e.g. conventional PC with a display unit, by way of
a standard interface, e.g. USB, RS232. The security keypads
perform the following basics tasks:

1. Entering the PIN of a bank customer

2. Entering other numerical values (e.g. entries of
amounts )

3. Protecting the PIN that has been entered and stored

4. Performing cryptographic functions

To enter the PIN, these keypads are switched imto a
“security mode” by the software that runs on a controller.
What this mode achieves 1s that codes for the number keys
are stored 1n the security memory and a defined replacement
code per key stroke 1s reported to the controller. Conversely,
n “plain text mode” the number code 1s reported to the
controller when a key 1s pressed.

This combination of plain text and security mode 1s a
known potential weak point that was able to be used to
cavesdrop on the PIN. For example, malware on the con-
troller could request the user to enter his PIN. In this case,
the keypad would not be switched to the security mode and
the plain text codes representing the PIN are collected by the
malware.

It 1s always concervable to encrypt the keypad perma-
nently, but, because of operator demands, the possibility of
plain text transmission exists. So encryption 1s always used
when PINs are transmitted. However, 11 the amount of the
transaction 1s requested when an application of the operator/
the bank 1s used that can be run on the cash machine, the
amount 1s transmitted 1n plain text. A keypad such as 1s used
in the present invention, consists essentially of firmware that
has an operating program on the one hand that undertakes
basic mput and output and on the other hand a sequential
control system that 1s responsible for switching the keypad
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into the correct mode. A controller operates 1 the cash
machine that 1s configured 1n one possible embodiment as a
personal computer, or uses corresponding components. Con-
trol software runs on said computer that communicates with
the keypad. The control software interacts over the basic
input and output system (operating program), whereas the
sequential control system determines the status of the key-
pad as a function of other parameters.

The consistency of the controller, or 1ts control software,
respectively, comes from a security domain. It must be noted
that the control of present-day cash machines, in accordance
with the “state of the art,” 1s carried out by conventional PCs
equipped, for example, with a Windows operating system
and peripheral devices that are connected over standard
interfaces such as USB (Universal Serial Bus) or RS232
(senial mterface) to communicate with the PC. Because of
the high degree of standardization, potential weak spots
aris¢ that can be used for infiltration using malware. An
example that can be mentioned here 1s the planting of
malware by means of a USB memory stick by a service
technician.

Various application scenarios using malware are known
and can be considered “state of the art.”

Protective mechanisms for Windows-based PCs corre-
sponding to the state of the art have disadvantages for use 1n
cash machines. Examples of protective mechanisms are
virus scanners or those that measure the integrity of software
modules (Integrity Client). The weak spot 1n this, however,
1s the joint operating system.

The protective mechanism that 1s intended to protect the
control software of the cash machine runs on the same
operating system that 1s afllicted with weak spots. The
mechanism can be deactivated by a technician who pos-
sesses the appropriate rights.

Furthermore, the run time characteristics are poor. Sig-
nature-based systems have an unintended influence on the
transaction times of the cash machine application. Waiting
time for a disbursement increases because the entire soft-
ware of the controller has to be checked. It signature checks
are performed 1n the activation phase, this phase 1s signifi-
cantly prolonged into an unacceptable range.

All programs capable of being run on a Windows-based
PC must be identified by the protective mechanism. For
example, 1t must not be possible for a program to inject
codes through a bufler overflow. This means that at least all
known programs have to be checked. It 1s important for the
software 1n the cash machine that non-executable files,
image files for example, have to be checked. Screen requests
(request for PIN entry), for example, are often filed saved in
an 1mage file. As a result of the multiplicity of different
programs and files from different publishers, central solu-
tions are almost unavoidable. These solutions allow less
flexibility 1in software change management for the maker of
the cash machine software.

The use of virus scanners represents a further disadvan-
tage since a central function for distributing signatures 1s
needed and said function cannot recognize malware spe-
cially developed for the cash machine.

Additional protective measures can be achieved by Integ-

rity Client. Integrity Client prowdes very good protection
during system operation, but offers no protection when
deactivated.

Hard drive encryption can be regarded as a further alter-
native which protects the system when 1t 1s deactivated, but
it cannot check the consistency of the software.

SUMMARY OF THE

INVENTION

An object of this invention 1s to restrict the possibility of
plain text entry 1n such a way that said entry 1s possible only
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when the control software 1s consistent. To this end, it 1s
necessary to check the consistency of the software 1n a first
step. A further option 1s to indicate to the user the consis-
tency of the software through an LED signaling the consis-
tency of the control software. It 1s also conceivable for the
keypad to deactivate the system using relays or for the
keypad to be deactivated. A further object is checking the
consistency of the controller software.

In the mventive process for checking the consistency of
control software in a controller of a self-service automat,
which 1n one possible embodiment 1s a cash machine, a
trustworthy domain located 1nside the self-service automat 1s
used.

In one possible embodiment the secure domain 1s an
additional operating system, which either runs on its own
hardware, one example being a processor plug-in card 1n the
self-service automat controller, or an integrated operating
system that 1s executed before the control software starts. It
1s also conceivable to operate a virtual computer on the
controller that represents the secure domain. However, to
achieve this, the virtualization host must be hardware-based
as lar as possible, so that planting of defective code 1is
prevented. For example, the secure domain can be filed 1n a
secured memory area, such as a smart card or crypto card
that 1s activated first when booting 1n order then to perform
a check of the hard drive or the data carrier of the controller.
Information on the smart card or crypto card can be released
either through a service technician when the self-service
automat boots or on the basis of hardware detection or the
serial numbers of the controller.

The secure domain checks the control software for con-
sistency and, in the event of an 1nconsistency, a blocking
signal 1s generated that 1s used to limit the functionality of
the self-service automat. Checking consistency can be car-
ried out by signatures or hash values that the secure domain
administers. Administration can similarly be carried out over
a secured/encrypted area on the smart card. The smart card
can be deposited 1in the safe.

To reduce the load, particularly when the system 1s
starting, not all file areas are checked, or not the entire data
carrier of the controller, but only relevant areas. It 1s also
conceivable that only those files are checked that have a
specific change date or one that has just been changed. It 1s
possible to select the files or information to be checked. It 1s
also possible that the secure domain 1s provided with new
information or new hashes, signatures in the event that an
update of the control software has been carried out. The
preparation/provision of such information can be carried out
by different paths.

The secure domain generates a blocking signal for a
peripheral component 1n order to limit its functionality. This
blocking signal can be a secured soitware tlag that 1s given
a signature so that the origin can be determined or over a
dedicated line. If there 1s consistency, a release signal for the
peripheral component 1s generated to activate its full func-
tionality. In the event of inconsistency, a blocking signal 1s
generated that limits the functionality of the peripheral
component.

The corresponding signature or encryption of the signals
can be generated with the aid of a smart card located in the
seli-service automat that 1s preferably deposited 1n a safe. By
physically locating the smart card in the cash machine safe,
unauthorized access to the smart card and manipulation
thereol 1s made more dithcult.

In one possible embodiment the peripheral component 1s
a keypad or a disbursal unit, such as are used in cash
machines. In what follows, one possible sequence with
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4

respect to a keypad 1s described. It 1s understood that similar
or identical sequences are possible for other components of

the seli-service automat. The following example thus does
not constitute a limitation.

The keypad has a sequence control system that allows
plain text entry when the release signal 1s present. In order
for the keypad to be 1n a defined status at a restart as well,
the keypad switches to a mode that does not permit plain text
entry 1f there 1s a power outage.

In addition, the user 1s shown that an entry 1s being made
in plain text. In this for example, a light can be provided on
the device, located next to the keypad or 1n the area of the
keypad, that shows the user that data are being transmaitted
in an unencrypted form. As a result, in the event of a possible
attack on the device, the user himself can recognize that he
1s entering a possibly unencrypted PIN, which indicates an
inconsistency in the automat. It 1s also conceivable that, with
an indication of inconsistency and the transmission of a
corresponding signal, the keypad shuts down the entire
system over an additional interface, to the power supply for
example.

There are basically several time approaches that track a
check of the control software through the secure domain.

In a first phase, before the control software 1s started, for
example 1n the pre-boot phase, the control software on the
data carrier 1s checked. The boot process 1s continued and
the control software started only i1 the check 1s successiul.

In the second phase, after the control software 1s booted,
a process 1s 1itiated that checks the consistency of the
control software during operation one time or cyclically.
This process can be located inside the control software, for
example a service 1in the Windows operating system, or a
process that functions on a parallel operating system.

A further component of the invention 1s the self-service
automat; said automat comprises a controller that 1s con-
trolled by control software. In this instance 1t may be a
conventional PC, for example, that 1s connected to external
components over serial interfaces. A trustworthy domain 1s
configured inside the PC as hardware, software or a com-
bination of the two. As already explained above, the secure
domain checks the control software for consistency. In the
event of inconsistency, a blocking signal 1s transmitted to a
peripheral component over a dedicated link or over a com-
mon main memory area. The component has a sequence
control system that limits the functionality of the self-service
automat and/or of the peripheral component.

A further component of the invention 1s a self-service
automat keypad that has a sequence control system that
permits plain text entry and an encrypted keypad entry. In
this case, a signal mput 1s given that can be structured
logically or physically, wherein a sequence control system
allows plain text entry only when a release signal 1s present
at the signal 1nput. With a logical signal input, an encrypted
value or a signed value i1s transmitted over the standard
communication channel, such as USB, RS232, etc. With a
physical signal mput, the transier takes place over another
channel.

BRIEF DESCRIPTION OF THE DRAWINGS

The following 1s an explanation of the Figures, which are
described briefly and to which the following description of
possible embodiments refers.

The drawings described herein are for illustrative pur-
poses only of selected embodiments and not all possible
implementations, and are not intended to limait the scope of
the present disclosure.
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FIG. 1 shows a self-service automat with control software
and a secure domain that 1s connected to an external device;

FIG. 2 shows a state machine of a chip card that admin-
isters the check sums of the control software

FIG. 3 shows a self-service automat with a keypad having
a sequence control system;

FIG. 4 shows a state machine of the sequence control
system.

Corresponding reference numerals indicate correspond-
ing parts throughout the several views of the drawings.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1l

Example embodiments will now be described more fully
with reference to the accompanying drawings.

The basic idea 1s to create a trustworthy domain 1 on the
PC controller, as shown 1in FIG. 1. The task of said domain
1s to check the control software 2, which 1s exclusively
responsible for the smooth operation of a cash machine, for
consistency. In the event that consistency or inconsistency 1s
determined, a blocking or release signal for a peripheral
component 8 1s generated. For example, the signal can be
used to release the keypad, or to block the dispensing
controller and, connected to 1t, the cash dispenser. The
release of the blocking signal i1s preferably generated by a
smart card that 1s housed 1n the cash machine safe, secured
against mampulation. Characteristic of the solution 1s a
graduated check for integrity during a pre-boot phase and
the actual operating phase. The graduated check 1s intended
to achieve enhanced performance.

A further especially hardened operating system on Unix
Base 4 i1s installed on the controller 100 1n addition to the
actual Windows operating system 6. In computer technol-
ogy, hardeming 1s understood to mean increasing the security
ol a system by using only dedicated software that 1s neces-
sary to operate the system, the correct sequence of which can
be guaranteed from a security perspective. The intent 1s to
provide better protection for the system against external
attacks as a result. The German Federal Office for Informa-
tion Security describes hardening in IT security “[. . . ] the
deletion of all software components and functions that are
not absolutely necessary for the program to fulfill its
intended object.” [2].

The object 1s to create a system that can be used by
numerous persons, even those less trustworthy. For example,
for Gentoo Linux there 1s the hardened project that combines
a core version as well as additional system services with
which a secure Linux system can be provided even for
outside users. Other operating systems are conceivable. The
idea behind this solution 1s to check 1n a first step 1n a
pre-boot phase a few files that are responsible for the
characteristics of the domain 1. These {files thus represent a
process that 1s started 1f Windows was started. The check 1s
particularly advantageous due to a malware-resistant
instance. Additionally, this first instance can be checked
using mechanisms from the Trusted Computing concept. A
turther advantage 1s that the pre-boot phase 1s speeded up
since only a few files are checked. The boot sequence 1s
controlled, for example, by a standard boot loader 3, but can
also be specified by the computer BIOS. The latter will load
the Unix-based system after power On 10. A daemon 5 1s
started 1n an 1mitialization process 19 that checks 12 all files
assigned to the domain 1 for consistency 50 using a list 110.
In the event of a positive check, a signal 21 1s set for the boot
loader, on the basis of which the Windows operating system
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1s started 13 1n a second step. In the event of an inconsis-
tency, the boot process 1s terminated.

After the second boot phase, specific services are started
through the Windows operating system. One service 20
starts a check sum program 7 that checks the consistency of
the control software 2. The check can take place one time
betore the actual operating phase of the cash machine and
then cyclically 1n the operating phase. Or a check takes place
solely 1n the operating phase. In the case of the latter, 1t 1s
advantageous with an 1dentified inconsistency for the opera-
tion of a component to be limited or even deactivated. It 1s
particularly advantageous i1 the control software 1s equipped
with a certificate. The certificate can be checked against a
key that 1s deposited 1n the security domain 1. As an option,
mechanisms from the Trusted Computing concept can also
be used here, 1n which a corresponding crypto chip 1s located
on the mother board of the computer.

More advantageous 1s a check by a smart card 9 that 1s
stored 1n the cash machine safe. The smart card contains a
protective mechanism that protects against the reimporting
of old check sums 15, refer to embodiment (FIG. 2).
Furthermore, the smart card has a mechanism that generates
a signal 1n the event of a positive or a negative certificate
check. In addition, the card has one secret that i1t shares with
a peripheral component 8, and an additional one that 1t
shares with the check sum program 7. Encrypted security
protocols 15, 16 can be implemented by way of these
secrets. With inconsistent control software, the signal can be
used to deactivate the PIN entry keypad for example. It 1s
also conceivable that the entire automat can be shut down or
other components deactivated.

One embodiment 1s shown using FI1G. 2. The introduction
of invalid check sums into the system must be prevented.
Checks sums generated by an unauthorized person are
detected 1n the system because of authentication mecha-
nisms such as digital signatures and then rejected. The
loading of old signature states 1s detected by suitable meta-
data such as ascending serial numbers.

Said serial numbers are generated by the chip card for
example, stored and checked. Processes from the state of the
art can be used here (challenge-response procedure).

The authentication check of the check sum(s) 1s supported
or secured by the chip card. Such measures prevent the
importation of manipulated check sum data, the manipula-
tion or re-importation ol individual check sums and the
mampulation or re-importation ol complete sets of check
sums for the entire system.

The state machine of a chip card outlined here as an
example prevents the re-importation of check sums and,
associated with 1t, a re-generation of a release or blocking
signal. After activation, state 300, an internal counter 1s
incremented and stored persistently. State 501, the card
waits for authentication of the check sum program (7(A')).
State 502, with positive authentication the instance 1s
authenticated and the certificate check can be carried out.
State 503, there 1s no negative authentication.

In state 503 there 1s a positive certificate check, an item
of check sum information 1s taken from the certificate and
buffered.

The card releases the current counter status which 1s
returned by 7 to the card for the following check of the check
sums. State 507, the card 1s waiting for the check sum
(n)/counter status that 7 has determined.

State 508, following positive check of information I, CI
and CS1 . .. n, an 1tem of release or blocking information
(S2) 1s generated and waits for authentication of the instance

(8(A")).
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State 506, with positive authentication the instance 1is
authenticated and signal S2 can be queried. State 504, in this
state signal S2 1s deleted and the counter status 1s automati-
cally incremented.

In FIG. 3 the combination of the self-service automat and
the keypad 1s again examined more closely. The security
keypad 203 possesses, 1 addition to the operating program
205, a sequence control system 204 that sets a signal S1 206
or the operating program. If the operating program recog-

nizes that S1 1s set, plain text entry 1s permitted. In addition,
through signal S1 206 that was set, an LED 208, for

example, can be activated and thus signal a consistent
control program. The signal 1s set only when a security
domain 201 has checked the integrity of an application 202
on the controller 207 and sends a signal S2 209 to the
sequence control system 204. With power Off and power On,
signal S1 206 drops back. The latter 1s intended to guarantee
that the operating program for the keypad always prohibits
plain text entry after activation. The signal S2 209 1s
preferably embedded 1n a security protocol to prevent what
are known as replay attacks. The security protocol can be
taken from the state of the art.

The foregoing description of the embodiments has been
provided for purposes of illustration and description. It is not
intended to be exhaustive or to limit the mvention. Indi-
vidual elements or features of a particular embodiment are
generally not limited to that particular embodiment, but,
where applicable, are interchangeable and can be used 1n a
selected embodiment, even iI not specifically shown or
described. The same may also be varied in many ways. Such
variations are not to be regarded as a departure from the
invention, and all such modifications are intended to be
included within the scope of the invention.

What 1s claimed:
1. A process for controlling a self-service automat, com-
prising the steps:

operating a security key pad that includes an operating
program and a sequence control system, wherein the
operating program alternatively operates the security
key pad 1n either a security mode or a plain text mode,
and wherein the sequence control system controls the
operating program to control the mode of the security
key pad;

directing commands to the operating program over a first
link from a first operating system running on a proces-
sor of the self-service automat;

checking the first operating system for consistency using,
functionality of a second hardened operating system
and without using functionality of the first operating
system, wherein the second hardened operating system
1s running on separate hardware relative to the first
operating system, and wherein the separate hardware
comprises a processor plug-in card located 1n a housing
of the self-service automat;

in the event of an inconsistency, the second hardened
operating system generates a blocking signal and sends
the blocking signal to the sequence control system over
a second link that 1s distinct from the first link, and the
sequence control system prevents the operating pro-
gram from operating the security key pad in the plain-
text mode 1n response to recerving the blocking signal.

2. The process according to claim 1, wherein;

in the event of a consistency, the second hardened oper-
ating system generates and sends a release signal to the
sequence control system over the second link that
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causes the sequence control system to permit the oper-
ating program to operate the security key pad in the
plaintext mode.

3. The process according to claim 2, wherein the second
hardened operating system generates the release signal and/
or the blocking signal with the aid of a smart card that 1s
deposited 1n a safe located in the seli-service automat.

4. The process according to claim 1, wherein the first
operating system 1s checked in a pre-boot phase and/or
wherein a process 1s started after the booting of the first
operating system that checks the consistency of the first
operating system one time or cyclically during operation.

5. The process according to claim 1, wherein the first
operating system 1s equipped with a certificate and wherein
the certificate 1s checked by the second hardened operating
system 1n order to determine whether the first operating
system 1s corrupt.

6. A secli-service automat comprising;:

a security key pad that includes an operating program and

a sequence control system, wherein the operating pro-
gram alternatively operates the security key pad 1n
cither a security mode or a plain text mode, and
wherein the sequence control system controls the oper-
ating program to control the mode of the security key
pad;

a first operating system running on a processor of the
self-service automat for controlling the self-service
automat, wherein the first operating system directs
commands to the operating program over a first link;

a second hardened operating system running on separate
hardware relative to the processor, wherein the separate
hardware comprises a processor plug-in card located in

a housing of the seli-service automat, wherein the
second hardened operating system checks the first
operating system for consistency without using func-
tionality of the first operating system, wherein the
second hardened operating system generates and sends,
in the event of an inconsistency, a blocking signal to the
sequence control system over a second link that 1s
distinct from the first link, and wherein the sequence
control system prevents the operating program from
operating the security key pad in the plain text mode 1n
response to receiving the blocking signal.

7. The seli-service automat according to claim 6, wherein
the sequence control system 1s configured 1n such a way that,
in the event of consistency, the sequence control system
receives a release signal from the second hardened operating,
system over the second link, and the sequence control
system permits the operating program to operate the security
key pad in the plain text mode 1n response to receiving the
release signal.

8. The self-service automat according to claim 7, wherein
the processor plug-in card processes the release signal
and/or the blocking signal.

9. The self-service automat according to claim 6 further
comprising:

an optical and/or acoustic signal generator that 1s acti-
vated when a plain text entry 1s being made.

10. The self-service automat according to claim 6,
wherein the first operating system 1s checked 1n a pre-boot
phase and/or by a process that 1s started after the first
operating system 1s booted, which checks the consistency of
the first operating system one time or cyclically during
operation.

11. The self-service automat according to claim 6,
wherein the first operating system 1s equipped with a cer-
tificate and wherein the certificate 1s checked by the second
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hardened operating system 1n order to determine whether the
first operating system 1s consistent.

12. A self-service automat comprising;

a security key pad that includes an operating program that
alternatively operates the security key pad in either a
security mode or a plain text mode, wherein the secu-
rity key pad also includes a sequence control system
that controls the operating program to control the mode
of the security key pad;

wherein the sequence control system comprises a signal
input and permits the operating program to operate the
security keypad in the plain text mode only when a

release signal 1s present at the signal input;
a processor of the seli-service automat running a first

operating system for controlling the operating program

over a first link;
a second hardened operating system running on separate

hardware relative to the processor, wherein the second

hardened operating system comprises a processor plug-
in card located 1n a housing of the seli-service automat,
wherein the second hardened operating system checks
the consistency of the first operating system without
using functionality of the first operating system, and
wherein the second hardened operating system gener-
ates and sends the release signal to the sequence control
system over a second link that 1s distinct from the first
link after the second hardened operating system verifies
the consistency of the first operating system.
13. The self-service automat according to claim 12, fur-
ther comprising:
an optical and/or acoustic signal 1s 1ssued for the user over
a signal output when a plain text entry 1s being made.
14. A process for controlling a self-service automat,
comprising the steps:
operating a security key pad that includes an operating
program and a sequence control system, wherein the
operating program alternatively operates the security
key pad in either a security mode or a plain text mode,
and wherein the sequence control system controls the
operating program to control the mode of the security
key pad;
directing commands to the operating program over a first
link from a first operating system running on a proces-
sor of the self-service automat;
checking the first operating system for consistency using
functionality of a second hardened operating system
without using functionality of the first operating sys-
tem, wherein the second hardened operating system
runs on separate hardware relative to the processor, and
wherein the separate hardware comprises a processor
plug-in card located in a housing of the self-service
automat,
in the event of an inconsistency, the second hardened
operating system generating a blocking signal and
sending the blocking signal to the sequence control
system over a second link that 1s distinct from the first
link, wherein the blocking signal 1s generated with the
aid of a smart card that 1s deposited 1n a safe located 1n
the seli-service automat, and wherein the sequence
control system prevents the operating program from
operating the security key pad 1n the plaintext mode 1n
response to recerving the blocking signal;
in the event of a consistency, the second hardened oper-
ating system generating and sending a release signal to
the sequence control system, wherein the sequence
control system permits the operating program to oper-
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ate the security key pad in the plamtext mode 1n
response to receiving the release signal.

15. The process according to claim 14, wherein the
sequence control system permits the operating program to
operate 1n the plain text mode only when the release signal
1s present.

16. The process according to claim 15, further compris-
ng:

an optical and/or acoustic signal 1s 1ssued, perceptible to
the user, when a plain text entry 1s being made.

17. The process according to claim 14, wherein the first
operating system 1s equipped with a certificate and wherein
the certificate 1s checked by the second hardened operating
system 1n order to determine whether the first operating
system 1s corrupt.

18. A self-service automat comprising:

a security key pad that includes an operating program and

a sequence control system, wherein the operating pro-
gram alternatively operates the security key pad 1n
either a security mode or a plain text mode, and
wherein the sequence control system controls the oper-
ating program to control the mode of the security key
pad;

a processor of the self-service automat running a first
operating system for controlling the operating program
over a first link;

a second hardened operating system running on separate
hardware relative to the processor, wherein the separate
hardware comprises a processor plug-in card located 1n

a housing of the self-service automat, wherein the
second hardened operating system checks the first
operating system for consistency without using func-
tionality of the first operating system, and wherein the
second hardened operating system generates, i the
event of an inconsistency, a blocking signal and/or
generates, 1n the event of consistency, a release signal;

wherein the sequence control system has means to receive
the blocking signal and/or the release signal from the
second hardened operating system over a second link
that 1s distinct from the first link, wherein the sequence
control system 1s configured in such a way that, when
the sequence control system recerves the release signal,
the sequence control system permits the operating
program to operate in the plaint text mode and in
response to receipt of the blocking signal, the sequence
control system limits the operating program to operat-
ing in the security mode.

19. The self-service automat according to claim 18,
wherein the sequence control system permits the operating
program to operate in the plain text mode only when the
release signal 1s present.

20. The self-service automat according to claim 19, fur-
ther comprising:

an optical and/or acoustic signal generator 1s provided for
the user that 1s activated when a plain text entry 1s being
made.

21. The self-service automat according to claim 20,
wherein the first operating system 1s checked 1n a pre-boot
phase and/or by a process that 1s started after the first
operating system 1s booted, which checks the consistency of
the first operating system one time or cyclically during
operation.

22. The self-service automat according to claim 18,
wherein the first operating system 1s equipped with a cer-
tificate and wherein the certificate 1s checked by the second




US 10,062,241 B2
11

hardened operating system 1n order to determine whether the
first operating system 1s consistent.
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