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SYSTEM AND METHOD FOR SELECTING A
COMMUNICATION NETWORK IN A
SENSOR NETWORK

FIELD

The disclosed system relates to a flexible network system
for an aircraft and, more particularly, to a system and method
for selecting either a first sensor network based on a wireless
communication protocol or a second sensor network based
on a power line communication protocol.

BACKGROUND

An aircraft may include various of sensors for flight
control and various operations. The sensors may be part of
an aircrait sensor network for sending data collected by the
sensors to computing systems that may analyze the data
collected by the sensors. For example, an environmental
control system for a passenger cabin 1n an aircraft may use
various temperature sensors and airtlow sensors to identify
changes that may be needed to maintain a desired environ-
ment 1n the passenger cabin.

It should be appreciated that an increased use of aircraits
sensors results 1n more wiring within an aircrait. The wiring
may add cost and weight to the aircraft, and may also be time
consuming to 1stall. In order to reduce the wiring within the
aircraft, a wireless sensor network may be used. However,
implementing wireless networks on an aircrait may present
several unique challenges. Some examples of the 1ssues
encountered when attempting to implement a wireless net-
work within an aircrait include, for example, power and
battery constraints, radio frequency (RF) channel impair-
ments, security, and physical to logical mapping. In particu-
lar, existing wireless solutions are not always secure when
subjected to interference due to the inherent nature of
wireless mediums. Furthermore, it should also be appreci-
ated that accurate physical to logical mapping of wireless
nodes may not be accomplished unless there 1s a high
amount of bandwidth available. Thus, there exists a con-
tinuing need 1n the art for a robust, flexible wireless sensor
network that overcomes the 1ssues described above.

SUMMARY

In one aspect, a sensor network 1s disclosed, and includes
a first network based on a wireless communication protocol,
a second network based on a power line communication
protocol, and at least one sensor node in communication
with one of the first network and the second network. The
sensor node includes at least one sensor and a control
module 1n communication with the at least one sensor. The
control module includes control logic for selecting one of
the first network and the second network based on at least
one operating parameter of the sensor network.

In another aspect, a method of selecting one of a first
network and a second network within a sensor network of an
aircraft 1s disclosed. The method includes detecting, by a
control module, at least one operating parameter of the
sensor network. The method also includes selecting, by the
control module, one of the first network and the second
network based on the at least one operating parameter of the
sensor network. The first network 1s based on a wireless
communication protocol, the second network 1s based on a
power line communication protocol, and the control module
1s part of at least one sensor node 1n communication with one
of the first network and the second network.
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Other objects and advantages of the disclosed method and
system will be apparent from the following description, the
accompanying drawings and the appended claims.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1s a block diagram of the disclosed sensor network
including a plurality of sensor nodes, a data collector, and a
Server;

FIG. 2 1s a block diagram of a control module shown 1n
FIG. 1; and

FIG. 3 1s a block diagram of the various stack options

saved 1n a memory of the control modules shown i FIGS.
1-2.

DETAILED DESCRIPTION

FIG. 1 1s a block diagram 1illustrating the disclosed sensor
network 10. The sensor network 10 may include one or more

sensor nodes 20 (which may also be referred to as motes),
a data concentrator 22, and a server 24. The sensor network
10 may be a hybrid network that includes two different
communication protocols for transmitting data collected by
the sensor nodes 20 to the server 24. Specifically, as
explained in detail below, the sensor network 10 provides a
robust, flexible network for communicating data gathered by
the sensor nodes 20 using either a wireless network or a
power line communication. Furthermore, as also explained
in greater detail below, i one of the networks 1s unavailable,
then the sensor network 10 may easily switch over to the
remaining network for uminterrupted data communication
Service.

In the embodiment as illustrated 1n FIG. 1, the sensor
network 10 1s part of an aircrait 26. However, 1t 1s to be
appreciated that the sensor network 10 1s not limited to an
aircraft 26 and may be used 1n other environments as well
such as, for example, automotive applications. Although the
aircraft 26 1s not intended to be limiting 1n nature, 1t should
be appreciated that aircraft networks generally do not
require relatively fast data transmission rates. Therefore, as
explained below, the wireless medium as well as a power
line communication may each be based on a communication
protocol having relatively low data transmission rates.

Each of the sensor nodes 20 may include a respective
antenna 30, and each sensor node 20 may be 1n communi-
cation with the remaining sensor nodes 20 as well as the data
concentrator 22 through a wireless connection 32. The
wireless connection 32 may be based on a radio frequency
(RF) communication protocol. In one embodiment, the
wireless connection 32 may be based on a RF communica-
tion protocol having a relatively low data transmission rate
with a transmission rate on the order of hundreds of kilo-
bites/second. One example of a RF communication protocol
having a relatively low data rate 1s a communication proto-

col based on the Institute of Flectrical and Electronics
Engineers (IEEE) 802.15.4 protocol. It should also be appre-
ciated that the IEEE 802.15.4 protocol only defines the
lower network layers of a seven-layer Open Systems Inter-
connect (OSI) model, such as a physical (PHY) layer as well
as a media access control (MAC) layer. The PHY layer may
be referred to as layer 1, and 1s the lowest layer in the
network layers. The MAC layer may be referred to as layer
2. It should further be appreciated that higher-level layers
are not defined by the IEEE 802.15.4 protocol. Some
examples ol wireless communication protocols that are
based on the IEEE 802.15.4 protocol include, but are not
limited to, ZigBee®, WirelessHART®, and 6LoWPAN.
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Each of the sensor nodes 20 may be in communication
with one another as well as the data concentrator 22 and the
server 24 through a power line communication 38. The
power line communication 38 may also be based on a
communication protocol having relative low data transmis-
sion rates such as, for example, narrow-band power line
communications. In one non-limiting embodiment, the

[ 1

power line communication 38 may be based on the IEEE
1901.2 protocol. It 1s to be understood that a narrow-band
power line communication typically operates at frequency
bands below about 500 kiloHertz (kHz). It 1s to be appre-
ciated that the power line communication 38 should not be
limited to only narrow-band power line communication,
however, narrow-band communication may provide reduced
interference with other system located on the aircrait 26.
Furthermore, 1t should also be appreciated that in one
embodiment the power line communication 38 may utilize
cither existing alternating current (AC) or direct current
(DC) power lines within the aircraft 26, which 1n turn
reduces the cost and weight of the aircraft 26. Specifically,
for example, the power line communication 38 may utilize
an existing 115 VAC line, or an existing 28 VDC line within
the aircraft 26.

The sensor nodes 20 may include one or more sensors (not
illustrated) for gathering sensory information indicative of
operating conditions within the aircraft 26 such as, for
example, temperature, pressure, speed, and altitude. The
sensor nodes 20 may also process the sensory information
gathered by the sensors by a respective control module 40.
The control module 40 may both refer to, or be part of, an
application specific integrated circuit (ASIC), an electronic
circuit, a combinational logic circuit, a field programmable
gate array (FPGA), a processor (shared, dedicated, or group)
comprising hardware or solftware that executes code, or a
combination of some or all of the above, such as 1n a
system-on-chip. The control module 40 may include mul-
tiple stack configurations saved 1n memory for communica-
tion with both the wireless connection 32 and the power line
communication 38, which 1s explained in greater detail
below and 1s 1llustrated i FIG. 3. The sensor nodes 20 may
transmit data indicative of the operating conditions detected
by the sensors to other sensor nodes 20 within the sensor
network 10, as well as to the data concentrator 22 through
cither the wireless connection 32 or the power line commu-
nication 38.

The data concentrator 22 may include an antenna 42. The
wireless connection 32 connects the sensor nodes 20 to the
data concentrator 22 through the respective antennas 30, 42.
The data concentrator 22 may collect the data from the
sensor nodes 20, and may transmit the data received from
the sensor nodes 20 to the server 24 over a data connection
44. The connection 44 may be any type of connection for
transmitting data such as, for example, an Ethernet connec-
tion. The data concentrator 22 may include at least one
control module 50 for transmitting the data received from
the sensor nodes 20 to the server 24. The control module 50
may include multiple stack configurations saved in memory
for communication with both the wireless connection 32 and
the power line communication 38, which 1s explained in
greater detail below and 1s 1llustrated 1n FIG. 3. Both the
control modules 40 and the control module 50 may include
control logic for selecting communication based on either
the wireless connection 32 or the power line communication
38.

FIG. 2 1s a block diagram of the control module 50 in
communication with two transceivers 60, 62 through an
interface 64. Specifically, one of the transcervers 60 1s an RF

10

15

20

25

30

35

40

45

50

55

60

65

4

transceiver that 1s 1n communication with the wireless
connection 32 (FIG. 1). The RF transceiver 60 1s for sending
and receiving communication from the wireless connection
32. The remaining transceiver 62 may be a power line
communication (PLC) transcerver that 1s in communication
with the power line communication 38 (FIG. 1). The PLC
transceiver 62 1s for sending and receiving communication
from the power line communication 38.

Both the RF transceiver 60 and the PLC transceiver 62 are
both 1n communication with the iterface 64. The interface
64 may be, for example, an enhanced serial peripheral

interface (SPI) based on the IEEE 802.15.4 protocol. It

should be appreciated that the SPI interface 1s common
between both the RF transceiver 60 and the PLC transceiver
62. The mterface 64 may transmit communication from the

RF transceiver 60 and the PIL.C transceiver 62 to the control
module 50.

FIG. 3 1s an exemplary network stack configuration 70
saved within memory of the control module 50 (FIGS. 1 and
2), as well as within a memory of the control modules 40
(shown 1n FIG. 1). Specifically, the stack 70 includes a first,
power line commumnication stack 71 and a second, wireless
connection stack 80. The power line communication stack
71 may 1nclude one or more stack options for communica-
tion with the PLC transceiver 62 shown in FIG. 2. In the
exemplary embodiment as illustrated, the power line com-
munication stack 71 includes two stacks 71a, 715 that are
cach based on the OSI model. However, 1t 1s to be appre-
ciated that this illustration 1s not limiting, and in another
embodiment the network stack configuration 70 may be
based on another protocol as well such as Zigbee Stack®.

FIG. 3 illustrates the power line communication stack 71a
including a plurality of layers, namely a PHY layer 72a, a
MAC layer 74a, a network layer 76a, and a transport layer
78a. Similarly, the power line communication stack 715 1s
shown including a PHY layer 725, a MAC layer 74b, a
network layer 76b, and a transport layer 78b. It 1s to be
appreciated that the top three layers of the two stacks 71a,
716, namely the session layer, the presentation layer, and the
application layer, are not i1llustrated in FIG. 3 for purposes of
simplicity and clarity. However, the power line communi-
cation stacks 71a, 716 both include these layers.

As readily understood by those of ordinary skill in the art,
the PHY layers 72a, 726 may receive and transmit messages
to and from a physical medium. The physical medium may
be a sensor modules (not illustrated) of the sensor nodes 20
shown 1n FIG. 1, 1f the network stack configuration 70 1s
saved within memory of the control module 40. Alterna-
tively, the physical device may also be the PLC transceiver
62 (FIG. 2), 11 the network stack configuration 70 1s saved
within memory of the control module 50. The MAC layers

74a, 74b may act as an interface between the network layers
76a, 760 and the PHY layers 72a, 72b. As can be seen 1n

FIG. 3, the MAC layers 74a, 74b are both adapted to the
IEEE 802.15.4 protocol. It 1s to be appreciated that the IEEE
802.15.4 protocol 1s not intended for power line communi-
cation. Thus, the MAC layers 74a, 74b have been adapted or
modified in order for power line communication. The net-
work layers 76a, 76b and the transport layers 78a, 7856 may
be considered higher layers than the PHY layer 72 and the
MAC layer 74, as data from the PLC transceiver 62 may
travel up through the stack, from the respective PHY layers
72a, 72b to the application layer (not illustrated). The data
may then be sent over the power line communication 38, 11
the network stack configuration 70 1s saved within memory
of the control module 40. If the network stack configuration
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70 1s saved within memory of the control module 50, then
data may be sent over the connection 44 and to the server 24

(FIG. 1).

In the exemplary embodiment as shown in FIG. 3, the
network layer 76a may be provided for communication
based on the 6LoWPAN protocol. Specifically, the network
layer 76a may send data packets based on Internet Protocol
version 6 (IPv6) to the transport layer 78a. Likewise, the
network layer 765 may be provided or communication based
on Internet Protocol version 4 (IPv4). The network layer 7656
may send data packets based on the User Datagram Protocol
(UDP) to the transport layer 785b. It should be appreciated
that FIG. 3 1s merely exemplary in nature, and that the
network layers 76a, 760 and the transport layers 78a, 785
may be based on another protocol as well. It should also be
appreciated that although the power line communication
stack 71 includes two stacks 71a, 715, this illustration 1s
merely exemplary in nature, and any number of stacks for
accommodating other types of communication protocols
may be included as well.

Continuing to refer to FIG. 3, the wireless connection
stack 80 may include one or more stack options for com-
munication with the RF transceiver 60 shown in FIG. 2. In
the embodiment as 1llustrated, the wireless connection stack
80 includes two stacks 80a, 80b. Specifically, FIG. 3 1llus-
trates the wireless connection stack 80aq including a PHY
layer 82a, a MAC layer 84a, a network layer 86a, and a
transport layer 88a. Similarly, FIG. 3 illustrates the wireless
connection stack 806 including a PHY layer 8256, a MAC
layer 84b, a network layer 865, and a transport layer 885b. It
1s to be appreciated that the top three layers of the two stacks
80a, 80H, namely the session layer, the presentation layer,
and the application layer, are also not i1llustrated in FIG. 3 for
purposes of simplicity and clarity.

The PHY layers 82a, 8256 may receive and transmit
messages to and from a physical device. The physical device
may be the sensors (not illustrated) of the sensor nodes 20
shown 1n FIG. 1, 1f the network stack configuration 70 1s
saved within memory of the control module 40. Alterna-
tively, the physical device may also be the RF transceiver 60
(FIG. 2), 1f the network stack configuration 70 1s saved
within memory of the control module 50. Similar to the
network layer 76a of the power line stack 70a, the network
layer 86a of the wireless connection stack 80a may be
provided for communication based on 6LoWPAN. Like-
wise, the network layer 865 of the wireless connection stack
800 may be based on IPv4.

Referring to both FIGS. 1 and 3, both the control modules
40, 50 may each include control logic for selecting either the
power line communication stack 71 or the wireless connec-
tion stack 80 of the network stack configuration 70. The
selection of the specific stack may be based on at least one
operating parameter of the sensor network 10. Specifically,
the selection of the specific stack may be based on 1f one or
more layers (1.e., the PHY layer, the MAC layer, the network
layer, the transport layer, the session layer, the presentation
layer, and the application layer) of the network stack con-
figuration 70 are unavailable. It 1s to be appreciated that 1n
one embodiment, the wireless connection stack 80 may be a
default stack that 1s utilized unless the wireless connection
32 (FIG. 1) 1s unavailable, or i1f highly secure data not
suitable for transmission over a wireless network 1s to be
communicated over the sensor network 10 (FIG. 1). For
example, 1f the control module 50 receives communication
or determines there 1s jamming or another channel 1mpair-
ment that may aflect the PHY layers 82a, 826 of the wireless
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connection stack 80, then the control module 50 would
select the power line communication stack 71 for data
transmission.

In one approach, after the control modules 40, 50 select
either the power line communication stack 71 or the wireless
connection stack 80 of the network stack configuration 70
based on the availability of the PHY layers 72a, 725, 82a,
82b, then the control modules 40, 50 may select a specific
stack within either the power line commumnication stack 71
or the wireless connection stack 80. The selection of the
specific stack may be based on the communication protocols
defined by the higher level layers of the stacks. It 1s to be
appreciated that the higher level layers include the five
layers above the MAC layer (i.e., the network layer, the
transport layer, the session layer, the presentation layer, and
the application layer). For example, 11 the control modules
40, 50 receive communication or determines that the sensor
network 10 (FIG. 1) 1s transmitting voice data, then it 1s to
be appreciated that UDP, which 1s defined by the transport
layer, may be utilized. Thus, 1f the power line communica-
tion stack 71 has already been selected, then the power line
communication stack 715 1s selected by the control module
50. Similarly, if the wireless connection stack 80 has already
been selected, then the wireless connection stack 8056 1s
selected by the control module 50.

It 1s to be appreciated that the control modules 40 (FIG.
1) include similar control logic as the control module 50 for
selection of one of the stacks within the network stack
configuration 70. However, it 1s to be appreciated that the
control module 50 may implement additional functionalities
to coordinate various associated sensor nodes 20 such as, for
example, network formation and security key management.

Referring generally to the figures, the disclosed sensor
network 10 provides a hybrid network that includes both a
wireless connection as well as a power line communication
for communication. It 1s to be appreciated that the power line
communication may utilize either existing AC or DC power
lines within the aircraft 26, thereby reducing the cost and
welght associated with hard-wired connections. It should
also be appreciated that the disclosed approach for selecting
a specific network stack utilizing existing hardware within
the control modules 40, 50. Finally, 1t 1s to be appreciated
that an aircraft power system includes a unique challenges,
such as loads and signal propagation environments. There-
fore, it may be especially advantageous to utilize narrow-
band power line communication, which provides reduced
interference with other systems located on the aircratt.

While the forms of apparatus and methods herein
described constitute preferred aspects of this disclosure, it 1s
to be understood that the disclosure 1s not limited to these
precise forms of apparatus and methods, and the changes
may be made therein without departing from the scope of the
disclosure.

What 1s claimed 1s:

1. A sensor network for selecting one of a wireless
connection and a wired connection, the sensor network
comprising:

a server;

a sensor data concentrator connected to the server;

a first network based on a wireless communication pro-

tocol;

a second network based on a power line communication
protocol connected to the sensor data concentrator and
to the server;

the sensor data concentrator having a first control module
including a first memory storing at least one power line
stack based on the power line communication protocol,
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and at least one wireless stack based on the wireless
communication protocol, whereimn the at least one
power line stack includes a first media access (MAC)
layer and the at least one wireless stack includes a
second MAC layer, wherein the first MAC layer and the
second MAC layer both conform to the wireless com-
munication protocol; and

at least one sensor node 1n communication with the sensor

data concentrator over both the first network and the
second network, and with the server over the second
network, the at least one sensor node including at least
one sensor and a second control module 1n communi-
cation with the at least one sensor, the second control
module including control logic for selecting either the
first network or the second network to communicate
with the sensor data concentrator over the first and the
second network, and with the server over the second
network, wherein selection of the first or the second
network by the first and the second control modules 1s
based on at least one operating parameter of the sensor
network, wherein the first network 1s a deftault connec-
tion that 1s used unless the control module transmits
secure data.

2. The sensor network of claim 1, wherein the at least one
wireless stack and the at least one power line stack are both
based on a seven-layer Open Systems Interconnect (OSI)
model, and wherein both the at least one wireless stack and
the at least one power line stack each include a plurality of
layers.

3. The sensor network of claim 2, wherein the at least one
operating parameter 1s based on whether a specific layer of
the plurality of layers of either the at least one wireless stack
or the at least one power line stack 1s unavailable.

4. The sensor network of claim 2, wherein the at least one
operating parameter 1s whether a physical (PHY) layer of the
at least one wireless stack or the at least one power line stack
1s unavailable.

5. The sensor network of claim 2, wherein the at least one
operating parameter 1s based on a higher level layer of the
at least one wireless stack or the at least one power line
stack.

6. The sensor network of claim 1, wherein the wireless
communication protocol 1s based on an Institute of Electrical
and Electronics Engineers (IEEE) 802.15.4 protocol.

7. The sensor network of claim 1, wherein the power line
communication protocol 1s a narrow-band power line com-
munication that operates at frequency bands below about
500 kiloHertz (kHz).

8. The sensor network of claim 1, wherein the power line
communication protocol utilizes one of an existing alternat-
ing current (AC) power line and an existing direct current
(DC) power line withuin an aircratt.

9. The sensor network of claim 1, wherein the data
concentrator 1s in communication with the server over a data
connection, optionally an Ethernet connection.

10. The sensor network of claim 9, wherein the second
control module includes a second memory storing at least
one power line stack based on the power line communica-
tion protocol, and at least one wireless stack based on the
wireless communication protocol, wherein the at least one
power line stack includes a first media access (MAC) layer
and the at least one wireless stack includes a second MAC
layer, and wherein the first MAC layer and the second MAC
layer both conform to the wireless communication protocol.
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11. The sensor network of claim 9, wherein a network
stack configuration of the second control module 1s saved
within the second memory of the second control module.

12. The sensor network of claim 1, further comprising an
interface that connects the first network based on the wire-
less communication protocol and the second network based
on the power line communication protocol with the control
module.

13. The sensor network of claim 12, wherein the interface
1s an enhanced serial peripheral interface (SPI) based on an

IEEE 802.15.4 protocol.

14. A method of selecting one of a first network and a
second network within a sensor network of an aircraft, the
first network being a wireless protocol network connected
between a sensor node and a sensor data concentrator, and
the second network being a power line communication
protocol network connected between the sensor node and the
sensor data concentrator and between the sensor node and a

server, the method comprising:

detecting, by a first control module in the sensor data
concentrator, at least one operating parameter of the
sensor network, wherein the first network 1s a default
connection that 1s used unless the control module
transmits secure data, in which the first control module
includes a memory storing at least one power line stack
based on a power line communication protocol and at
least one wireless stack based on a wireless communi-
cation protocol, and the at least one power line stack
includes a first media access (MAC) layer and the at
least one wireless stack includes a second MAC layer,
and wherein the first MAC layer and the second MAC
layer both conform to the wireless communication
protocol; and

selecting, by the first control module, either the first

network or the second network based on the at least one
operating parameter of the sensor network, wherein the
sensor node communicates with the sensor data con-
centrator over the first network based on the wireless
communication protocol, the sensor node communi-
cates with the sensor data concentrator and with the
server over the second network based on the power line
communication protocol, and the first control module 1s
part of at least one sensor node 1n communication with
the first network and the second network.

15. The method of claim 14, wherein the at least one
wireless stack and the at least one power line stack are both
based on a seven-layer Open Systems Interconnect (OSI)
model, and wherein both the at least one wireless stack and
the at least one power line stack include a plurality of layers.

16. The method of claim 14, comprising selecting one of
the first network and the second network based on the at
least one operating parameter of the sensor network by a
second control module, wherein the data concentrator 1s 1n
communication with one of the first network and the second
network, and the data concentrator includes a second control
module.

17. The method of claim 14, wherein the wireless com-
munication protocol 1s based on an IEEE 802.15.4 protocol.

18. The method of claim 14, comprising connecting the
first network based on the wireless communication protocol
and the second network based on the power line communi-
cation protocol with the control module by an interface.

19. The method of claim 18, wherein the interface 1s an
enhanced serial peripheral interface (SPI) based on an IEEE

802.15.4 protocol.
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