12 United States Patent

Mountain

US010051323B2

US 10,051,323 B2
Aug. 14, 2018

(10) Patent No.:
45) Date of Patent:

(54) NETWORK CONTENT MONITORING

(71) Applicant: DISH Technologies L.L.C.,
Englewood, CO (US)

(72) Inventor: Dale Llewelyn Mountain, Yorkshire

(GB)

(*) Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 117 days.

(21) Appl. No.: 13/673,079
(22) Filed: Nov. 9, 2012

(65) Prior Publication Data
US 2013/0117442 Al May 9, 2013

(30) Foreign Application Priority Data

Nov. 9, 2011  (EP) .o, 11188331

(51) Int. CL
GO6F 15/173
HO4N 21/45

(2006.01)
(2011.01)

(Continued)

(52) U.S. CL
CPC ... HO4N 21/45 (2013.01); HO4L 12/2812
(2013.01); HO4L 12/2834 (2013.01);

(Continued)

(58) Field of Classification Search
CPC ......... HO4L 43/04; HO4L 43/08; HO4L 67/02;
HO4L 51/36; HO4L 51/066; HO4L 51/10;

(Continued)

05
106

04

internet

-------------------------------------

-----------------------------------------------------

----------------------------------------------

(56) References Cited
U.S. PATENT DOCUMENTS

8,619,136 B2* 12/2013 Howarter ............. GO8B 13/196
340/328
12/2002 Davies et al.

(Continued)

2002/0184620 Al

FOREIGN PATENT DOCUMENTS

3/2006
8/2011

EP 1 631 004 A2
WO 2011/095567 Al

OTHER PUBLICATTIONS

Extended European Search Report of corresponding European
Application No. 11188381.5, dated Apr. 11, 2012, 7 pages.

Primary Examiner — Oscar Louie
Assistant Examiner — Da | lTon

(74) Attorney, Agent, or Firm — Kilpatrick Townsend &
Stockton LLP

(57) ABSTRACT

A set-top-box 1s provided for receiving broadcast media
content and processing said content for presentation on a
display. A processor of the STB 1s configured to receive,
from between a router circuit and a modem circuit, data
packets sent over a local network. The data packets are sent
to or from a local internet connected user device via the
router as part of the local network. The processor 1s further
configured to analyze the received data packets to determine
whether they contain undesired content and, 11 so, to control
the display to present an indicator containing at least one
property of the detected undesired content. Because the STB
1s coupled to a display that tends to be the main display 1n
a household, the indicator 1s more likely to be seen and acted
on by a responsible party, thus parents will be more easily
able to monitor the activity of their children when they use
user devices to access the internet over a home network.

20 Claims, 8 Drawing Sheets

107

12




US 10,051,323 B2

Page 2
(51) Int. CL (56) References Clited
HO4N 21/436 (2011.01) U S PATENT DOCUMENTS
HO4N 21/454 (2011.01) o -
HO4N 21/488 (2011.01) 2004/0186989 Al* 9/2004 Clapper .............. GOG6F 21/6281
a 713/151
HO4L 12725 (2006.01) 2005/0102407 Al*  5/2005 Clapper ........... GOG6F 17/30887
HO4AN 21/442 (2011.01) 700/298
HO4L 29/08 (2006.01) 2007/0133505 Al* 6/2007 Kuchenhoff et al. ......... 370/352
2007/0183746 Al* 8/2007 Haeuser ............... HO4N 5/76
HO4L 29/06 (2006.01) el 9614
2007/0192593 Al* 82007 Boisjolie .......... HO04L. 29/12367
(52) U.S. CL. | 713/162
CPC HO4L 63/1416 (2013.01): HO4L 67/327 2007/0240232 Al* 10/2007 Pino .ocvovevevennn., HO4N 7/17336
........ 01); S
(2013.01); HO4N 21/43615 (2013.01); HO4N 2008/0184784 A 1 77008 O Hern
21744227 (2013.01); HO4N 21/44231 2008/0208868 Al* 82008 Hubbard ... GOG6F 17/30867
(2013.01); HO4N 21/454 (2013.01); HO4N 2009/0073987 Al*  3/2000 Li woooooorvennn.nnn. HO4L 29/12462
21/4882 (2013.01) 370/395.31
2009/0133089 Al*  5/2000 Ku et al. wovevvvevovoiinn, 725/131
2010/0071062 Al 3/2010 Choyi et al.
2010/0107085 Al* 4/2010 Chadwick et al. ........... 715/738
(58) Field of Classification Search 2010/0125890 Al* 5/2010 Levineetal. .............. 725/131
CPC HO4L 41/06 HO4L 65/1006 HO4L 12/12 201/0060845 A o 3/2011 JUI]ng .............. HO4L 29/12028
""" ’ " " 709/245
HO4L 12/58; G06Q 10/10; HO4W 4/12;
’ ’ ’ 2011/0277001 Al* 11/2011 Kaluskar ............. HO04L, 12/2818
HO4W 8/26: HO4W 80/045: GOGE R a0
11/3409; GO6F 11/2079; GO6F 15/17343; 2012/0017250 Al* 1/2012 Tirasirikul vovevvi.. HO4N 7/18
GO6F 19/3406; HO4N 21/6582 725/85
USPC ““““““ 709/206 223 224 231 245 725/131 2013/0076989 A1$ 3/2013 Bammett ................ HO4N 5/4403
725/151, 85 348/734

See application file for complete search history.

* cited by examiner



US 10,051,323 B2

Sheet 1 of 8

Aug. 14, 2018

U.S. Patent

Ol

doyde

L N R R N

L B L B B N N B UL NN B N N N N N N N N B N B N B B B N

L

SIUE}

L N N L N R R R R B L N N L N R R N R N

LYN

IO WIRPON

L
L
.
L
L
.
L
L
.
L
L
r
.
L
.
L
L
.
L
L
r
L
L
.
L
L
.
.

L N N L N R R R R B WQN

.J._

o SUIO

L N N N B N N N L NS N N N N B N N N N N N N N B N B N

F F FFFFE ST FE ST FE ST FE S FE S TS TS TS S F TS TS TS F S TS F S TS TS S S TS TS S FE ST FE ST FE S FFE S FFE S FFE S FEFE S FE S FFE S FE S EE S FS

OO




U.S. Patent Aug. 14, 2018 Sheet 2 of 8 US 10,051,323 B2

2014

VWAN /
intemet

2§?:F
S 203
Modem
Sroadcast in s ST/ S Girguitry
.................................. - N o 208
Heoalivar
CirQuitry Router | YWAN /
N crouity [T intemet
: sonnecied

devices

202
1V / displav
FIG, 2
307
308

AN cutput 307

3
iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

33~

Demodulator Demoduiator

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
- Ll

S04 RAM
2
207 05




US 10,051,323 B2

Sheet 3 of 8

Aug. 14, 2018

U.S. Patent

F A A8 FF dFFFfd 3 FF4Fd0 3088804 08898F0d0884F0 8784808085888 880898F087838F8F48F0 757843 3885880885888F0d58338 0804353858 FdFF93838058808059880F0d088F0AF38F0F588808808888888F08q5F588F0888F8d 888984

on.com

o

WY . Van-n

b |
]

-
&L
2
o
-
{J
L
O
L

S

Nebs

3
3

Rl

il

il

Rl




S. Patent Aug. 14, 2018 Sheet 4 of 8 S 10,051,323 B2

Receiver /
cable input

L]
L]
-
-
L]
L]
-
-
L]
L]
-
-
L]
L]

4

h & b d hh o hchohh o hd hh hh o hh hh hh hhhh hh h o h ok 4 b kb kb hch o hh o hh hh hhhh ke d h o hhhh hh kbR b & b & b ohh chh ko h ko h ke h o hh o h ke h o h e e RS
-

w4,

- , e o |
PAYAYS {)Utpi.!t § | | é
’ § Tuner ;

n S . .

L%

Demoduiator

LI L DR R BENE DENE DR DL DR NERE NENE NN B B B B N B N B B DL N DL N B N B B B B B B

b

# r b r kb r ok F &k F ok F ok F ok

LI B B B B B B N NN NN NN

LB B BB BN B DO DO DL DO DR DD DU BN N BN B BB BN N

£ T

. ‘

—_

ok o o ko o ko d A d Ak FF

o ko ok ko kAl
= F & F & F & F &+ F & F FF F F FF FF FF FF ko F ko FkF FFd ok d ok F

o ko ko ko kb d bk d bk d ko bk F kP F bk F ok bk kb kb

— - N
-
-
-
.
-
I
-
N
-
-
-
Y
-
I
-
-
-
-
-
Y
-
I
-
-
-
-
iiihiiii111111i‘iiiii11iiiiiiiiiiiiiii-i-ii-i-i1i-|-||-|-i--i--i--i-il-ii-ih-ii-i-i-i-iii-i-ii-i-ii-i-i-i-i-i-i-i-iii-i-i-i-iii-i-i-i-iii1-i11.1i--i--i--i--i||il-ii-i-iii-i-i-i-iii-i-i-i-iii-i-i-i-i-ii-i-iiiiiiiiiiiiii11111111111111.1.1.1.11* 4
- I
1 - + -
] -
- -
] -
- 4
] -
- I
M a
- -
] -
- -
M a
- 4
] -
- I
M a
- -
] -
ry -
a
4 4
-
I I
N
- -
-
- Fy -
N
4 4
-
I I
N
- -
L2 i .
- -
-
4 4
-
I I
-
- . -
- ] -
-
. 4 ] . 4
I A bk ok ok ok ok ko ok ok chch ok ok ko h ok ok oh ok ko h ok h ok ok ok h ok ok ok ko P T e T e I
- -
- -
4 4
I I
- -
] - -
] 4 4
. .
- _.IF - -
: Wa : :
4 4
? - -
.
- f* k"‘ k -
N - - -
.
4 4
.
v v
N L
- -
"
N N
.
J ’*' J - -
.
v v
.
] - -
"
- -
.
4 4
.
- -
.
Ak ok ok ok ok ko ok h A k4 kA khon koahon hon k bk ok ko b ochok hh okhok ko ko ko hh ke kA - -
- -
4 4
- -
- -
- -
a ko ke bk bk bk ko hokh ko hk o choh ok k hh koo hckh hoh hch hoh ok ok hoh hoh o hoh hoh o hokhd ko d kA ko hoackoknh bk .
-
-
-
4
-

4 ok ok ok oh o hh ok h chh o h o hh hE hd A hd Ry ko ko h oy kb h Rk bk hh ke ok h A h e h o o hh hE hh h o h o h Eh o hhd h A h A h ko ko ko kb h b h R h hEhd hh hh hh hh hh h o h hh ok h h ko hh hh e h bk d ok kA h oy ko h oy ko h b R hhEh o h ko hd hh hh hh ok hd hh hh hh o hh hh hE o h A d o h ko ko h oy ok bk h R hh ke h ko d

F1G. 5



S. Patent

Aug. 14, 2018

LISpiay

LI B B B I N O N
-
-

LEE B ]

o o d

r
ok kS

-
-
-
-
L]

L B B B B BB B} L B B BB B}

iiiiiiiiiiiiiiiiiiiliiil-i-i-i

4 & ko

[

o o d o ko ko

o o o o ko ko F F F FF FFFF ko F

gl

o

L R LR L N

4 4 kb kv h o h Ao

| AV output

L I R L L L

AN decoder

LB B B R B B B N N N B B N O B O N R B N N B O N N N I R O I R R I O O B OB B N BN BN

4
I
N
4
-
-
N
4
I
-
a
I
-
-
TN "I T "I T T "I T T T I "I T W -
A
o -

LI I I EEREEREEREREELENEEELEENRERENEENEENRIENENESEEEEEEENENR,]
-

o Ak kS
.

206

F o ek F

LIE B BE I B BE BE IR BE DR DR I DR DR DR IR DR DR DR I B DR DR RE D DR DR DERE DR DE BE DR DE DE DR JE B B DR I B N B I BN BN B B BN B N L NE NE B BE B N N L B N N B BN B N BN B B B

r o & F d #

i ;-"'"i
.

& ok o d o kol F ko kS

S

o o ko ko F
o o o ko F ko F F F FF FFF

4 h hddhhd A hhhhd b d A h A hddh A

LU N NN I N R I N N N U N N N I N N N B N N N B N N N DL N N N B N B N B N N I N R I N B R N I DR B DL N B B B DO RO B DAL B I DO DK BOE B BOK IOE DOE U B NOE L B IO O DAL B IOE DAL BOE B DAL BOE BOE B B BOE BOE B DL AL IR B BN IR BN )

Sheet 5 of 8

o o d

~mouter

LR B T R B R N R N N N N O I R B N N N N B BN BB

4 b 4

d ok h h ok d o h ko hhrh ok h o h E ko hE o h E ko E R

S 10,051,323 B2

Receiver /
cable input

10V i

Fd

r

L I N I IOC O I IR O IO DAL U IO DO N I BAL L IOE B BOL IOE BN B DO DAL IOE B AL IOE DAL B IO BOE L B NAE AL BOC BN DO DAL RO BN DO B B )

FIG. 6

41k ohd A h o ohd ko h hhh o h E o hh o hE o h Eh d hhE R

e
W ™ I
-
-
L]
.
-
-
L ]
-
-
L ]
.
L]
L ]
-
L]
-
-
L]
.
-
L ]
-
-
L ]
-
-
.
-
-
] L ]
- -
o .
- -
-
L] - L]
- -
L ]
- -
-
L ] L ]
-
- - - -
- - -
-
- - -
-
" L] L] L]
-
- - -
-
- - -
' L ] L ] * L ]
-~ N
- - -
L ]
- - -
.
- - -
-
L] L] L]
-
- - -
L]
- - -
.
I RN R R R L ] . L ]
- -
L ]
-
-
L ]
.
L L]
-
-
L]
-
-
'iii'iIiiiIi'ii'liii1"‘i'liiiiiiiiiiiiii'iiiiiiiiiiiiiiiiiiiliiiliii L]
. - -
L ]
" - -
-
L ] L ]
-
. - -
‘i -
L]
- -
-
L ] L]
-
- -
L]
- -
-
L ] L ]
-
- -
L ]
- -
-
. .
-
L ] L]
-
- -
L]
- -
-
. .
-
- -
L ]
- -
-
L ] L ]
-
. .
-
-
L]
-
-
L]
-
.
L ]
-
-
L ]
-
-
* -
L]
-
-
L]
-
-
L]
-
.
L ]
-
. -
iii1iii1‘*‘*“iiiiiiiiiiiiiiiiiiiiiiiiiiiiiil‘i‘iiliii'|i‘i‘i‘liii'l‘i‘ii‘i‘ii'iiiiiiiii‘iii‘iiiiiiiiiiiiiiiliiiiiii -
L] L ] L ]
-
L] L]
-
L] - -
L]
L] - -
-
L] L ] L]
.
" - -
L ]
L] - -
-
L] L ] L ]
-
" - -
.
L] - -
L]
- -
-
L]
-
-
.
-
-
L ]
= -
-
-
-
' N .
-
L]
-
-
-
-
-
-
-
-
-
-
-
L ]
-
-
-
L]

“

o ko ok ok F F ko F ko FF F FFF ko F

L N NN I N N N N N N U N B N I N B N I N N N B N N N L N N N B N N N B N N N B N B N N N N BN I N N



S. Patent Aug. 14, 2018 Sheet 6 of 8 S 10,051,323 B2

L O0F
intermet nebwork .

-~ y

F A F LA F 4§ a2 Fp AFrf A F Ak pFSFfARFSf ALy EF g EpfaFyapFpal

. -
. % L
-
-
-
. - .
-
L m;
S .
.
-
-
r
-
. :
-
l LB I B B B B I I B B B B B I B B IS B LD B B O B B S O DS B B L B B B B B O B B I %

o=l ok b Lok h ol ch ok Lk okl hoh h Ak kA h okl h L L h L h okl kol h A d Rk h bk rh h L h LA

- -
5 d
- +
0
n
i Py
- -
&
- -
*
L
L3
ol *
b
T T -
5
A “ -
-
- L
-
+ L3
-
- *
-
-
+ -
- K . -
+ *
& ¥ -
-
. LY T T R L R & N K
- -
LY *
& Hd = N 1 -
- LY "
- -+
- L -
4 *
3 3 - L) L]
[ I e I R & N . . -
- &L
- - -
+ I *
- . L] -
’ § : : :
- - +
- - L]
- b "" L
g Ll . L]
b ] . L] 3 *
- - &L
- -
- 3 - L8
- L]
L] L] *
- -
- . - ) b
- 4 hd ok ok ok h ok Lk ok bk ok bk ok ok koA 4k Ak ok bk okt hohohhch ok ok hh ok h R T e N - . *
L] - L] *
-
- - - 3 s
L] =T + L r
L]
L] H - L *
- -l#l n &L
4 o - 4 .
- ': - L - A -+
- - 3 . -
-
- + + . L
+ - 3 . -+
4 ] [ ] 3 *
- + 1 -
- - - : .
+ - 3 - L}
- - L. Lwwem -;.J.-..--.-.--.-..-.-.a-.-.a--.qi-p-.;.J.-...--...--.-..-.-..-'-.-1.-.;1.-'-.--.-.--... =
- - - r
-
- - - *
.
L + b L]
£y
- + X L r
q* .
- - - +
-
= - W7 *
- - - L
L]
- - - L3
’ f L] I|I'|l L]
- - "W e
.
L + L *
L] Ll e *
- - e &L
. 4LEIEY KB & AN 4EN: EEF EEER EEE A L{EWEr _“i AEE LTEN-r {EE: KR ERE AL AEEMNEr BRI I EELEE ‘i‘ .
™
F] - L *
- 4 ™y &L
Y
- - - -
L]
- LY L *
-
N + L
‘1-
- - - r
.
L] LY e *
4 . =
b
- +
-
- . *
N =
.
- ‘ L
- *
[ L
b ] . *
L ‘ r
- L +
L]
T N *
- L
-
- L3
b * *
b
- 1. L
L TR TR e o N e e N N N e T R e e +
L] = L] L] *
- 4 ) &L
e .
L] - - -
1 kY
L] L] L *
- y % ™y &L
h Y
- r - -+
4 .
N b " - L
N 4 L
P - ut
- - - *
- kY
L] . - . *
b
L
+
-
. *
L
-
& L
. -
*
.
. *
€L
& i *
+
. *
P : -
-
L3
* *
Lr
&L
-
EEEE R e I e e e e -+
*
&L
-
*
&L
-+
*
€L
"
*
L
-
*
-
r
*
-
-+
*
*
L
4
*
&L
-+
*
L
L3
*
b
L
*
L
-
*
-

LW oW LW oy mow oW mouW oW E LW W LW LWmWELYmEWELW®ELE WL WL LW MR EMELITmELWPEWELWWELE WMWY MW P WELEWE LW WELEE EWPELWEE N WE LW ELWEE W EE R LW E MWW EYWE W MW P MW P oW oW W R WP LW WEWWEEWEW W Wy W LY M oEY M ELY Mmoo M mW f o moW P moW oy WoW W WoEY MOEY WL YW LW P MW P M®WPmLR W ELEW P LW PELWPLOWR LY R WWE MmWE MWW W R WL LYW

FIG. 7



U.S. Patent Aug. 14, 2018 Sheet 7 of 8 US 10,051,323 B2

o1 Receive dals
packel{s) at
Modem

802~

inspect data

packet(s) and
axtract data

803 Compare data

with predetermined |
criteria :

504

. Loes data ™
. contain undesired
. content?

NO

NO action

Yes
505 send waming
message (o display §

including data
property




U.S. Patent Aug. 14, 2018 Sheet 8 of 8 US 10,051,323 B2

S0 Receive dala

nacket{s) at
modam

802

inspeact dats
packet{s) and
axtract data

S Compare daia

with predetermined |
critena ‘

904

| Loes data ™
- contain undesired
e content? o

NGO .
: NG action

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
-
L]
-
-

Send warming

aclive ,
| messaqe (o dispiay

H03 g display active or in

standby mode’?

ncluding data
property

standby

Send warming |
message 1o remote |
G0F ) HSEr device and/or

store tor dispiay |
when display next
activated

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

F1G. 9



US 10,051,323 B2

1
NETWORK CONTENT MONITORING

TECHNICAL FIELD

The present invention relates to an apparatus and method
for monitoring network content using a media device such as
a set-top-box or television receiver.

BACKGROUND OF THE INVENTION

It 1s becoming increasingly common to have a number of
user devices within a home that are each arranged to access
the internet. For example, a typical home may include one
or more desktop computers, one or more laptops, PDAs,
smartphones and so on. Such devices will usually access the
internet via a home network, particularly by connecting to a
residential gateway.

Residential gateways are home networking devices used
to connect devices to a Wide Area Network (WAN) such as
the internet. The term “residential gateway™ refers to the
connection device between a home network and the WAN
and may comprise one or more of a modem, such as a DSL

(Digital Subscriber Line), ADSL (Asymmetric Digital Sub-

scriber Line) or cable modem, a network switch, a router and
a wireless access point 1f providing wireless access.

A typical arrangement 1s shown 1n FIG. 1. Here, a number
of different devices including a home PC 101, a mobile
phone 102 and a laptop 103 are connected to the internet 104
via a home gateway 105. The home gateway has a modem
106 and a router 107 that routes data packets between the
various connected devices 101, 102, 103 and the modem,
allowing the devices to share a common 1nternet connection.
When a data packet 1s sent by a connected device such as
laptop 103 to a destination address over internet 104 the

router removes the local IP source address from the packet
and stores it in a table, Network Address Translation (NAT)
table 108. The router also replaces the IP source address in
the packet with the external IP address of the router/home
gateway, inserts the destination IP address of the packet into
the NAT table and associates 1t with the local IP address of
the local device. When a response packet 1s received from
the destination device over the internet the router determines
the source IP address found in the header of the incoming,
packet and correlates this with the destination IP address
stored 1n the NAT table. As a result, the router determines the
associated local IP address and forwards the packet to the
appropriate local IP address such that it reaches the appro-
priate local user device such as laptop 103. In this way
multiple local user devices with local IP addresses can share
a common external IP address and communicate over the
internet.

With such a large number of different devices accessing
the mternet within a home via a common connection it 1s
becoming increasingly difficult for parents to monitor and
police the content that their children are consuming from the
internet. Previous attempts to control or monitor accessed
content have relied upon hardware or software firewalls to
restrict content, or monitoring programs to track the web-
sites visited by a user or a user device. Programs or hardware
that restricts internet access oiten rely on a pre-approved list
of website addresses that are safe to visit and may be overly
restrictive. Monitoring programs only allow the parent to
check wvisited websites after the event. These types of
restriction and monitoring methods do not present the moni-
toring party (1.e. the parent or authority) with real time
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2

monitoring ol accessed content at a location that 1s likely to
be viewed until after the access, or attempted access, has
occurred.

There 1s a need for a way of monitoring content being
consumed by network users within a home network prefer-

ably that can be easily accessed by a responsible party and
that will not drain computing resources unnecessarily.

SUMMARY OF THE INVENTION

The invention 1s defined in the independent claims to
which reference 1s now directed. Preferred features are set
out in the dependent claims.

Set-top-boxes are generally understood to contain a dedi-
cated processor for processing received broadcast data con-
taining video and audio information and converting this
information mnto video and audio streams for provision to a
display that may be directly coupled or connected to the
set-top-box output.

Embodiments of the invention may provide a set-top-box
for receiving broadcast media content and processing said
content for presentation on a display. Typically, such set-
top-boxes include a recerver and demodulator as well as
audio/video processors to process the received content into
a format compatible with a display connected to the STB via
an output. In addition, a processor of the STB 1s configured
to receive, from between a router circuit and a modem
circuit, data packets sent over a local network. The data
packets are being sent to or from a local internet connected
user device, such as a laptop, via the router as part of the
local network. The processor 1s further configured to analyse
the received data packets to determine whether they contain
undesired content and, 11 so, to control the display to present
an indicator contaiming at least one property of the detected
undesired content. Because the STB 1s coupled to a display
that tends to be the main display 1n a household, the indicator
1s more likely to be seen and acted on by a responsible party,
thus parents will be more easily able to monitor the activity
of their children when they use user devices to access the
internet over a home network.

The analysis of the data packets 1s preferably achieved by
performing deep packet inspection (DPI). The undesired
content may be a predetermined text string corresponding to
a word or set of words, or a file type, the set top box further
comprising a memory for storing data indicative of the
undesired words or file types. The processor 1s then further
configured to compare data contained within the data pack-
ets, extracted by performing DPI, with the data stored 1n the
memory to determine whether the data packets contain
undesired content, wherein the data extracted from the data
packets preferably includes one or more of a website name
or URL, a word or set of words contained 1n a website, a file
name extension or a file name.

Preferably the processor 1s operable to receive data from
a table containing the destination and source of data packets,
the processor being further configured to determine the
target local user device to/from which the data packet are
being sent/received and to present, in the indicator, data
indicative of the target local user device, the data table
preferably being a NAT table maintained by the router
circuit.

The set-top-box may be further configured to receive
input from a user identifying one or more user devices to be
monitored; store data in a memory indicative of the one or
more 1dentified user devices; and to present an indicator
containing at least one property of the detected undesired
content only when the data stored 1n memory 1dentifies the
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device to/from which the data packet 1s sent as a user device
to be monitored. In this way, the STB can monitor what user
devices are accessing undesired content, and only bother the
viewers of the display with an indicator when a desired user
1s accessing undesired content.

One or both of the router circuit and the modem circuit
may be integral to the set-top-box, and the set-top-box may
preferably be configured to act as a residential gateway.
When at least the router circuit 1s itegral to the set-top-box
the set-top-box preferably further comprises a connection
between the router NAT table and the processor. This allows
the set-top-box to utilise the data table within the router to
determine which packets are destined for which user devices
over the local network.

Preferably the set-top-box 1s configured to receive power
status 1nformation data from the display indicative of
whether the display 1s activated or 1in standby mode, the
set-top-box being configured to determine, based on the
received data from the display, whether the display 1s
activated or 1n standby mode. When the display 1s deter-
mined to be activated the set-top-box may be configured to
send the indicators containing at least one property of the
undesired content to the display for presentation to a user.
When the display 1s determined to be 1n standby mode the
set-top-box may be configured to undertake a second action.
The second action may comprise sending the indicator to a
turther user device, such as a mobile phone or computer, via
a network connection, preferably 1n the form of a Multime-
dia Messaging Service message or an email. The further user
device preferably belongs to, or 1s accessible by, a respon-
sible party or administrator. Alternatively, or in addition, the
second action may comprise storing, in a memory or store,
data representing the at least one property of the detected
undesired content and controlling the display to present the
indicator, containing the at least one property, when the
display 1s next determined to be activated. The set-top-box
may be configured to send a request message to the display
requesting power status mnformation when undesired content
1s found or when an indicator containing at least one
property ol the undesired content 1s to be displayed. Pref-
erably the set-top-box 1s coupled to the display by HDMI, or
an HDMI cable, and the power status imnformation request
and data 1s sent by CEC. The set-top-box may comprise a
dedicated detector circuit to determine whether the display
1s activated or deactivated, or the processor may be config-
ured to carry out this task.

The processor used to perform the functionality described
above may be a separate processor to that used to process the
broadcast media content for display, and 1s preferably a DSP.

The processor may be further configured to filter data
packets containing undesired content such that they do not
reach the destination user device.

As mentioned above, the display to which the set-top-box
1s coupled 1s preferably the main display for the set-top-box.
That 1s, the display 1s a local display that 1s preferably
directly coupled to the set-top-box by a direct link from a
physical port on the STB rather than over the local network.
This 1s preferably by a cable such as an HDMI cable, or an
internal cable or wire when the set-top-box and display are
integral, but could also be by a suitable wireless link such as
Bluetooth.

A corresponding method may be provided of indicating
when a user device on a local network 1s accessing undesired
content, the method comprising: providing a set-top-box for
receiving and processing broadcast media content for pre-
sentation on a display; receiving, at a processor of the
set-top-box, data packets, from between a router circuit and
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a modem circuit, sent over a local network to or from a local
user device via the router circuit; analysing said data packets
using the processor to determine whether they contain
undesired context; and 1f undesired content 1s found, con-
trolling the display to present an indicator containing at least
one property of the detected undesired content. The method
may further include any of the steps for which the set-top-
box above 1s configured to undertake.

A computer program may also be provided which when
operated on a set-top-box, such as the one described above

or below, causes it to carry out the methods described above
or below.

BRIEF DESCRIPTION OF THE FIGURES

Embodiments of the invention will now be described 1n
relation to the figures, in which:

FIG. 1: shows a typical local network arrangement;

FIG. 2: shows a schematic of the elements of an embodi-
ment of the invention:

FIG. 3: shows a known STB;

FIG. 4: shows an example of an indicator or warning
presented on a display;

FIG. 5: shows a STB 1n accordance with an embodiment
of the invention;

FIG. 6: shows a STB 1n accordance with a further
embodiment of the invention;

FIG. 7: shows a STB 1n accordance with a further
embodiment of the invention;

FIG. 8: outlines a method of indicating, using a STB,
when a user device on a local network 1s accessing undesired
content; and

FIG. 9: outlines a method expanding on the method of

FIG. 8.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

(L]
Y

ERRED

FIG. 2 shows a schematic of the elements involved 1n an
embodiment of the mvention. The figure shows the func-
tions, and logical connections, of these elements and not
their physical locations since one or more of the elements
may be combined into a single unit as described herein.

The STB/recerver circuitry 201 functions as a STB of the
sort shown in FIG. 3. The set-top-box 301 comprises a
receiver (not shown) for receiving broadcast signals 1includ-
ing encoded media content, such as video and audio content.
The media content 1s provided to a processor for decoding
and outputting the content. In the example of FIG. 3, a tuner
302 i1s included that tunes to and amplifies a particular
analogue broadcast frequency, although a digital arrange-
ment could be used for receiving digital broadcasts. A
demodulator 303 converts the signal from the tuner into a
digital signal that may be processed by the processor. The
set-top-box may optionally be equipped to receive and
process multiple broadcasts, for example by having more
than one tuner/demodulator package, as shown 1n FIG. 3,
that can each display/record a television channel simultane-
ously with another channel.

The tuner/demodulator of the STB of FIG. 3 1s connected
to a processor chip 304, comprising a CPU 303, by a bus
306. The main processor 304 of the set-top-box runs the
set-top-box software and controls and coordinates the other
set-top-box components. The A/V decoder 307 1s a digital
processor responsible for decoding the audio and video data
and 1s typically provided on the same physical chip as the
CPU. The A/V decoder, which may also be provided as
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separate audio and video units, receives and decodes the
signal provided by the demodulator. The decoded audio/
video signals are provided to the A/V output 308, which
provides an audio and video signal that can be connected to
an output device or display device such as a television 202.
The RAM 309 can also be used by both the processor and
the decoders. The hard disk 310 1s optionally provided for
storing recorded content for presentation at a later time. The
hard disk can also be used to store metadata used, for
example, for Electronic Program Guides (EPGs) or other
types of interactive content. Alternatively a flash memory, or
any other type of memory, could alternatively, or in addition,
be provided for this purpose. STBs of the sort shown 1n FIG.
3 can be used to receive and decode broadcasts sent using
many different methods including over the air, via satellite
or cable.

Although 1n FIG. 2 the STB/receiver circuitry 1s shown
separately to the television/display, 1t 1s possible for the two
to be combined into a single unit by incorporating the
example device of FIG. 3 into the display.

Referring again to FIG. 2, the modem circuitry 203 1s
configured to perform the function of adapting signals from
one transmission system to another, such as by modulating
and demodulating a carrier signal to decode transmitted
information, as 1s known 1n the art. Modems come 1n a
variety of types, including analogue modems that commu-
nicate over telephone lines, digital modems such as ADSL
modems and cable modems. Modems are typically used to
modulate and demodulate data for sending and receiving
over a network such as a WAN and in particular the internet
204.

The router circuitry 2035 performs the function of routing
data packets to/from the modem Irom/to one or more
internet connected devices 206 i the manner described
above and known 1n the art. Router circuitry 205 allows a
plurality of internet connectable user devices such as lap-
tops, PDAs, home computers, mobile phones, games con-
soles, portable media players, internet enabled TVs and
STBs etc, to share a single internet connection through
modem circuitry 203. User devices in this context are
therefore intended to be devices connectable to the internet
or other WAN on which a user can consume content received
therefrom.

During operation data packets are received by modem
circuitry 203 from the internet 204 1n modulated form and
demodulated for further processing. The modem circuitry
passes the demodulated data packets on to STB circuitry 201
which, simultaneously with performing the function of
receiving broadcasts, decoding and outputting them to a
display, performs a monitoring function on the data packets.
The data packets are then passed to router circuitry 205 for
subsequent distribution to internet connected user devices
connected to the home network.

The monitoring process performed on the data packets
may involve a variety of diflerent techniques to determine
the content being downloaded to local user devices. This can
be achieved by looking at the content 1itself or by checking
the origin of the data based on packet properties or data
contained in the packets. Particular examples of monitoring
or mspection methods will be described below.

In certain embodiments, when the STB circuitry detects
data or data packets passing though a monitoring point 1t
may display a property of the data on the display to which
it 1s connected. Preferably this 1s achieved by outputting a
warning or indicator, including the data property, overlaid on
top of any content being displayed by the STB circuitry. This
can be achueved by utilising the picture in picture (PIP) or
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closed caption/subtitle functionality of a STB to display the
indicator. The data property displayed may include the
website address from which the received data originated and
the data property may, preferably, be displayed for a prede-
termined period of time each time the system determines
that a new website 1s accessed. In addition, the data dis-
played on the screen may indicate 11 a particular file type 1s
being streamed or downloaded, with the type of file being
displayed, such as “MP3” or “JPEG”, or the type of data
such as “video file” or “audio file”.

FIG. 4 shows an example of an indicator overlaid over
media content being displayed on a television screen. The
indicator or warning 1s preferably small 1n comparison to the
display, occupying 10% or less of the screen size. Preferably
the indicator contains only a single data property field, such
as the website address, so as to avoid presenting excessive
information. The indicator text may be limited to a prede-
termined number of characters such as fewer than 180, fewer
than 100 or fewer than 50. The indicator appears at a
predetermined location on the screen for a predetermined
period of time such as 10 seconds or less.

The indicator therefore displays certain fields of data to
the viewer, being fields containing data extracted from one
or more packets being accessed by the monitored user
device. These fields may include the website name from
which the data packets are being accessed, or one or more
words found within the metadata or filename of a file being
accessed or downloaded by the user device. The words
displayed in the indicator may be determined from a pre-
stored/predetermined list of watchwords that when detected
in 1coming content cause the indicator to be displayed on
the screen.

Rather than alerting the user watching the display coupled
to the STB every time a website or file type 1s accessed or
downloaded, the data or data packets can be compared
against predetermined criteria. In the event that the data
matches, or in some embodiments does not match, the
predetermined criteria an indicator 1s displayed on the
display. For example, the STB may include, in memory 31
or any other connected memory, a list or database of website
addressed to which access 1s undesired. By performing a
comparison of websites being visited by devices attached to
the router circuitry 205 against the list of stored websites 1t
can be 1dentified each time an undesired website 1s accessed,
and an appropriate indicator can be presented on the screen/
display 202.

As described above, communication networks such as the
internet transmit information between a source and a desti-
nation using streams ol data packets. A packet generally
comprises a header, the payload and a trailer. The header
contains istructions or labels about the data carried by the
packet, which may include the length of the packet, syn-
chronization information, packet number, protocol (e.g.
email, web page, video/audio, etc), destination address and
source address. The packet header will also contain the
source address (the IP address of the originating device), the
source port (the TCP or UDP port number assigned by the
originating computer to the packet) the destination address
(the IP address of the receiving device) and the destination
port. The payload contains the data being delivered by the
packet to the destination. The trailer or footer indicates the
end of the packet and may be used for error checking.

Deep packet mspection (DPI) 1s a form of packet exami-
nation that inspects the data/payload portion of a packet or
series of packets as well as, optionally, the header portion.
Deep packet mspection can be contrasted with shallow or
stateful packet inspection performed by most home network




US 10,051,323 B2

7

firewalls which typically mspect only the header portion of
packets. Referring to the OSI (Open Systems Interconnec-
tion) model stateful packet inspection works within the
packet header layers 2-4, whereas DPI also works in the
payload/application layers 5-7. DPI 1s performed by moni-
toring data packets passing through an 1mspection point and
compares data within the packets with predefined criteria to
identily undesired content.

A typical DPI filter may be used to identily viruses for
example. The DPI filter may assemble a number of related,
fragmented packets into a complete data packet using a
packet normalizer. The normalized data packet can then be
analysed, typically by inspecting the packets for patterns
corresponding to known malicious code. The techmque of
scanning normalised data packets allows DPI to be used to
inspect the overall data content being downloaded or
streamed to a user device. The imspection of normalized
packets may also be known as Deep Content Inspection
(DCI), which may also be used in embodiments of the
present imvention. For the avoidance of doubt the DPI 1s,
herein, used as a term that also includes DCI.

DPI can be used to detect properties of content being
accessed. DPI can determine the protocol under which a
packet 1s being sent such as HI'TP, POP, SMPTE, IMAP,
FTP and other standard protocols by analysing packet prop-
erties. DPI can therefore determine whether a packet or
group ol packets relate to an 1internet web page, an email or
other type of content such as video or audio. DPI can further
determine whether a packet or group of packets relate to a
specific type of file format such as MP3, MPEG2, MPEG4,
JPEG and so forth. DPI can also ignore protocols and
perform raw string matching for text data contained within
packets.

Using DPI it 1s possible to scan incoming packets for
particular web addresses by searching packets text strings
such as the “http”, or “www”” string and comparing the web
address text data, or at least a portion of 1t, to a list of known
web addresses within a database. It 1s also possible to scan
incoming packets for known file types and to compare file
types against a list of predetermined file types within a
database or table. For example, it 1s possible to identily
when packets relate to MP3, MP4, JPEG or any other type
of media content file types by searching within packets for
the file extension such as “.JPG” or “.MP3”. Furthermore, 11
a text string 1s found indicating a particular file type such as
“JPG”, “MP3” or “MP4”, being examples of image, audio
and video files, then DPI can be used to identily the
preceding file name and compare 1t with a prestored list of
undesirable words 1n a database. When an undesired web-
site, undesired {file type, or undesired file type also contain-
ing undesired content 1s discovered, an indicator 1s presented
on the display coupled to the STB contaiming populated data
fields such as the website name, the file type, the file title
and/or keyword that triggered detection of the file or web-
site.

The database containing data indicative of undesired
content may be editable or updatable by a user or a third
party. In particular, the STB can receive updates via the
internet connection, or via broadcast, containing lists of
undesired content, such as undesirable websites, so that
identification of these websites or other content can be
performed. An interface, such as a webpage interface or
computer application, may be provided for a user to mput
data indicative of websites or content that they consider
undesirable. The user inputted data can then be transierred
to the database within the STB via the local network if the
computer or access terminal used to input the data 1is
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connected to the local network. Alternatively the data can be
provided to the STB via another connection such as over the
internet.

Now will be described the internal working of a STB
according to an embodiment of the invention. FIG. 5 shows
a STB 501 containing the same components described 1n
relation to FIG. 3, with like reference numerals being used
for like components. As with the arrangement described 1n
FIG. 3, a basic functionality of the STB 1s to receive, decode
and output broadcast media content to a display for viewing
by a user.

In addition, a digital signal processor (DSP) 511 1s pro-
vided within the STB 501. A connection 312 sends and
receives content to and from a modem. A second connection
513 sends and receives content to and from a router. The
DSP 1s placed at a monitoring point along the data path
between the modem and the router such that all trathic to and
from the local’/home network passes through the monitor
point. The DSP 1s configured to perform monitoring of the
incoming and outgoing data packets, and preferably is
configured to perform DPI. As undesired content 1s 1denti-
fied a user 1s notified by outputting an 1ndicator to a screen
as described above. This alerts the user when undesired
content 1s being accessed over the local network.

The main processor, or a sub-component thereof, could be
configured to perform the monitoring of traflic by providing
connections 512 and 313 thereto and providing appropriate
soltware to implement the necessary comparisons. However,
it 1s preferred to use a separate processor such as a DSP
because the monitoring function, and particularly DPI, typi-
cally requires a large amount of processing power. STBs
may be provided with DSPs for imparting particular addi-
tional functionality such as placeshiiting media content,
which involves reformatting media content for transmission
to, and playback on, other remote display devices over a
local network or over the mternet. The DSP can, according
to embodiments of the invention, be configured for a dii-
terent functionality, such as DPI, by providing appropriate
software.

The embodiment described in relation to FIG. 5 allows all
network traflic to be monitored, regardless of the end user
device to which 1t 1s intended. A further embodiment, shown
in FIG. 6, allows the STB to take into account the intended
recipient device.

FIG. 6 again shows a STB 601 with broadly similar
functionality to the STB described in relation to FIG. 3 and
FIG. 5. Again, like components share the same reference
values. In addition, the STB of FIG. 6 includes a NAT table
614. As described above, the NAT table stores the routing
details for data packets being handled by the router. The
NAT table 1s used to track data packets and re-label data
packet headers so that multiple devices can share a single
internet connection with a single IP address. The NAT table
may be provided in a number of ways. It may be stored on
a dedicated memory, such as a dedicated RAM, or other type
of memory or store, coupled to DSP 511. The NAT table may
alternatively be stored 1n system RAM 309 or conceivably
optional hard disk 310. Alternatively the DSP may be
coupled to the NAT table in the router itself. In any case,
coupled to the DSP 1s a NAT table, or a table that identifies
a data packet’s source and destination.

The NAT table 1s populated using the router based NAT
table. This can be achieved by providing data from the router
NAT table via connection 513. Based on data contained in
the NAT table, the DSP can determine the intended desti-
nation of data packets. This can be used to select which
connected user device’s traflic 1s momitored. For example the
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DSP may be programmed to monitor traffic to/from a first
user device such as a child’s laptop, but not to monaitor tratlic
to/from a second user device such as an adult’s laptop or
desktop. This prevents the user, watching the display
coupled to the STB, from receiving unnecessary indicators
when watching content via the STB. It also provides a way
of limiting the amount of data that needs to be processed.

In order to enforce monitoring of tratlic to certain user
devices and to 1gnore tratlic to other user devices a table can
be provided listing those devices that do, or do not, need to
be monitored. If a device, preferably identified by 1ts local
IP address, appears on the list then the STB will monitor
trailic to/from the device. Of course the alternative arrange-
ment could be used such that devices appearing on the list
are those that are not monitored. The table or list of devices
may be stored in a memory or store on the STB. Preferably
this 1s a memory or store coupled directly to the DSP, but 1t
may be any other memory coupled to the DSP. Preferably
the memory used to store the list or table 1s a secure memory
having password protection or other security to prevent
unauthorised modification. The list or table may be user
editable, using an 1nput device to the STB to select which
user devices are monitored, in which case the responsible
user or authority can set a password to prevent unauthorised
tampering with the list of monitored (or unmonitored)
devices.

One or more of the modem circuitry and the router
circuitry may be provided within the STB. FIG. 7 shows
such an example. Again, like reference numerals indicate
like components. The STB 701 of FIG. 7 includes an
integrated home gateway 715, meaning that the STB 1tself
can function as a home gateway. The internal home gateway
715 comprises a modem circuit 718 for providing modem
functionality, a router circuit 719 for providing router func-
tionality, and a DSP 511 located between the router and
modem circuits arranged to intercept data packets passing,
between them. The home gateway may be provided as
separate components within the STB or as a collection of
components on an integrated circuit. Also provided 1s NAT
table 614, which may be coupled to both router circuit 719,
which populates and maintains the table, and DSP 511 which
utilises the NAT data to determine where data packets are
destined or being received from.

A connection or port 720 1s provided to the wall socket or
whatever physical socket 1s provided for internet access.
This may be a cable socket, in which case the modem
circuitry would be a cable modem and the port 720 may be
the same port used to provide media content data (1.e. a
single cable 1input 1s used and demultiplexed/demodulated to
separate each broadcast program channel and the internet
connection). Alternatively, the internet connection socket
may be a phone line, with the modem circuitry being ADSL
circuitry for example.

In any embodiments described herein the STB has a
component located between, or configured to intercept data
passing between, the modem and the router. Additional
functionality can be applied by configuring the STB to
process the data beyond monitoring or mnspecting for unde-
sired content. For example, the STB or DSP may be con-
figured to discard packets destined for a particular device for
predetermined time periods or at predetermined times of
day. Since the DSP has access to the NAT table it can
determine what packets are destined for what devices and
can extract these packets so they do not reach the router.
Such action could be used only during predetermined times
of day such that particular user devices are not permitted to
access the internet at certain times. This could be achieved
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by only activating the monitoring functionality between
certain predetermined periods as defined by the internal STB
clock or an external clock source such as one provided via
broadcast.

Embodiments have been described that provide a moni-
toring party or authority, such as a parent, with a means of
monitoring, 1n real time, the web activities of users access-
ing the mternet using a device connected to a local or home
network whilst simultaneously viewing content on a display
directly coupled to a STB. Such embodiments may assume
that the display coupled to the STB 1s constantly on, such
that the STB 1s constantly sending/outputting alerts or
indicators whether the display 1s on or ofl. In addition, or
instead, the STB may be configured to store data relating to
any instances 1n which a user accesses undesired content and
to display this when the STB 1s next used to view content.
For example, the screen may not be 1n constant use, 1n which
case the responsible party would not be aware of what 1s
being accessed by a device connected to the home network.
By storing internet access data, or more specifically by
storing the indicators/warnings described above, when the
STB 1s not being used to access or view broadcast content
or other content such as on demand content, i1t 1s still
possible to track what has been accessed by presenting the
warnings or indicators the next time the STB 1s used to
display content on the display.

To support such embodiments the STB may be configured
to detect when the display to which 1t 1s coupled 1s on or off.
If undesirable content 1s accessed when the display 1s not
active the STB may be configured to store the indicator/
warning for later display the next time the STB 1s deter-
mined to be switched on, or alternatively or 1 addition, to
send the indicator/warning message by another route, e.g.
via the mternet connection, such as a Multimedia Messaging
Service (MMS) message to a prescribed user’s phone or an
email to a prescribed user’s email account. A memory may
be provided for storing the email address, phone number or
other contact details of the prescribed user or a user device
associated with the prescribed user.

The STB connection to the display may be configured to
exchange data, allowing information from the display to be
received by the STB. This can include data generated by the
display or television to which the STB i1s coupled, the data
being indicative of whether the display 1s 1n a standby state
or not. For example, where a connection such as HDMI
(High-Definition Multimedia Interface) 1s used between the
STB and the display the consumer electronics control (CEC)
connection can be used 1n accordance with the HDMI
standard. The CEC connection 1s designed to allow CEC
enabled devices to communicate with one another, enabling
functionality such as allowing the command and control of
two or more connected CEC enabled devices using a single
remote control. CEC also allows for individual CEC enabled
devices to command and control each other. Using HDMI-
CEC, the user may, for example, use one remote control to
turn on the TV, DVD, and STB at the same time, and to
adjust the system volume using one button. The CEC
connection 1s provided as a single wire bus system, using pin
13 of the HDMI connector and sharing a common ground
using pin 17.

The CEC communication system allows the transmission
of mformative or status type messages and request type
messages Irom one device to another. An informative type
message provides recipient devices with data such as
standby or power status of the sending device. A request type
message 1s a request from the sending device for information
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from, or that an action be taken by, the recipient device. A
request type message may include a request for standby or
power status.

The header block of a CEC message may contain the
source logical address field, the destination logical address
field, the end of message bit (EOM) and the acknowledge bit
(ACK). The mitiator logical address field 1s used to 1dentily
the 1nitiator of the current frame. The logical address of the
initiator 1s written 1n this field, which consists of bits one to
four of the header block. The destination logical address
field 1s used to identify the destination of the current frame.
The logical address of the destination 1s written 1n this field
which consists of bits five to eight of the header block. A
message with the EOM bit set in the header block can be
used to ‘ping’ other devices, to ascertain if they are powered
on based on an acknowledgement of the message. Such a
message 1s known as a <Polling Message™>. In addition, or
instead, the <Give Device Power Status> message can be
used to determine the current power status of a target device.
The target device responds with a <Report Power Status>
message containing the power status operand giving standby
data to the requesting device. The STB can therefore send
the <Give Device Power Status> to the display or television
which responds with the <Report Power Status> message.
As a result, the STB can determine whether the coupled
display 1s 1n operation or in standby mode. STBs according
to the invention may be configured to only send indicators
to the main, or directly coupled, display when the display 1s
determined as being on. When the display 1s 1n standby
mode, or completely off, the STB may be configured to use
alternate means of sending indicators or warning messages
as described above.

The STB may be configured to send a <Give Device
Power Status> message at regular or periodic intervals so
that the STB continually or periodically monitors the power
status of the attached display device. Alternatively, the STB
may be configured to send a <Give Device Power Status>
message only after the occurrence of an event, such as the
determination that an indicator should be sent. In other
words, when the STB determines, 1n the manner described
above, that undesired content 1s being accessed by a user
device a <Give Device Power Status> message, or <Polling
Message™, or any other type of message used to reveal the
power status of the attached display, 1s sent to the display to
determine 1ts operational power status. Based on the
received operational status data the STB 1s configured to
determine whether an indicator 1s to be sent to the display,
or whether alternative means for sending the indicator, such
as an MMS or email via a network connection, should be
used. If the received power status data indicates that the
display 1s operational then the indicator 1s sent as usual. If
the received power status data indicates that the display 1s
not operational, being in standby mode for example, then the
indicator 1s sent by other means as described above.

Arrangements other than HDMI-CEC can be used, pro-
vided the STB and display can exchange status information
and 1n particular provided the display can send standby/
power status data to the STB. Other connection such as
SCART, which also provides a one wire bus for communi-
cation of status data, could also be used.

Since, 1 some embodiments, 1t 1s possible to i1dentily
which device 1s sending/receiving which data packets the
indicators or warnings may present the user device’s local 1P
number or any corresponding label identifying the device
such as a device name, such that when multiple devices are
being monitored, the responsible party 1s aware which
device 1s accessing what content.
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An outline of the monitoring process undertaken by the
DSP of a STB according to embodiments of the invention 1s
provided 1n FIG. 8. At step 801 data packets are received by
the modem and demodulated in the usual way. The demodu-
lated data packets are then mspected, in any of the manners
described herein, at step 802 with data from one or more data
fields within the data packet header or within the payload
being extracted and compared, at step 803, with one or more
predetermined criteria. Based on the comparison a decision
1s taken at step 804 as to whether undesired content has been
detected, 11, for example a website address matching a stored
website address 1s 1dentified. If no undesired content 1s
detected then no further action 1s taken. If undesired content
1s detected then a warning message or indicator 1s sent to the
display coupled to the STB including at least one data
property such as the website address being accessed, a file
type being downloaded/streamed or the name of a file being
streamed/downloaded.

FIG. 9 expands on the method described 1n relation to
FIG. 8, including the same steps but also including the steps
involved 1n determining whether the display to which the
STB 1s coupled 1s active or 1n standby mode. As described
above, a determination 1s made at step 905 as to whether the
display 1s active or in standby mode. If the display 1is
determined to be active then the method can continue as
usual to step 907 where an indicator 1s output to the display.
If the display 1s determined to be 1n standby mode then the
method may proceed to step 906 wherein the indicator or
warning 1s sent to another user device and/or stored for
presentation the next time the display 1s activated.

The embodiments described above have involved sending
a message or indicator to a display coupled to the STB to
warn a viewer when content 1s accessed over a local network
by an attached user device. The display 1s preferably the
main display used by the STB to output content, being
directly coupled to the STB by a cable or any other suitable
interface means. However, the display may also, or instead,
be any display coupled to the STB, including other displays
used to display content from the STB it often being the case
that a STB will be arranged to output content to more than
one display within a house or residence.

Embodiments of the invention have been described 1n
relation to modems or modem circuits such as DSL, ADSL
or cable modems. Whilst modems such as ADSL are most
common, using telephone lines to transmit broadband 1nter-
net signals, 1t will be appreciated that any type of internet
connection mechanism can be used, allowing any type of
corresponding modem to be used. This may include internet
connections via satellite, which can use satellite broadband
modems, and power line based internet connections over
power lines, which can use power line broadband modems.

The mmvention claimed 1s:

1. A set-top box for recerving broadcast media content and
processing the broadcast media content for presentation on
a display, the set-top box comprising:

a receiver circuit for receiving the broadcast media con-

tent;

an audio/video output connection for connecting to the

display;

a processor configured to:

recelve, from between a network router circuit and a
wide area network modem circuit, internet network
data packets comprising header data and payload
data, sent over a local network, to or from a plurality
of local user devices via the network router circuit,
wherein the set-top box 1s coupled in series between
the network router circuit and the wide area network
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modem circuit to recerve all internet data packets
sent from a wide area network to the local network:
access a network address translation table to determine
from the plurality of local user devices a respective
identity for each local user device associated with
cach internet network data packet received from the
wide area network;
compare the respective identity of each local user
device associated with each internet network data
packet received from the wide area network to a
protected table listing individual local user devices
for which the mternet network data packets are to be
analyzed;
analyze the internet network data packets associated
with an individual local user device listed in the
protected table to determine whether they contain
undesired content, the analyzing comprising ispect-
ing the internet network data packets to 1dentify at
least one of a website name or a uniform resource
locator of a site from which the internet network data
packets are accessed; and
when the undesired content 1s found, receive power
status information from the display indicative of
whether the display 1s activated or 1n standby mode,
and determine, based on the received power status
information from the display, whether the display 1s
activated or in standby mode;
wherein:
when the display 1s determined to be activated, the
processor 1s configured to send an indicator of
the undesired content to the display for presen-
tation; and
when the display 1s determined to be in the
standby mode, the processor 1s configured to
transmit a notification of the undesired content
via a network connection;

a first connection for connecting to the network router

circuit; and

a second connection for connecting to the wide area

network modem circuit.

2. The set-top box according to claim 1, wherein the
processor 1s configured to analyze the internet network data
packets by performing deep packet imspection.

3. The set-top box according to claim 2, wherein:

the undesired content corresponds to a predetermined

word or set of words, or a file type; and

the set-top box further comprises a memory for storing

data indicative of the predetermined word or set of
words, or the file type;

the processor being further configured to:

compare data contained within the internet network
data packets, extracted by performing deep packet
inspection, with the data indicative of the predeter-
mined word or set of words, or the file type stored 1n
the memory to determine whether the internet net-
work data packets contain the undesired content; and

wherein the data contained within the internet network
data packets includes one or more of the website
name or uniform resource locator, a word or set of
words contained 1n a website, a file name extension,
and/or a file name.

4. The set-top box according to claim 1, wherein the
network address translation table contains a destination and
a source of the internet network data packets, the processor
being further configured to determine a destination user

10

15

20

25

30

35

40

45

50

55

60

65

14

device to/from which each internet network data packet 1s
destined and to present, 1n the indicator, data indicative of
the destination user device.

5. The set-top box according to claim 4, wherein the
processor 1s further configured to:

recerve input from a user 1dentifying one or more user

devices to be monitored;

store data 1n a memory indicative of the one or more

identified user devices; and

control the display to present the indicator containing at

least one property of the header data only when the data
stored 1n memory 1dentifies the destination user device
as one of the user devices to be monitored.
6. The set-top box according to claim 1, wherein the
network router circuit 1s integral to the set-top box and the
wide area network modem circuit 1s also integral to the
set-top box, the set-top box acting as a residential gateway,
and wherein the set-top box further comprises a connection
between the network address translation table and the pro-
CESSOT.
7. The set-top box according to claim 1, wherein, when
the display 1s determined to be activated, the indicator sent
to the display contains at least one property of the header
data for presentation to a user.
8. The set-top box according to claim 1, wherein, when
the display 1s determined to be in the standby mode, the
processor 1s configured for sending the indicator to a further
user device via a network connection 1 a form of a
multimedia messaging service message or an email.
9. The set-top box according to claim 1, wherein, the
display 1s determined to be 1n the standby mode, storing 1n
a memory data representing at least one property of the
header data and controlling the display to present the indi-
cator when the display 1s next determined to be activated.
10. The set-top box according to claim 7, wherein the
set-top box 1s configured to send a request message to the
display requesting power status information when undesired
content 1s found or when the indicator 1s to be displayed.
11. The set-top box according to claim 10, wherein the
audio/video output connection 1s coupled to the display by
a high-definition multimedia interface connection and the
request message 1s sent by a consumer electronics control
connection.
12. The set-top box according to claim 1, wherein:
the processor 1s further configured to filter internet net-
work data packets contaiming undesired content such
that filtered mternet network data packets do not reach
a destination local user device; and

the processor 1s a digital signal processor that 1s different
from a separate processor configured to process the
broadcast media content.

13. The set-top box according to claim 1, wherein the
display 1s directly coupled to the audio/video output con-
nection by a high-definition multimedia interface cable.

14. The set-top box of claim 1, wherein the indicator
presented comprises an overlay including a file type being
streamed or downloaded.

15. The set-top box of claim 1, wherein the indicator
presented comprises an overlay including a website address
being accessed.

16. The set-top box of claim 1, wherein the indicator 1s
presented on the display for a predetermined period of time
or 10 seconds or less.

17. The set-top box of claim 1, wherein the indicator
presented comprises an overlay occupying 10% or less of a
screen Ssize.
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18. The set-top box of claim 1, wherein the protected table
includes a predetermined daily portion of time during which
the internet network data packets for at least one imndividual
local user device are to be analyzed.

19. The set-top box of claim 1, wherein the protected table
comprises a password-protected table.

20. A method of indicating when a user device on a local
network 1s accessing undesired content, the method com-
prising:

providing a set-top box for receiving and processing

broadcast media content for presentation on a display,

wherein the set-top box comprises:

a receiver circuit for receiving the broadcast media
content,

an audio/video output connection for connecting to the
display;

a Processor;

a first connection for connecting to a network router
circuit; and

a second connection for connecting to a wide area
network modem circuit;

receiving, at the processor of the set-top box, internet

network data packets comprising header and payload
data, from between the network router circuit and the
wide area network modem circuit, sent over the local
network to or from a plurality of local user devices via
the network router circuit, wherein the processor 1is
coupled 1n series between the network router circuit
and the wide area network modem circuit to receive all
internet data packets sent from a wide area network to
the local network;

accessing a network address translation table to determine

from the plurality of local user devices an identity for
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each local user device associated with each internet
network data packet received from the wide area net-
work:

comparing the respective identity of each local user

device associated with each internet network data
packet received from the wide area network with a
protected table listing individual local user devices for
which the internet network data packets are to be
analyzed;

analyzing the internet network data packets associated

with an individual local user device included in the
protected table using the processor to determine
whether they contain undesired content, the analyzing
comprising inspecting the internet network data pack-
cts to 1dentily at least one of a website name or a
uniform resource locator of a site from which the
internet network data packets are accessed; and

when undesired content 1s found, receiving power status

information from the display indicative of whether the
display 1s activated or in standby mode, and determine,
based on the received power status information from
the display, whether the display 1s activated or in
standby mode;

wherein:

when the display 1s determined to be activated, an
indicator of the undesired content 1s sent to the
display for presentation; and

when the display 1s determined to be in the standby
mode, a notification of the undesired content 1s
transmitted via a network connection.
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