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(57) ABSTRACT

A user’s access to soltware applications installed on a device
1s limited by evaluating the context in which the user
requests access to the application and determiming, based on
the context analysis, whether or not the user 1s to be given
access to the application. When it 1s determined that the user
requesting access 1s not a primary authorized user, the
primary authorized user may be notified of the attempt to
access the application.
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[— 300

Receive a request for access to a first resource LS 302

Permit access to the first resource 1f the user device 1s in j 304
proximity of a trusted device

v

Control access according to a rule specified in a 306
configuration file when the user device 1s not in the
proximity of the trusted device
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Module for receiving a request for access to a first resource

407 nEl of the user device

404 | Module for permitting access to the first resource when the
user device 1s in a proximity of a trusted device !—'

406 Module for controlling access according to a rule specified
in a configuration file

FIG. 4
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{— 500

rovide a menu of multiple applications on a user
p _ pl€ app j 502
interface
receive a request to launch an application 204

Estimate an 1dentity of a user making the request to Ky 506
launch the application

'

determine whether or not the user 1s allowed to launch _5— 508
the requested application

'

control user access to the requested application Ky 570
according to the determination

FIG. 5
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/— 600

Module for providing a menu of multiple applications 602
on a user interface

Module for receiving a request to launch an application 604

Module for estimating an 1dentity of a user making the 606
request to launch the application

Module for determining whether or not the user is - 608
allowed to launch the requested application

Module for controlling user access to the requested 610
application according to the determination

FIG. 6
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provide, at the control device, a control interface to 702
specify an access policy for the user device

. . 704
transter the configuration file to the user device By

FIG. 7
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/— 500

Module for providing, at the control device, a control
. . . . ¢ 502
interface to specify an access policy for the user device

504

Module for transferring the configuration file to the user
device

FIG. 8
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{— 900

receirve a rule specitving application-level access to
pecifying app ¢ 902
untrusted users
receive an application launch request 904

determine trustworthiness of a user requesting the _j— 906
application launch
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allow access to the application when the user is a trusted | ¢~ 908
user

'

selectively control access to the application, based on Ky 9710
the rule, when the user 1s an untrusted user

FIG. 9
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f 1000

access to untrusted users

| . L | ¢ 1004
Module for recetving an application launch request

Module for determining trustworthiness of a user j 1006
requesting the application launch

| Module for receiving a rule specifying application-level | & 10072

Module for allowing access to the application when the | § 1008
user 1s a trusted user

1§ 1010

Module for selectively controlling access to the
application when the user 1s an untrusted user

FIG. 10
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USER IDENTIFICATION BASED ACCESS
CONTROL

BACKGROUND

This document relates to restricting the use of a device to
an authorized user.

Portable communications devices such as tablets and
smartphones have recently gained popularity among users.
Users can 1nstall software applications, sometimes called
mobile applications, which enable user interaction with
content and services such as multimedia programming, bank
websites, games, educational matenal, etc.

SUMMARY

The present document discloses techniques for limiting
access to soltware applications installed on electronic
devices based on 1dentity of the user requesting access to the
software application. The user identity may be established
based on contextual circumstances associated with the
access request. The user 1dentity may be established based
on behavioral circumstances at the time of request to access
the application. The user access may be limited based on
control mputs or settings performed by a primary user such
as an owner of a device.

In one aspect, a method of controlling access to a user
device 1s disclosed. The method 1ncludes receiving, from a
user interface, a request for access to a first resource of the
user device, permitting access to the first resource when the
user device 1s 1n a proximity ol a trusted device, and
controlling access according to a rule specified 1n a con-
figuration file when the user device 1s not in the proximity
of the trusted device.

In another aspect, a disclosed method of controlling
access to a user device, comprises providing a menu of
multiple applications on a user interface, receiving a request
to launch an application, estimating, based on a user behav-
1or, an 1dentity of a user making the request to launch the
application, determining, based on a current access policy
and the estimated user i1dentity, whether or not the user 1s
allowed to launch the requested application and controlling
user access to the requested application according to the
determination.

In yet another aspect, an apparatus for controlling appli-
cation-level access oflered by a user device 1s disclosed. The
apparatus includes a control interface module that displays
a control interface allowing entry of an access policy for the
user device, wherein the access policy specifies rules for a
user device to control application-level access to applica-
tions installed on the user device, a configuration file module
that generates a configuration file from the received access
policy, and a communication module that transfers the
configuration file to the user device.

These, and other, aspects are described below in the
drawings, the description and the claims.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIG. 1 depicts high level architecture of an example
communication network.

FIG. 2 depicts exemplary content access control archi-
tecture.

FI1G. 3 1s a flowchart representation of an example process
ol controlling access to applications on a user device.

FIG. 4 depicts an example apparatus for controlling
access to applications on a user device.
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2

FIG. § 1s a flowchart representation of an example process
of controlling access to applications on a user device.

FIG. 6 depicts an example apparatus for controlling
access to applications on a user device.

FIG. 7 1s a flowchart representation of an example process
of controlling access to applications on a user device.

FIG. 8 depicts an example apparatus for controlling
access to applications on a user device.

FIG. 9 1s a flowchart representation of an example process
of controlling access to applications on a user device.

FIG. 10 depicts an example apparatus for controlling
access to applications on a user device.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

In various situations, 1t may be desirable to restrict access
to various devices or certain software applications installed
on various devices including appliances, mobile devices
such as tablets and smartphones, laptop computers and
others. For example, tablets and similar devices are increas-
ingly used to entertain kids, sometimes as “nanny surro-
gates” or without adult supervision. In order to seek a
healthy balance between time spent using the device and
“offline time”, parents often provide manual access to the
device eitther physically controlling the device (e.g.,
handing out the device at particular moments/under super-
vision/ . . . ) or the access to 1t (e.g., password to get access
to the device).

Access to applications installed on a tablet device may be
global or may be application-specific. For example, some
products 1n market today allow access to all applications
installed on the platform after a user gets past the initial
screen. Individual applications may include their own login
or other authentication techniques. For example, a stock
account application may provide access to the application,
but not to user-specific data that can be seen wvia the
application without presenting additional credential (e.g.,
username and password). However, there 1s no mechanism
to control a subset of all apps on a tablet or a pad device such
that, e.g., access to a weather app may be allowed to all
users, and access to video games may be allowed to a child
in the house only when additional criteria are satistied (e.g.,
the correct times of day or no more than X hours of video
gaming 1s already used in the day, and so on).

The technology disclosed 1n the present document can be
used to solve the above-discussed access problem and
others. In some embodiments, a wide set ol contextual/
behavioral/command 1nputs are taken into account. Based
on a direct or indirect determination of who the user request-
ing an app 1s, a user identity 1s first determined. Next, a
configuration rule 1s used to check i the user should be
provided access to a requested application at the time of the
request. Appliances, such as refrigerators, microwave ovens,
etc. are becoming 1ncreasingly “intelligent” and enable user
interaction. The techniques presented in this document may
be used in restricting or limiting user interaction with
appliances. These, and other, techniques are described 1n the
present document.

FIG. 1 depicts an exemplary system 100 in which a user
device 102 1s able to communicate with a plurality of servers
104 via a network 106 to receive voice, video and data. In
some embodiments, a network 108 may be used for com-
munication between the user device 102 and a trusted device

110.
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The user device 102 may be a handheld or portable device
such as a mobile phone, a tablet computer, a wearable device
(c.g., a wrist watch), a laptop, a television, etc. The user
device 102 may include a user interface in which one or
more applications available for user access may be dis-
played. For example, in some embodiments, the applications
may be displayed to a user and made accessible to the user
via a touch-sensitive screen.

FIG. 2 1s a block diagram representation of an exemplary
system 200 1n which a centralized logic server 228 may be
used to control application-level access for a user device
102. A user (e.g., a parent 202 or a system administrator)
may be able to interact with the server 228 via network 106,
as described 1n this document. A sub-system 226, which may
be a part of the user device 102, may include downloaded
logic 222 that 1s received at the user device 102 from the
centralized logic server 228. The sub-system 226 may
include a logic module 220 that uses the downloaded logic
222 and may further have access to one or more configu-
ration {iles 216. In some embodiments, the logic module 220
may also have access to a failsafe configuration 218 that may
be used as a default, or fallback logic 1 case of a failure of
the config files).

The parent 202 may provide parental commands 214 to
the logic module to control application level access to the
user device 102. The logic module 220 may receive (solic-
ited or un-solicited) contextual mputs and behavioral inputs.
The contextual mputs may include time input 208 and a
short range wireless interface input such as Bluetooth 206,
Wi-F1 or a combination thereof.

The user device control module 224 may control user
access to applications installed on the user device 102 and
avallable to users for execution. In some embodiments, a
launch sensing module may be configured to monitor or
capture the messaging between a user interface (e.g., touch
screen ) and the operating system of the user device 102. For
example, when a user selects an application, e.g., by a finger
touch or by a mouse click, the launch sensing module may
capture that event and notify the user device control module
224 that an application launch has been requested by a user.
Upon receiving the notification, the user device control
module 224 may then initiate one of the access control
techniques described 1n the present document. Similarly, the
system may act with respect to a “sub-application”, e.g., a
set of features of an application that itself may be an
application controlled by the “User Control Device Module™
224,

As previously described, the logic module 220 may use
various inputs in determining the user who has requested the
application launch and whether or not to permit access to the
requested app. Some example mputs used 1 various
embodiments are described below.

Contextual Inputs

In some embodiments, contextual input includes temporal
information such as the time of the day or the day of the
week. In one example, when the time of the day 1s outside
of typical school hours (e.g., after 5 PM), this may weigh 1n
favor of assuming that the user may be a untrusted user. In
another example, a different rule may be used on weekends
(e.g., permitting access to video games) than weekdays.

In some embodiments, the presence of adult members of
the family may be detected. In some embodiments, an adult
user 1s considered to be a trusted user for the operation of a
user device. In some embodiments, the presence detection
may use a proximity sensing techniques such as sensing the
presence ol a family member’s mobile phone via e.g.
Bluetooth or any other proximity evidence (e.g., Wi-F1). In
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some embodiments, presence detection may be performed
using voice recognition/speaker recognition by capturing
volice signals.

In some embodiments, the user device may include a
pairing module. The pairing module may allow a trusted
user (e.g., a parent user) to pair his presence indicator device
(e.g., a mobile phone with Bluetooth interface) to the user
device. In some embodiments, a device sensor module may
sense for other devices in the nearby area with which such
pairing for access control 1s possible. When a user device
102 1s truly mm a mobile situation (e.g., using a tablet
computer 1mn a high school), then there may be too many
phones coming in and going out of the vicinity of the mobile
device. To avoid such false pairing opportunities, the pairing
module may use a first threshold, which 1s compared with
the number of times a pairable device goes 1n and out of the
vicinity of the user device. For example, a phone that 1s 1n
the proximity once every day may be a family member’s
phone and potentially pairable. The pairing module may
then prompt a user whether the user wants to pair this phone
with the user device for access control (i.e., make 1t into a
trusted device).

In some implementations, the device sensor module may
use a second threshold for comparing a duration for which
a pairable device 1s 1n the vicinity of the user device. In some
embodiments, pairable devices that are 1n vicinity for an
extended period of time (e.g., for 8 hours overnight) may be
assumed to be family member’s phones and the pairing
module may prompt the user about whether the user wants
to pair this pairable device with the user device for access
control. Other ways 1n which devices may be made trusted
devices 1s by recerving information about these devices from
another trusted device. For example device 1 may be a
trusted device based on communication over network 1.
However, device 1 may also be aware of another device 2,
which can also become a trusted device. In such a case,
device 1 may 1nitiate trust setup between the user device and
device 2. For example, a set-top box, being aware that a
parent has logged into the set-top box (e.g., supplied parental
access PIN), may communicate with a home gateway over
a wired LAN connection, which in turn may send informa-
tion to a tablet computer about a Wi-F1 enabled phone that
can become a trusted device.

In some embodiments, contextual mnputs may include
additional elements related to the physical/logical state of
the device. In some embodiments, a user device may be
purchased with access control techniques disclosed 1n the
present document pre-installed on the user device. In some
embodiments, a user may be able to install access control
soltware on the user device. During 1nstallation and 1nitial-
1zation, a user may be given the option to “mate” his phone
and other devices that are to be considered trusted and used
for determining his proximity to the user device.

Behavioral Inputs

Various behavioral inputs may be used in making a
determination of who the user currently using the user
device 1s. In some embodiments, some type of video 1den-
tification (image recognition) may be performed using a
camera module to take a picture of the user. In some
embodiments, voice recognition may be used to capture the
user’s voice (e.g., my making the user repeat a word or
phrase displayed on the screen). In some embodiments, a
user’s 1dentity may be established via a specific “per kid”
password. In some embodiments, the adult or trusted user 1s
given opportunity to provide his facial picture or voice
during the training or imtial setup of the access control
functionality.
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In some embodiments, a particular question (or multiple
questions) may be posed to the user on the user interface. In
some embodiments, diflerent questions of increasing difli-
culty may be presented to the user to determine the age of
the kid: e.g. if can do multiplications, knows complex
words, etc. In some embodiments, biometric recognition
(e.g., fingerprint analysis) may be performed.

In some embodiments, a user’s usage pattern may be
tracked with respect to attempts to access a specific appli-
cation. For example, repeated attempts to access certain
restricted content may result 1n stricter rules to be 1imposed,
¢.g., trying to seek one prohibited content once may be a
comncidence and be merely blocked; repeated trials to access
prohibited content may indicate the kid 1s trying to actively
search to avoid controls, then the device enters in a more
restricted mode.

In some embodiments, the time spent doing a certain
operation (e.g., total time spent using the device during the
day) may be monitored and use while implementing access
control rules.

Parental/Trusted User Inputs

In some embodiments, access to a device may be con-
trolled via commands sent to the system, either locally, e.g.,
input of an unlock pin code or remotely, e.g., via SMS
commands, via an internet web portal.

In some embodiments, a parent/trusted user may be able
to give time tokens allowing access to applications to grant
access 1o perform a particular action for a limited amount of
time or for a limited number of times.

The previously described centralized logic server 228
may act as the control device that controls resource access
on the user device. A parent may be able to mteract with the
centralized logic server 228 via a control interface that is
provided over the network 106 and specily an access policy,
including any concessions or tokens, as noted above. The
access policy may be “pushed” by the control device to the
user device on a periodic basis or when changed. Alterna-
tively, the access policy may be “pulled” or requested by a
policy update module operating on the user device to
download new access policy to update the downloaded logic
222. In some embodiments, 1n case of errors (e.g., commu-
nication errors or timeout errors), the failsafe configuration
218 may be implemented 1nstead of a current access policy
as retlected a working configuration file 216.

The logic 222 can be programmed by the user (parents) in
order to define the actual “logic” to be used to elaborate the
inputs. The logic 222 can be centrally stored, e.g., on an
internet server, 1 order to allow centralized configuration
and update and then replicated locally on the device at
regular intervals.

Failure to obtain an up to date configuration from the
server can result in reverting to a fail-safe state (e.g. “lock
all device”), in a manner similar to PA (Positive Addressing)

In some embodiments the logic [L] represents the “for-
mula” to be applied to the mputs [I] 1n order to obtain the
device configuration rules [DCR]. In other words,

If (L.date >= time.current( ) — max_delta )
{DCR=L(I1)}

Else

{ DCR = DCR_failsafe config }

Where L.date 1s the date of the latest update of the Logic,
time.current( ) represents the current timestamp, max_delta
1s the maximum is the max time than can elapse belfore a
Logic 1s considered out to date and a fail-safe configuration
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1s Torced and DCR_failsafe_config 1s a predefined DCR to
be applied when an up to date DCR cannot be retrieved for
whatever reason.

As an example, the Logic 222 can express a rule such as:

If at least one parent i1s 1n the house (sensed via Blu-
ctooth), allow full access to the device

If parents are not at home, allow max 1 h of gaming per
day and only between 10 am and 3 pm).

If an un-trusted user (e.g., a child in the house) tries to
watch 1nappropriate contents more than twice the same day,
completely lock down the device.

In some embodiments, the logic or access policy may be
a global access policy, which may be modified on a user-
device-specific interface by a trusted user. For example, this
interface may allow the trusted user to override the global
access policy. An adult user may, e.g., have two diflerent
user devices—a 10 mch pad and a 7 inch tablet device and
may desire to control his child’s access to both devices using
a same global access policy. However, the adult may want to
enforce a stricter access control policy for the 10 inch pad
because the adult may have a diflerent set of applications
loaded on the pad versus on the tablet device.

FIG. 3 1s a flowchart representation of an exemplary
method 300 of controlling access to a user device. The
access control may be used to selectively provide or deny
access to applications available for launch from the user
interface (e.g., a touchscreen) as disclosed 1n this document.

At 302, the method 300 receives, from a user interface, a
request for access to a first resource of the user device. In
vartous embodiments, the first resource may be a data or
multimedia file stored on the user device, an application
installed on the user device and executable from the user
device, and so on.

At 304, the method 300 permits access to the first resource
when the user device 1s 1n proximity of a trusted device. The
determination of proximity may be based on signal strength.
In some embodiments, the determination of proximity may
be based on a communication 1 which global positioning
system (GPS) coordinates are received from a nearby device
and compared with the user device’s own GPS location.

At 306, the method 300 controls access according to a rule
speciflied 1n a configuration file when the user device 1s not
in the proximity of the trusted device.

In some embodiments, a wireless interface (e.g., Blu-
ctooth or Wi-F1) presence of another device may be used and
when presence of a device 1s detected, then a check 1s made
regarding whether the detected device can become a trusted
device, e.g., whether the detected device 1s owned by
another adult member of the family, 1n which case the other
device 1s allowed to control access.

FIG. 4 15 a block diagram representation of an exemplary
apparatus 400 for controlling access to applications installed
on a user device. The module 402 is for recerving, from a
user mterface, a request for access to a first resource of the
user device. The module 404 1s for permitting access to the
first resource when the user device i1s 1n proximity of a
trusted device. The module 406 1s for controlling access
according to a rule specified 1n a configuration file when the
user device 1s not 1n the proximity of the trusted device. The
apparatus 400 and modules 402, 404, 406 may further be
configured to implement some of the techniques disclosed 1n
the present document.

In some embodiments, an apparatus for controlling access
to resources ol a user device includes a launch sensing
module that monitors whether an access to a resource of the
user device 1s received at a user interface, and when the
access 1s requested, then generates an access notification, a
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user device control module that receives the access notifi-
cation and permits access to the resource only when a trusted
device 1s 1n a proximity of the user device and a proximity
sensing module that determines presence of a trusted device
in the proximity of the user device. As previously disclosed,
in some embodiments, the resource includes a software
application executable on the user device and wherein the
user device control module controls access to the resource
based on a time at which the access notification 1s recerved.
The access notification may be sent to the trusted (parent)
user at an email address or phone number or using some
other electronic communication medium. In some embodi-
ments, a log may be maintained and made available to the
trusted user to monitor usage ol a user device.

FIG. 5 1s a flowchart representation of an exemplary
method 500 of controlling application-level access offered
by a user device.

At 502, the method 500 provides a menu of multiple
applications on a user interface. A visual indication may be
provided next to the 1con for each application about whether
the application 1s freely available or 1s subject to access
control rules described in the present document. In some
embodiment, the menu may be a command prompt. The user
may be able to directly mvoke an application without a
graphical or an explicit menu listing of available applica-
tions.

At 504, the method 500 receives a request to launch an
application.

At 506, the method 500 estimates, based on a user
behavior, an 1dentity of a user making the request to launch
the application. The estimation may be performed using one
or more of techmques for determining user identity based on
user behavior, as described 1n the present document. For
example, 1n some embodiments, one or more questions may
be posed on the user interface. At least one response 1s
received from a user at the user interface. The user’s age 1s
determined from the received response. Criteria such as
maturity level, complexity of a mathematical problem, the
time taken to respond and the type of question responded to
may be used 1n determining who possible user may be. For
example, 1n one embodiment, 11 a user answers sports related
questions, then this may weigh in favor of deciding that the
user 1s the family son. In some embodiments, as previously
disclosed, biometric measurements may be performed to
estimate the user’s 1dentity.

At 508, the method 500 determines, based on a current
access policy and the estimated user 1dentity, whether or not
the user 1s allowed to launch the requested application. The
current access policy might be enforced via a configuration
file received from a control server. In some embodiments,
the configuration file includes time duration or an expiration
time, at the end of which, the configuration file 1s replaced
with a new configuration file. In some embodiments, a
control interface may be presented to a user upon the user’s
request to allow the user to make changes to the configu-
ration file.

At 510, the method 500 controls user access to the
requested application according to the determination. For
example, when 1t 1s determined that the user 1s a child, 1n
response to his touching an application icon (or mouse
clicking or another way to invoke the application), instead of
executing the app and presenting the mnitial screen of the
app, a diflerent application might “step 1n” and present a
dialog to the user that he/she 1s not allowed to access the
application. In some embodiments, the user may also be
given a reason for the demial. For example, “allotted time
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quota 1s over’ or “no adult present” or *“access denied
according to policy” and so on.

FIG. 6 15 a block diagram representation of an exemplary
apparatus 600 for controlling access to applications. The
module 602 11 for providing a menu of multiple applications
on a user interface. The menu may be 1n the form of a
command prompt from which the user can directly invoke
an application for execution. The module 604 1s for receiv-
ing a request to launch an application. The module 606 1s for
estimating, based on a user behavior, an 1dentity of a user
making the request to launch the application. The module
608 1s for determining, based on a current access policy and
the estimated user identity, whether or not the user 1s
allowed to launch the requested application. The module 610
1s for controlling user access to the requested application
according to the determination.

FIG. 7 1s a flowchart description of an exemplary method
700 of controlling application-level access offered by a user
device, by operating a control device communicatively
coupled to the user device over a communication network.

At 702, the method 700 provides, at the control device, a
control 1nterface to specily an access policy for the user
device. In some embodiments, the access policy specifies,
for an application on the user device, a rule that specifies
conditions for allowing access to the application, denying
access to the application and allow access with a notification
to the application.

At 704, the method 700 transfers the configuration file to
the user device for the user device to control application-
level access to applications installed on the user device.

FIG. 8 15 a block diagram representation of an exemplary
apparatus 800 for controlling application-level access
oflered by a user device. The module 802 (e.g., a control
interface module) 1s for providing, at the control device, a
control 1nterface to specily an access policy for the user
device. The module 804 (e.g., a communication module) 1s
for transierring the configuration file to the user device for
the user device to control application-level access to appli-
cations 1nstalled on the user device. The access policy
specifles, for an application on the user device, a rule that
speciflies conditions for allowing access to the application,
denying access to the application and allowing access with
a notification to the application.

In some embodiments, an apparatus for controlling appli-
cation-level access offered by a user device includes a
control interface module that displays a control interface
allowing entry of an access policy for the user device. The
control interface module may, e.g., display the control
interface on a display (e.g., touch screen) associated with the
user device. This arrangement may allow a user to directly
interact with the user device via touch screen to enter the
access policy for the user device. The access policy specifies
rules for a user device to control application-level access to
applications installed on the user device. The apparatus
includes a configuration file module that generates a con-
figuration file from the received access policy. The apparatus
includes a communication module that transfers the con-
figuration {file to the user device.

FIG. 9 1s a flowchart representation of an exemplary
method 900 of controlling application-level access at a user
device.

A1 902, the method 900 receives, at the user device, a rule
specilying application-level access to untrusted users. For
example, 1n some embodiments, the rule may identily a
group of applications for which the rule 1s applicable. When
applications are installed, or after installation, each applica-
tion may be associated with one or more groups (e.g., video
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game, educational, application for which total play time 1s to
be controlled, and so on). A rule may state that the rule 1s
application to “video games.” By doing so, the rule may be
used to control launch of applications that are included in the
video games group, but not for applications that are not
included in this group.

At 904, the method 900 receives an application launch
request.

At 906, the method 900 determines trustworthiness of a
user requesting the application launch.

At 908, the method 900 allows access to the application
when the user 1s a trusted user. A trusted user may be, e.g.,
the user who has registered to be the user of the user device
(e.g., during activation of the device) or may be any adult
user.

At 910, the method 900 selectively controls access to the
application, based on the rule, when the user 1s an untrusted
user. In some embodiments, a user whose 1dentity does not
match may be considered to be an untrusted user. In some
embodiments, a user whose 1dentity cannot be determined
by sufliciently high level of confidence may be considered
an untrusted user.

FIG. 10 1s a block diagram representation of an exemplary
apparatus 1000 for controlling application-level access at a
user device. The module 1002 1s for receiving, at the user
device, a rule specilying application-level access to
untrusted users. The module 1004 1s for receiving an appli-
cation launch request. The module 1006 1s for determining
whether or not a user requesting the application launch 1s a
trusted user. The module 1008 1s for allowing access to the
application when the user is a trusted user. The module 1010
1s Tor selectively controlling access to the application, based
on the rule, when the user 1s an untrusted user.

It will be appreciated that techmques have been provided
for controlling access to resources on a user device. In some
embodiments, the disclosed techniques can be used by a
parent or a trusted user ol a user device to limit access by
another user (e.g., a child) to the applications available for
execution on the user device.

It will further be appreciated that techniques have been
provided for automatically, or through user interaction,
determining a user’s 1dentity.

It will further be appreciated that the disclosed techniques
can be used to control access to a user device by enforcing
a set of rules from a web-based control server. For example,
a parent at work can monitor or control his son’s or
daughter’s access to the tablet device left at home by
interfacing with a web based server, which then 1n turn
enforces an access policy on the tablet device.

The disclosed and other embodiments, the functional
operations and modules described in this document (e.g.,
launch sensing module, a user device control module, a
proximity sensing module, a control interface module, a
configuration file module, a communication module, a logic
module etc.) can be implemented 1n digital electronic cir-
cuitry, or 1 computer software, firmware, or hardware,
including the structures disclosed 1n this document and their
structural equivalents, or in combinations of one or more of
them. The disclosed and other embodiments can be 1mple-
mented as one or more computer program products, 1.€., one
or more modules of computer program instructions encoded
on a computer readable medium for execution by, or to
control the operation of, data processing apparatus. The
computer readable medium can be a machine-readable stor-
age device, a machine-readable storage substrate, a memory
device, a composition of matter eflecting a machine-read-
able propagated signal, or a combination of one or more
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them. The term “data processing apparatus” encompasses all
apparatus, devices, and machines for processing data,
including by way of example a programmable processor, a
computer, or multiple processors or computers. The appa-
ratus can include, 1n addition to hardware, code that creates
an execution environment for the computer program in
question, e.g., code that constitutes processor firmware, a
protocol stack, a database management system, an operating
system, or a combination of one or more of them. A
propagated signal 1s an artificially generated signal, e.g., a
machine-generated electrical, optical, or electromagnetic
signal, that 1s generated to encode information for transmis-
sion to suitable receiver apparatus.

A computer program (also known as a program, software,
soltware application, script, or code) can be written 1n any
form of programming language, including compiled or
interpreted languages, and 1t can be deployed in any form,
including as a standalone program or as a module, compo-
nent, subroutine, or other unit suitable for use in a computing
environment. A computer program does not necessarily
correspond to a file 1n a file system. A program can be stored
in a portion of a file that holds other programs or data (e.g.,
one or more scripts stored 1n a markup language document),
in a single file dedicated to the program in question, or 1n
multiple coordinated files (e.g., files that store one or more
modules, sub programs, or portions of code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or dis-
tributed across multiple sites and interconnected by a com-
munication network.

The processes and logic flows described in this document
can be performed by one or more programmable processors
executing one or more computer programs to perform func-
tions by operating on 1mput data and generating output. The
processes and logic flows can also be performed by, and
apparatus can also be implemented as, special purpose logic
circuitry, e.g., an FPGA (field programmable gate array) or
an ASIC (application specific itegrated circuit).

Processors suitable for the execution of a computer pro-
gram include, by way of example, both general and special
purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will
receive istructions and data from a read only memory or a
random access memory or both. The essential elements of a
computer are a processor for performing instructions and
one or more memory devices for storing instructions and
data. Generally, a computer will also include, or be opera-
tively coupled to receirve data from or transfer data to, or
both, one or more mass storage devices for storing data, e.g.,
magnetic, magneto optical disks, or optical disks. However,
a computer need not have such devices. Computer readable
media suitable for storing computer program instructions
and data include all forms of non volatile memory, media
and memory devices, including by way of example semi-
conductor memory devices, e.g., EPROM, EEPROM, and
flash memory devices; magnetic disks, e.g., internal hard
disks or removable disks; magneto optical disks; and CD
ROM and DVD-ROM disks. The processor and the memory
can be supplemented by, or incorporated in, special purpose
logic circuitry.

While this document contains many specifics, these
should not be construed as limitations on the scope of an
invention that 1s claimed or of what may be claimed, but
rather as descriptions ol features specific to particular
embodiments. Certain features that are described in this
document 1n the context of separate embodiments can also
be implemented 1n combination in a single embodiment.
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Conversely, various features that are described 1n the context
of a single embodiment can also be implemented 1n multiple
embodiments separately or in any suitable sub-combination.
Moreover, although features may be described above as
acting 1n certain combinations and even 1nitially claimed as
such, one or more features from a claimed combination can
in some cases be excised from the combination, and the
claimed combination may be directed to a sub-combination
or a variation of a sub-combination. Similarly, while opera-
tions are depicted in the drawings 1n a particular order, this
should not be understood as requiring that such operations
be performed 1n the particular order shown or 1n sequential
order, or that all illustrated operations be performed, to
achieve desirable results.

Only a few examples and implementations are disclosed.
Variations, modifications, and enhancements to the
described examples and implementations and other 1mple-
mentations can be made based on what 1s disclosed.

What 1s claimed 1s:

1. A method of controlling application-level access
offered by a user device, by operating a control device
communicatively coupled to the user device over a commu-
nication network; comprising:

providing, at the control device, a control interface to

specily an access policy for the user device, the access
policy specilying, for an application on the user device,
a rule that specifies conditions for allowing access to
the application, denying access to the application and
allowing access with a notification to the application,
the conditions being dependent upon an identity of a
user, the control 1nterface allowing speciiying a global
access policy that 1s applicable to all applications
installed on the user device as the access policy;
transferring the access policy to the user device;
determining, by the user device, the identity of the user
by:
detecting a trusted device 1n a proximity of the control
device,
estimating the identity based on a user behavior
recetrved from the user 1n response to a query to the
user configured to test an attribute of the user, or
a combination thereof; and
controlling, by the user device, application-level access to
applications installed on the user device 1n accordance
with the access policy and determined identity of the
user.

2. The method of claim 1, wherein the rule for access with
the notification includes an identity of a trusted user to
whom to send the notification.

3. The method of claim 2, wherein the notification com-
prises notifying a parent user.

4. The method of claim 1, wherein the estimating the
identity of the user includes:

posing one or more question on the user intertace;

receiving at least one response to the posed one or more

questions; and
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estimating a user’s age based on the received at least one
response.
5. The method of claim 1, wherein the estimating the
identity of the user includes:
performing a biometric measurement.
6. The method of claim 1, wherein the estimating the
identity of the user includes:
receiving a contextual input; and
estimating a user’s age based on the received contextual
input.
7. The method of claim 1, wherein the providing the
control interface to specily the access policy includes:
providing a user-device-specific interface that enables
overriding the global access policy for a specific user
device.
8. A system for controlling application-level access
offered by a user device; comprising;:
an apparatus comprising at least one apparatus processor
and at least one apparatus non-transitory memory con-
taining instructions that, when executed by the at least
one apparatus processor, cause the at least one appa-
ratus processor to perform processing comprising:
displaying a control interface allowing entry of an
access policy for the user device, the access policy
specilying, for an application on the user device, a
rule that specifies conditions for allowing access to
the application, denying access to the application and
allowing access with a notification to the application,
the conditions being dependent upon an i1dentity of a
user, the control interface allowing speciiying a
global access policy that 1s applicable to all appli-
cations 1installed on the user device as the access
policy;
generating a configuration file from the access policy;
and
transierring the configuration file to the user device;
and
the user device comprising at least one user device
processor and at least one user device non-transitory
memory containing instructions that, when executed by
the at least one user device processor, cause the at least
one user device processor to perform processing com-
prising;:
determining the identity of the user by:
detecting a trusted device i a proximity of the
control device,
estimating the identity based on a user behavior
received from the user 1n response to a query to the
user configured to test an attribute of the user, or
a combination thereof, and
controlling application-level access to applications
installed on the user device 1n accordance with the
access policy and determined 1dentity of the user.
9. The system of claim 8, wherein the configuration file
module includes 1n the configuration file a time during
which the configuration file 1s to remain effective.
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