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Recelve an initialization parameter and a
prime number, wherein the prime number is 302
selected from a constrained modified set of
prime numbers

(Generate a sequence based at least In part on
the initialization parameter and the prime
number

304

FIG. 3
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402
Receive an initialization parameter
Obtain a first sequence associated with a first 404
prime number and the initialization parameter
Obtain a second sequence associated with a 406
second prime number and the Initialization
parameter
Generate a data stream including by merging 408

the first sequence and the second sequence

FIG. 4
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502
Recelve a data stream

Determine a first prime number based at least
In part on a difference between a first pair of
non-consecutive values from the data stream

504

Determine a second prime number based at
. . 5006
least in part on a difference between a second
pair of non-consecutive values from the data
stream

Use the first prime number and the second 003
prime number to verify the data stream

FIG. 5
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Sample Primes that are a Member of the Set PrimeM

Decimal

16,975,109
10,975,117
16,975,139
16,975,157
16,975,183
16,975,207
16,975,213
16,975,223
16,975,253
16,975,261
16,975,307
16,975,331
16,975,337
16,975,349
16,975,363
16,975,369
16,975,393

50,661,131
50,661,133
50,061,167
50,661,187
50,661,211
50,661,217
50,061,227
50,661,229
50,661,263
50,661,283
50,061,301
50,061,307
50,661,323
50,061,329
50,661,349
50,661,371
50,661,379

03 05 05
03 050D
03 05 23
03 05 35
03 05 4F
03 05 67
03 056D
030577
03 0595
03 05 9D
0305 CB
03 05 ES
03 05 E9
0305 FS
030603
03 06 09
03 06 21

030507 0B
03 05 07 0D
03 05 07 2F
03 05 07 43

03 0507 5B
03 05 07 61

03 05 07 6B
03 05 07 6D
03 05 07 8F
03 05 07 A3
03 05 07 BS
030507 BB
030507 CB
03 05 07 D1
030507 ES
030507 FB
03 0508 03

Hexadecimal Category Reason For Categorization

Bad
Good
Bad
Good
Good
Good
Good
Bad
Good
Clelslo
Bad
(Good
(Good
Bad
Bad
Bad
Bad

All bytes are primes but 05 is repeated
All bytes are primes with no repeats
23 hex (35 decimal) is not a prime

All bytes are primes with no repeats
All bytes are primes with no repeats
All bytes are primes with no repeats
All bytes are primes with no repeats
77 hex (119 decimal) is not a prime

All bytes are primes with no repeats
All bytes are primes with no repeats
CB hex (203 decimal) is not a prime
All bytes are primes with no repeats
All bytes are primes with no repeats
F5 hex (245 decimal) is not a prime
All bytes are primes but 03 is repeated
09 hex (9 decimal) is not a prime
06 and 21 hex (6 and 33 decimal) are not primes

ood
Good
Good
Good
Bad
Good
(Good
Good
Bad
(5000
Good
Bad

All bytes are primes with no repeats
All bytes are primes with no repeats
All bytes are primes with no repeats
All bytes are primes with no repeats
5B hex (91 decimal) is not a prime
All bytes are primes with no repeats
All bytes are primes with no repeats
All bytes are primes with no repeats
8F hex (143 gdecimal) is not a prime
All bytes are primes with no repeats
All bytes are primes with no repeats
BB hex (187 decimal) is not a prime
Bad (B hex (203 decimal) is not a prime
Bad D1 hex (209 decimal) is not a prime
Good All bytes are primes with no repeats
Good All bytes are primes with no repeats
Bad 08 is not a prime and 03 is repeated

FIG. 6
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704
NO

Yes

706
ach componen

NO _____________ _ value prime?

Yes

MG duplicate 708 Yes
component

value 7

NoO

710
Yes

Include the number in a set of constrained
prime numbers

712

ore numbers In
constrained set?

o

End

FIG. 7
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800\

302
Recelve an Initialization parameter

Determine a constrained prime number,

wherein the constrained prime number
comprises a plurality of component values, 304
wherein each of the plurality of component
values comprises a prime number, wherein

each of the plurality of component values is
different

Generate a non-compressible sequence 806
based at least in part on the initialization
parameter and the constrained prime number

FIG. 8
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1,032 Bytes of Sample Sequence Data Generated Using an Unconstrained primeM
seed=0E0000OE, primeM=01000201, Data is compressible

OF00020F
15000E15
1BOO1A1B
21002621
27003227
2DOO3E2D
33004A33
39005639
3F00623F
45086E45
4B0Y7A4B
516988651
5706925/
5DBY9ESD
6300AA63
6900B669
6F00(26F
/508CE75
/BOODAYB
8100E681
8/00F287
S8DOGFES8D
93010A93
99011699
OF01229F
ASO12EAS
ABO13AAB
B18146B1
B/0152B7
BDO15ERBD
C3016AC3
C90176(9
CFO182CF
D5018ED5
DBQ19ADB
E101A6E]
E701B2E7
EDO1BEED
F301CAF3
FOO1D6FO
FFOLEZFF
0501EFQ5
OBO1FBOB

100060410
16001016
1C801C1C
22002822
28993428
2E00402EF
34004(34
3AB0O583A
40006440
4660/046
4C807C4C
52008852
58009458
5EQQAOSE
6400A(64
6A00BBO6A
7000(4/6
7660D076
7CO0DCT7C
8200E882
8800F488
SEG1008E
94010(94
9AQ1189A
AQB124A0
AGB130A6
ACO13CAC
B20148B2
B80154B8&
BEO160BE
C4016C(C4
CAO178CA
D00184D0O
D681900D6
DCO19CDC
E201A3E2
E8Y1B4ES
FEQ1(OEE
FA01CCF4
FAOLDEFA
BOO1ES0O
0601F106
oCal1FDOC

11000611
176001217
1D001E1D
23002A23
29003629
2F00422F
35004E35
3BOO5SA3B
41006641
47007247
4Do87E4D
53008A53
59089659
S5FO0A25F
6500AE6S
6BOOBAGE
/108671
/708D277
/DOBDE/D
8300EA83
8900F689
SF01028F
95010E95
9B011A9B
A10126A1
A70132A7
ADO13EAD
B3014AB3
B90156B9
BFO162BF
(5016E(CS
CBO1/ACB
D19186D1
D706192D7/
DDO19EDD
E301AAES
E9O1B6ES
EFQ1C2EF
F501CEF5
FBO1DAFB
0101E/01
0/701F307
ODO1FFOD

. the sequence continues”,

12000812
18001418
1EB0201L
24002C24
2A00382A
30004430
36005036
3C005C3C
42006842
4800/448
4EGOB0O4E
54008(C54
SABO985A
6000A460
6600B0U66
6C80BC6C
72000872
/8060D478
/EQOEQ/E
8400E(C84
BAOOFE88A
90010490
96011096
9C011C9C
A20128A2
A8O134A8
AEO140AE
B4014(CB4
BAO158BA
0816400
C6ev1/0C6
CCa17CCC
D20188D2
P88194D8
DEG1AQDE
E401ACES
EAQLIBSEA
FOO1C4F0
F6O1DOF6
FCOLDCFC
B201E902
0801F508
BEG2010E

FIG. 9A

13000A13
196001619
1FO8221F
25002E25
2BOO3A2B
31004631
370095237
3DOO5E3D
43006A43
49007649
4F00824F
55008E55
5BOUSASE
6108A661
6/00B26/
6DOYBEGD
/300CA73
/9008D679
7FOBE2/F
8500EE85S
S8BOOFASE
91010691
97011297
9DO11E9D
A3012AA3
A90136A9
AFO142AF
B5014EB5S
BBO15ABB
C10166(1
C/0172C/
CDO17ECD
D3918AD3
DS0196D9
DFO1A2DF
ESO1AEES
EBO1BAEB
F101(6F1
F701D2F7
FDO1DEFD
0301EBO3
0901F/09
OF02030F

14000(C14
1A00181A
20002420
26003026
2C003C2C
32004832
38805438
3E00603E
44006(C44
47007 84A
50608450
56809056
5Ca09C5C
6200A862
5300B468
6EQOCO6E
7400CC/4
/ABODE7A
80004860
8600OFO86
S8CO0FCEC
92010892
98011498
9E01209E
Ad812CA4
AAO138AA
B00144B0
B60150B6
BCO15CBC
C20168(C2
(801/4C8
CEO180CE
D4018CD4
DAG198DA
EOO1A4EQ
E601BOED
ECO1BCEC
F201C8F2
FE8O1D4F8
FEQLEOFE
8401EDB4
OAO1F90A
108026510
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Frequency Analysis Table for All Byte Values Iin the Sample Sequence

-

1 2 3 4 5 o 7 8 9 A B C D E

WA AR MRS BN BN BT M M MR LN AR AN A R R BRG] RN M RALA R RS AR A T AN AN B BN MRS AR RS REEE RARA  BARY AR GRS RAAN GARS MRS GRS BN, MR M NN NN N NN GMAN S WA

T AN AN AN NN AN AN AN ANAN NN MM
SEES S S S AR R A B - - - W
SN NN NN NN AN NN SN
Sl S S R R S B S I o W
NN AN AN GGENAN AN ANAN NN AN MM
TSI TFTITSITSITTT NN
AN AN AN AN NS AN AN ANANANANOSNNON MMM
SIS S S R R S I S S - i W
NNANNNNNNNNNNNNMM
SIS S SR SRR R S B i W)
M AN AN AN AN AN AN AN NS ON MM
SEES S S S B A
M AN AN AN AN AN AN AN AN NN AN M
SNSRI AR A A A B
ﬂzzzzzzzzzzzzzzg
L

U ITITIITTTTTIT TN
i

FIG. 9B
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1,032 Bytes of Ssample Sequence Data Generated Using a Constrained primeM
seed=0E00000E, primeM=0103050D, Data is not compressibie

OF030651B
15152369
1B2741B7
213960605
274B7ES53
2D5D9CAL
336FBAEF
3981D93D
3F93F /8B
45A615D9
4BB83427
51CA5275
5/7DC/76C3
S5DEESF11
6400AD5
6A12CBAD
7024E9FB
/6376849
7C492697
825B44EL
886D6333
SL/F8181
94919FCF
SAAZBELD
ABB5DCeB
A6C/FAB®
ACDA196/
B2EC3/55
BSFES5A3
BF10/73F1
C522923F
CB34Bo8D
D146CEDB
D/758ED29
DD6BBB /7
E3/7D29C5
E98F4813
EFA16661
F5B384AF
FBCSAZ2FD
01D/C14B
6/E9DF99
ODFBFDE/

10060A28
16182876
1C2A46C4
223C6512
284E8360
ZEG6OALAE
3472BFFC
3A84DE4A
4096F(C938
46A91AED
4CBB3934
52CD5782
58DF /75D0
5EF1941E
65038B26C
6B15DGBA
/127EHG8
/73ABLS6
/D4C2BA4
835E49F2
89706846
SF82868L
9594A4DC
9BAGLU32A
A1B8E1/8
A7CAFFC6
ADDD1E14
B3EF3(C62
BAO15ABO
CO13/8FE
C625974C
CC37B5SA
D249D3ES8
D35BF236
DE6E1684
E4802ED2
EA924D20
FOA46B6E
FEB68SBC
FCCBAB0A
G2DACE58
OSECE4AL
OGEFFO2F4

11990F 35
171B2D83
1D2D48D1
233F6A1F
29518860
2ZF63A6BB
3575C509
3B8/E357
419AQ1A5
47AC1FF3
4DBESE41L
53DO5CS8F
59E27ADD
5FF4992B
6606B//9
6C18D5C7
/22AF415
/83D1263
/E4F30B1
84614EHF
8A/36D4D
00858B9bB
969/A9EY
9CA9(83/
AZBBESES
ASCEQ4D3
AEEDZ2321
B4F2416F
BBO45FBD
C1167E0B
C7289(C59
CD3ABAA7
D34CD8F5
DO5EF /43
DF/711591
ES58333DF
EB95522D
~1A7707B
~/B98ECS
~DCBAD1/
@3DDCB65
OOEFESB3
16620801

126C1442
181E3290
1E3658DE
24426F2C
ZAS48D7A
3866AB(CS
36/8CA16
3C8AES64
429D06B2
48AF2500
4EC1434E
54D3619C
S5AES/7FEA
60F /9L 38
6/69B{86
6D1BDAD4
/32DF922
/2401/70
/F5235BE
8564546(
SB/6725A
218890A8
979AAEF6
9DACCD44
A3BEEBS2
A9D199EO
AFE3282E
B5F546/7C
BCa/64CA
(2198518
C(82BA166
CE3DBFB4
D44FDEG2
DAB1F(50
EG/41ASE
E68638EC
EC9857/3A
FZAA/7588
F8BC93D6
FECEBZ224
04E0DO/ 2
OAF2EECO
11650D6E

FIG. 10A

136F194F
19213790
1F3355EB
25457439
2B579287
3169B0D5
377BCF23
3D8DED/1
43A00BBF
49B22A0D
4FC44858B
55D666A%
5BEB34F7/
61FAA345
680C(C193
6E1EDFE]
/436FE2F
/A431C/D
8a553ACHE
86675919
8L7/9776/7
028B95B5
989DB403
OEAFD251
A4C1FO9F
AADAOEED
BoE62D3B
B6F84B8%9
BDOASYD/
C31C8825
C92EAL7/3
CF40eC4C1
D552E36F
DB65015D
E1/71FAB
E/893DF9
EDOB5(C47/
F3AD/ASS
FOBFOSE3
FFD1B/31
O5E3D5/7F
OBF5F3CD
12081218

14121E5C
1A243CAA
28365AF8
26487946
2C5A9794
326CB5E2
387ED430
3E9OF2/E
44A310CC
AAB52F1A
50C74D638
56D96BB6
5CEB8AQ4
62FDA852Z
690F(6A0
6F21E4EE
7534633C
/7B46218A
81583FD8
8/6A5E26
8D/C7C74
938E9AC2
99A0B916
OFB2D/5E
ASCAFSAC
ABD713FA
B1E93248
B/FB5096
BEGDOEE4
C41F8D32
CA31AB8@
DO43COCE
DE655E81C
DC68066A
E2/A24B8
E88C4306
EESES6154
F4BO/FAZ
FAC29DFO
0oD4BC3E
06E6DASC
OCF8F8DA
136B1728

.. the sequence continues
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Length: 1,032 bytes

Frequency Analysis Table for All Byte Values in the Sample Sequence
seed=0EOOOOQOOE, primeM=0103050D, 1,032 Bytes

F

\ 9 1 2 3 4 5 6 7 8 9 A B C D E

WY L M oGt st ot i o sy T
MOttt <ttt mnmwnw <t <t <t
Faliat BENs I Yo B« Ol o o WL« N o AT WA TR ¥ o W W o S o VI o~ ol oL
g <t NI gttt on Gt gt Nt G <
nmwmw <t AN =ttt st N st <t
<t <t inmn ANt <t ot N W
LA LN NN TN o rE Mmoo o5 W0
m<tomMmmnn <ttt nNnstsEttEmMm L n
MmO ANm M sE N Y on S ST N ood LN
omMnmmMmmMmuNmnmnNns o Ooon st mnon N
ST Ot MO <tTnon <sENWOWS s oLy
SN MmN oNnnn <SS
mmngtooNnnNn<tnNn<swnmmnmn st GO oM
NN T MmO ANSTMNNWN N W MM Mmoo
I M N N stEonw M st mun NWwW S oM
MmOoNInsSs TN M
S v NN YO0 0N <UD L

FIG. 10B
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length 12,288 Bytes
seed=0EOOOOQOE, primeM=0103050D

wrivn et wrivie et sl e et Teidk et remm ek veieel el T et Peivrk divbh o veamt et ekt vl i it W AW il bbb et e Temm et W v et derlir i i et WA B i P i v et ek ekt BN MY viewt Wit et e raal Pt vivied Y o raam Tiviek et et Temm et e i e

M O O W OO~ U A WNR S
N
\O
o
an
I
~J
I
D
N
O
Y
\O
N
Oh
B
O
Y
O
Y
~J
S
\O
N
~J
N
-
-
oG
Ut
Y
I
~J

47 47 47 506 47 47 49 45 58 49 45 49 47 49 4/ 48
F | 48 47 49 47 47 49 47 48 48 47 49 47 48 48 47 49

FIG. 10C
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Table of Accumulator (Generated Data) Internal Byte Value Rotations
primeM=0103050D

Byte3 ByteZ Bytel Byteb
48 BS 34 27
4C BB 39 34
40 BE 3t 41
4E C1 43 ak
4F C4 48 5B
59 C7 4D 68
51 CA 52 75
52 D 57 82
53 DO 5C a8
54 D3 61 9C
55 D6 66 A9
56 DY 6B B6
57 DC 70 C3
58 DF 75 DO
59 E2 7A DD
HA ES /F EA
5B ES &4 7
5C EB SA 04
5D EE &t il
HE F1 94 ik
5F F4 99 2B
60 F7 Ot 38
61 FA A3 45
62 FD A8 52
64 00 AD 5F
b5 03 B2 6(
66 06 B/ 79
6/ 09 BC 86
638 18 C1 93
69 oOF C6 AD
OA 12 CB AD
68 15 DO BA
o 18 D5 C7
oD 1B DA D4
ok 1E DF ¥
oF 21 £ o

Value added to each byte

of the accumulator each +1 +3 +5 +13 decimal
tick of the engine plus @1 03 65 0D hexadecimal
applicable carries at

wrap around.

FIG. 11
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1202
Recelve an initialization parameter
Obtain a first non-compressible sequence 1204
associated with a first constrained prime
number and the initialization parameter
Obtain a second non-compressible sequence 1206
associated with a second constrained prime
number and the initialization parameter
(Generate a non-compressible data stream 1208

including by merging the first non-
compressible sequence and the second non-
compressible sequence

FIG. 12
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4,080 Bytes of Sample Sequence Data Generated Using Constrained primeM
seed=0E00000E, primeM=0103050D, Data is not compressible

OF030518B
15152369
1B2741B7
21396005
274B/7E53
2D5DOCA1
336FBAEF
3981D93D
3FS3F738B
45A615D9
4BB83427
51CA52/5
57DC/6C3
S5DEESF11
6400AD5SF
6A12CBAD
7024E9FB
/6370849
7C49269/
825B44E5S
3386D6333
8E7F8181
94919FCF
9AA3BE1D
ABB5DC6B
A6C/FABYO
ACDA196/
B2EC3755
BEFES5A3
BF1873F1
C522923F
CB34Be8Db
D146CEDB

D758ED29
DD6BORBR77

E37D29C5
EO8F4813
EFAL16661
F5B384AF
FBCS5AZFD
01D7C148B
©7E9DF99
ODFBFDE7
140E1C35
1A203A83
203258D1
2644771F
2056956D

10860A28
16182876
1C2A46C4
223C6512
284E8360
2EGOATAE
3472BFFC
3A84DE4A
49096F(CO8
A46A91AE6
4CBB3934
52CD5/782
58DF/5D@
5EF1941E
6583B26C
6B15DOBA
/127EF@8
/73A0D56
/DAC2BA4
835E49F2
89766846
8F82868E
9594A4DC
9BAGC32A
A1B8E1/8
AZCAFFCH
ADDD1E14
B3EF3(62
BAG15ABG
CO1378FE
C6259/4C
CLC3/7B59A
D249D3E8

D85BF236
DE6GE1084

E4802ED2
EAD24D20
FOA46B6E
FOoB68YBC
FCCBAB0A
02DACE58
O8ECE4AL
OEFFO2F4
15112142
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 4,080 bytes
seed=0EOOQOOOE, constrained primeM=0103050D
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4,080 Bytes of Sample Sequence Data Generated Using Constrained primeM
seed=0E00000E, primeM=03050708B, Data is not compressibie

11050/19
23233158
35415B9D
4/75F85DF
597DB621
6BOBDA63
7DBAG4AS
S8FD82EE7
AlF65929
B4148368B
C632ADAD
DE56D/EF
EAGFO231
FC8D2C/3
BEABS6BS
2009801/
32E/AB39
4505D5/8B
5723FFBD
694229FF
78685441
8D7E7E83
9F9CA8(CS
B1BAD367
C3DBFD4S
D5F7278B
£E81551CD
FA33/C0F
BC51A651
1E6FDO93
388DFADS
42AC2517
S54CA4F59
66E8/99B
/906A3DD
8B24CE1F
O9D42F861
AF6122A3
C17F4CES
D39D7727
ES5BBA16S
F7DOCBAB
B9F7F5ED
1C16202F
2E344A71

140ABE24
26283866
384662A8
4A648CEA
5C82RB72C
6EAQE16E
80BFOBBO
92DD35F2
A4+B6634
B/198A76
C937B4B8
DB55DEFA
ED74093C
FFO2337E
11B05DCA
23CE8802
35ECB244
480ADC86
bA2906(C8
6C47310A
7E655BA4C
0883858E
A2A1AFDO
BABFDAL12
Co6DEO454
DE8FC2ES6
EB1A58D8
FD38831A
BF56AD5C
2174D 79t
339301E0
45B12C22
57CF5664
69EDBOAL
/COBAAES
S8E29D52A
A047FF6C
B26629AE
C48453F0
D6A27E32
ESCOA874
FADED2B6
gCFCFCF8
1F1B273A
3139517C

176F152F
292D3F /1
3B4B69B3
4D6993F5
5F87BE37
71A5E879
83C412BB
O5E23CFD
A8B06 7 3F
BA1E9181
CC3CBBC3
DESAEGBS
FO/791047
029/3A89
14B564(CB
26D38F6D
38F1B94F
4BOFE391
5D2EODD3
6F4(C3815
816A6257
03888(C99
AS5A6B6DB
B7C4E11D
COE30B5F
DCO135A1
EETFS5FES
BO3DBA25
1258BB46/
2479DEA9
369808EB
48B6332D
5AD45D6F
6CF28/B1
/F10B1F3
912EDC35
A34DB677
B56B30B9
C7895AFB
DO9A7853D
EBCS5ARTF
FDE3DOC1
106020403
22202E45
343E5887

1A141C3A
2C32467C
3E50/0BE
506E9B00
628CC542
74AAEF84
86(C919C6
98E74403
ABO56E4A
BD23988C
CH41C2CE
E15FED1O
F37E1752
05904194
1/BA6BD6
29D89618
3BFoCB5A
4E14EA9C
603314DE
72513F26
846F6962
968D93A4
A8ABBDEG
BACOE828
CCE8126A
DFEO63CAC
F12466EE
03429130
1560BB72
277EESB4
399D6FF6
4BBB3A38
5DD964 /A
eFF/8EBC
8215B8FE
9433E340
A6520D82
B87037(C4
CA8EG206
DCAC8(48
EECABSE3BA
OOESEOCC
136/6BOE
25253550
37435F92

FIG. 14A

1D192345
2F374D87
4155779
5373A20B
6591CC4D
77AFF68F
89CE26D1
OBEC4B13
AEQA/555
CO289F97
D246(C2D9
E464F41B
F6831ESD
B8A1489F
1ABF/2E1
2CDD9D23
3EFBC/65
5119F1A/
63381BES
75564628
8774766D
99929AAF
ABBGC4F1
BDCEEF33
CFED197/5
E20B43B7
F4296DF9
86479838
1865C27D
2A83ECBF
3CA21701
4EC04143
60DE6B85
72FC95(C7
851AC009
9738EA4B
A957148D
BB753ECF
CD936911
DFB19353
F1CFBD95
B3EDE/D/
16001219
282A3C5B
3A48669D

281E2A50
3235492
A445A7EDA
56/7/8A916
68960358
7AB4FDOA
8CD327DC
OEF1521E
B19F7(C66
C32DABA2
D54BDOE4
E769FB26
FO882568
OBAGAFAA
1DC4/79EC
2FE2AA2E
4290CE79
>41EF8B2
663D22F4
785B4D36
8A797778
9C97A1BA
AEBSCBFC
COD3F63E
D2F22086
E5104AC2
F/72E7584
094(C9F46
1BO6ACOEE
2D88F3CA
3FA/1EBC
51C5484E
63E3/7256
/76019CD2
881F(C/14
9A3DF156
AC5C1B98
BE7A45DA
DBO8701C
E2B69ASE
F4D4C4A0
O6F2EEE2
19111924
2B2F4366
3D4D6DAS

(Cont. at

FIG. 14B)



U.S. Patent

40527483
52709EF5
648EC937
7/6ACF379
83CB1DBB
OAE24/7FD
ADB7723F
BF259(81
D143C6(C3
E361F105
F53801B47/
0/9E4589
19BC6FCB
2BDA9AOD
3DF3C44F
5016EE91L
623518D3
74534315
86716057
988F9/99
AAADC1DB
BCCBEC1D
CEEA165F
E10840A1
F3266AE3
85449525
1762BF67
2980E9AS
3BOF13EB
4DBD3E2D
S5FDB686F
/1F992B1
341/BCF3
9635E735
A85411/7
BA/23BB9
CCO9065FB
DEAE9G3D
FOCCBA7/F
O2EAE4CL
15090F03
27273945
39456387
4B8638DCY
5D81B&ORB
6F9FE24D

Jul. 31, 2018

43577BBE
5575A660
67930042
79B1FA84
3BDO24C6
9DEE4FBE
BOOC/94A
C22AA38C
D448CDCE
E666F810
F8852252
OAA34(S4
1CC1/6D6
2EDFA11S8
40FDCB5A
531BF59(
653A1FDE
/7584A20
89767462
OBO49EA4
ADB2C8E®S
BFDOF328
D1EF1D6A
E40D4/AC
F62B/1EE
03499( 30
1A67C67/2
2C85F0B4
3EA41IAF6
50(24533
62E06F /A
/4FE99BC
8/1CC3FE
993AEE40
AB591882
BD/7/42C4
CF956D0B6
E1B397438
F3D1C18A
OS5EFEBCC
189E160E
2A2C4050
3C4A6A92
4E6894D4
6086BF16
/2A4E958

465C82C9
587AADGB
6A98D74D
/CB/7918F
SED52BD1
AOF35613
B31186055
C52FAAS7/
D74DD4Do
ES6BFF1B
FBSAZ295D
ODA8532F
1FC6/DEL
31E4A823
4492D265
5620FCA/
683F26E9
/A5D5128B
8C/B7B&D
9E9SALAF
BOB/7CFF1
C2D5FA33
D4+42475
E/124EB7
FO36/8F9
OB4EA33B
1D6CCD/D
2F3AF/BF
41A92201
53(74C43
65E57685
/803A0C/
8A21(BE°
9C3FF54B
AESELIF&D
Ca/7C49CH
D29A/7411
E4AB89ES3
FeD6(895
O8F4F2D7
1B131D19
2D314758B
3F4F 719D
516D9BDF
638BC621
/5A9F063

Sheet 22 of 51

496189D4
5B7FB416
6DODDESS
/FBCOB9A
91DA32DC
A3F85D1E
B6168/60
C334B1A2
DAS2DBE4
EC/10626
FESF3063
10AD5SAAA
22CB84EC
34ESAF2E
4/767D9/6
592603B2
6B442DF4
/D625836
8F8082/8
A19EACBA
B3BCD6FC
C5DBO13E
D/F92B86
EA1755C2
FC358004
OE53AA46
20/1D4388
328FFECA
44AE290C
56CC534E
63EA/DOG
/BO3BA/D2
8D26D214
9F44F(C56
B1632698
C38150DA
D59F/7B1C
E7BDASSE
FODBCFAQ
OBFOF9E2
1E182424
30364E66
425478A8
5472A2EA
6690CD2C
/8AEF/6E

FIG. 14B

4C6690DF
SE84BB21
/OA2ES63
82C16FAS
S4DF39E7
A6FD6429
BO1B3E6GE
CB39B8AD
DD5/7E2EF
EF/60D31
©1943//3
13B261B5
25D0O8BF/
3/EEB63S
4A0CED/B
5C2BBABD
6E4934FF
306/7/5F41
92858983
A4A3B3C5
B6C1DEG/
C8E00B849
DAFE328B
ED1C5CCD
FF3A8/0F
11538B151
2376DB93
35950505
47833017
59D15A59
6BEF8498
/EGDAEDD
902BDO1F
A24A0361
B4682DA3
C6865/E5
DB8A48227
EAC2AC6S
FCEODO6AB
OEFFOOED
211D2B2F
33385571
45597FB3
5777A9F5
6995D437
/BB3FE/9

US 10,038,733 B1

4F6B97EA
6189C22C
/3A7ECGE
85C616B0
9/E440F2
AAD26B34
BC20957/6
CE3EBFBS
EOS5CE9FA
F2/B143C
04993E /L
16B/768(0
28D59302
3AF3BD44
4D11E/86
5F3011(C8
/14E3COA
836C664(C
958A903E
A7A8BADO
BOC6ES12
CBESOF54
DEO33996
F02163D8
023F8E1A
145DB85C
267/BE2SE
389A0(CEO
4AB83722
5CD66164
6EF43BAG
3112B5E8
9330EQ2A
AS54F9OA6C
B/6D34AE
CO98B5EFO
DBAS8932
EDC/B374
FFESDDB6
120407F8
242232 3A
36405C7C
485E86BE
5A/7CB1696
6COADB42
/EB9@584

(Cont. at

FIG. 14C)



U.S. Patent

S1BEOCSF
93DC36D1
AS5FA6113
B8188B55
CA36B597
DC54DFD9
EE/30A1B
0091345D
12AF5E9F
24CD388E1L
36EBB323
4999DD65
5B280 /A7
6D4631E9
/F645C2B
91828660
A3AGBOAF
B5BEDAF1
C/DDO533
DOFB2F/5
EC1959B7
FE3/83F9
1655AE3B
2273D87D
349202BF
46B62D01
58CES5743
6AEC8185
/DOAABC/
8F28D609
Al47004B
B3652A8D
C58354(F
D/A1/7F11
E9QBFA953
FBDDD395
ODFBFDD/
201A2819
32385258
44567C9D
56 /4A6DF
6892D121
/ABOFB63
SCCF25A5
OEEDAFE/
B1OB/A29

Jul. 31, 2018

S4C3139A
96E13DDC
ABFF681E
BB1D9266
CD3BBCA2
DF59E6E4
F1781126
03963B68
15B465AA
27/D28FEC
39F6BA2E
4COEE470
S5E2DOEB2
/04B38F4
832696336
948/8D/8
A6ASB/BA
B3C3EL1FC
CAEZ20C3E
DDOB3636
EF1E6GOC2
013C8Bo4
135AB546
2578DF88
379709CA
49B5340C
5BD35E4E
6DF18896
800FB2D2
922DDD14
A44CO756
B66A3198
C8385BDA
DAAGS61C
ECC4B65E
FEEZDAAG
119194E2
231F2F24
35305966
4/75B83A8
59/79ADEA
6B9/D82C
/DB6026E
3FD42(CB6
AlF256F2
B41638134

3/C31AAL

QOE644E7
ACB46F 29

BE22996B
DO4OC3AD
E25EEDEF
F47D1831
p69B4273
18B96(B5
2AD796F7
3CF5C139
4F13EB7/B
613215BD
73503FFF
856E6A41
978C9483
ASAABECS
BBC3EQ9Q/
CDE/1349
£E0053D8B
F22367CD
0441920F
165FBC51
287/DE693
3A8C10OD5
4CBA3B17
5ED86559
/OF68F9B
8314B9DD
9532E41F
A75106E61
BO6F38A3
CB8D62ES
DDAB8D27/
EFCOB/69
O1E/E1AB
14660BED
2624362F
38426071
4A608AB3
5C/EB4FS
6E9CDF3/
30BB09/9
92D933BB
A4F75DFD
B/15883F

Sheet 23 of 51

S8ACD21BO
9CEB4BF2
AFB97634
C12/A076
D345CAB8
ES563F4FA
F7821F3C
09A0497/E
1BBE/3C6H
2DDCSEG2
3FFAC844
5218F286
64371CC8
/6554 /0A
38/3714C
9A919B38E
ACAFC5DO
BECDFO12
DOEC1AS4
E30A4496
F5286ED3
B/746991A
1964(35C
2B382EDSE
3DA117/E©
4FBF4222
61DD6C64
/3FBO6A6
3619COES
O837EB2A
AA56156C
BC743FAE
CE9269F0
EOBO94 32
F2CEBE/4
C4ECESB6
1/0B12F8
29293D3A
3B4/677C
4D6591BE
5F33BLE0O
/1A1EG42
33(01084
95DE3ACS
A7FCE5068
BATA8SF4A

FIG. 14C

3DD223BB
OFFO52FD
B2OE/D3F
C42CA781
D64AD1C3
E8638F(CO5
FA872647
BCA55089
1EC37ACB
30E1AS0D
42FFCF4F
551DFS91
6/73C23D3
/95A4E15
8B/8/85/7
9D96A299
AFB4CCDB
CiD2F/1D
D3F1215F
E6OF4BAL
F82D75E3
BA4BAO25
1C69CAL7
2E8/7F4A9
40A61EEB
52C4492D
64E2736F
/7009DB1
891EC/F3
9B3CF235
AD5B1C7/7
BF7946B°
D19770FB
E3B59B3D
F5D3C57F
0/F1EFC1
1A1901A03
2C2E4445
3E4C6E8/
506A98(¢S
6283(C30B
/4A6EDAD
36C517/38F
93E341D1
ABO16(13
BD1FO655

US 10,038,733 B1

06D /72FC6
AZ2F55A08
B513844A
C731AE8C
DO4FDECE
EB6EO310
FD8C2D52
OFAAS/94
21C881D6
33E6ACLS
4604D65A
5823969C
6A412ADE
/C5F5526
SE/D/F62
AGOBA9A4
BZ2B9D3E6
C4D/FE28
D6F6286A
E91452AC
FB327CEE
OD50A/ 360
1F6ED172
318CHBB4
43AB25F6
55C95638
6/E77A7A
7AB5A4BC
S8C23CEFE
9E41FO406
B0662382
C2/7E4DC4
D49C 7806
E6BAA248
FEDECCBA
OAF6F6CC
1D15219E
2F334B560
41517592
536F9FD4
658DCALG
/7ABF458
S89CALE9A
OBES48DC
AEO6/31E
C6249D60

(Cont. at

FIG. 14D)



U.S. Patent

C329A468B
D54 7CEAD
E/65F8EF
FO9842331
OBA24D/3
1DCO//B5
2FDEA1F/
41FCCC39
541AF6/B
663920BD
/8574AFF
8A/5/7541
9C939F83
AEB1C9C5
COCFF407/
D2EE1E49
E50C488B
F/72A72CD
09489DOF
1B66C/51
2D84F193
3FA31BD5
51C14617
63DF /059
/5FD9ASB
331BC4DD
9A39EF1F
AC581961
BE/643A3
DO946DES
E2B29827
FA4DOC269
O6EEECAB

Jul. 31, 2018

C62EAB/6
D84CD5B8
EAGAFFFA
FC892A3C
OEA/54/E
20C5/7ECO
32E3A902
4501D344
5/1FFD86
693E2/C8
/B5C520A
3D/A/7CA4C
9F98A68E
B1B6DODO
C3D4FB12
D5F32554
E8114F96
FA2F/79D8
0C4DA41A
1E6BCESC
3089F89E
42A822E0
54C64D22
66E4//764
/902A1A6
3B20CBES8
9D3EF62A
AF5D206C
C1/B4AAE
D399/4F0
ESB/9F32
F/D5C974
O9F3F3B6

C933B281
DB51DCC3
ED/00705
FF3E3147
11AC5B89
23CA85CB
35E3BOOD
4806DA4F
5A250491
6C432ED3
/E615915
90/F8357/
A29DAD99
B4BBD /DB
CoDAO21D
DBF82C5F
EB1656A1
FD3480E3
OF52AB25
2170D567
338EFFA9
45AD29EB
5/7CB542D
69E9/E6F
/CO/A8B1
SE25D2F3
AO43FD35
B2622777
C48051B9
D69E/BFB
ES8BCA63D
FADADO /7F
OCFSFACL

FIG.

CC338B98C
DES56E3CE
FO/50E10
02933852
14B16294
26CF8CD6
38EDB/18
4BOBE15A
5D2A0B9OC
6F4835DE
31666020
93848A62
ASA2B4A4
B/CODEE®6
CO9DFO928
DBFD336A
EE1B5DAC
00398 /EE
125/B236
2475DC72
369406B4
48B230F6
5ADO5B38
6CEES5/7A
/FOCAFBC
912ADOFE
A3490440
B56/72E82
C/8558C4
DO9A38306
EBC1AD43
FDDFD/8A
OFFEQ1CC

14D

Sheet 24 of 51

CF3DCO97/
E15BEADO
F3/A151B
05983F5D
1/B6699F
29D493E1
3BF2BE23
4E10E865
602F12A7
/724D3CE9
346B6/2B
9689916D
ASA/BBAF
BACS5ESF1
CCE41033
DFO23A75
F12064B7
033ESEFO
155CB93B
2/7AE3/D
39990DBF
4BB /3801
5DD56243
6FF38C85
3211B6C7/
942FE109
A64EOB4B
B36C358D
CA8SASFCF
DCAS8A11
EEC6B453
OOE4ADE95S
130308D/

US 10,038,733 B1

D242C/7A2
E460F1E4
F6/F1C26
089D4668
1ABB/0AA
2CDO9AEC
SEF/7C52E
5115EF/0
633419B2
/55243F4
8//7/06E36
998EQ98/8
ABACC2BA
BDCAECFC
CFE91/3E
E20/4180
FA4256BC2
06439604
1361C046
2A/FEAS3
3C9E14CA
4EBC3FOC
60DA694E
/2F89390
3516BDD2
9734E814
A9531256
BB/13C98
CD8F66DA
DFAD911C
F1CBBB5E
O3E9ESAD
16080FE2



U.S. Patent Jul. 31, 2018 Sheet 25 of 51 US 10,038,733 B1

Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 4,080 bytes
seed=0E00OOOE, constrained primeM=0305070B
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3,184 Bytes of Merged (Interleaved) Sample Sequence Data Generated Using
Constrained primeM Primes
seed=0EQQOOOE, primeM1=0103050D, primeM2=0305070B, Data is not compressible
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 8,134 Bytes
seed=0E00000E, constrained primeM1=0103050D, constrained primeM2=0305070B
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4,080 Bytes of Sample Sequence Data Generated Using Unconstrained primeM
seed=0EOQO000E, primeM=01000201, Data is compressible
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 4,080 Bytes
seed=0EOOOOO0OE, unconstrained primeM=01000201

\ 0 1 2 3 4 5 6 7 8 9 A B C D E F
%, 138 146 146 139 140 146 148 138 12 12 12 10 1e 10 16 12
1 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
2 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
3 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
4 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
5 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
o 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
Vi 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
8 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
O 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
A 1z 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
B 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
C 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
D 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
E 12 12 12 12 1t 12 11 12 12 12 12 12 12 12 12 12
F 12 12 12 12 12 12 12 12 12 12 12 12 12 12 11 12

FIG. 16E
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4,080 Bytes of Sample Sequence Data Generated Using Unconstrained primeM
seed=0E00000E, primeM=00000017, Data is compressible
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 4,080 Bytes
seed=0E00000E, unconstrained primeM=00000017

\ @ 1 2 3 4 5 6 7 8 9 A B C D E F
© | 163¢ 15 15 15 16 15 15 15 15 15 15 15 16 15 1034 15
1| 15 15 15 15 16 15 15 15 15 15 15 16 15 15 15 15
2 15 15 15 16 15 15 15 15 15 15 15 16 15 15 15 15
3 15 15 16 15 15 15 15 15 15 15 16 15 15 15 15 15
4 | 15 15 16 15 15 15 15 15 15 16 15 15 15 15 15 15
5] 15 16 15 15 15 15 15 15 15 16 15 12 4 4 4 4
6 | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
7 | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
8 | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
9 | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
A | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
B | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
C | 4 4 4 4 4 A4 4 4 4 3 4 4 4 4 4 4
D | 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
E | 3 4 4 4 4 4 4 A 4 4 4 4 4 4 4 4
F | 4 4 4 4 4 4 4 3 4 4 4 4 4 4 a4 4

FIG. 17E
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8,184 Bytes of Merged (Interleaved) Sample Sequence Data Generated Using
Unconstrained primeM Primes
seed=0E00000E, primeM1=01000201, primeM2=00000017, Data is compressible
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Frequency Analysis Table for All Byte Values in the Sample Sequence
Length: 8,184 Bytes
seed=0EQO0000E, unconstrained primeM1=01000201,
unconstrained primeM2=00000017
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GENERATING A LARGE,
NON-COMPRESSIBLE DATA STREAM

BACKGROUND OF THE INVENTION

Certain applications require various sets of data for testing,
purposes. While real user data can be used for testing, such
data changes slowly and infrequently. As such, non-user data
can be generated and used for testing. Conventionally,
testing data 1s generated by hashing and/or cryptography
techniques. However, generating testing data by hashing
and/or cryptography techniques may be slow and ineflicient.

Furthermore, 1n conventional systems, a master copy of a
data stream 1s needed to verily another copy of the data
stream. The master copy of the data stream can be compared
to the other copy of the data stream to determine whether the
values of the data stream to be verified match those of the
master copy. However, 1t may not be feasible and/or too
costly to maintain a master copy of each data stream that 1s
to be verified.

In some conventional systems, data 1s automatically com-
pressed before 1t 1s sent across a network to potentially
reduce the amount of data to be sent over the network.
However, 1t may not be desirable to compress data in certain
testing environments in which 1t 1s desired to maintain the
original size of the data.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed 1n the
tollowing detailed description and the accompanying draw-
ngs.

FIG. 1 1s a diagram showing an embodiment of a system
for performing quality assurance on a storage duplication
Server.

FIG. 2 1s a diagram showing an embodiment of a quality
assurance server.

FIG. 3 1s a flow diagram showing an embodiment of a
process ol generating a sequence using an 1nitialization
parameter and a prime number.

FIG. 4 1s a flow diagram showing an embodiment of a
process ol generating a data stream using prime numbers.

FIG. 5 1s a flow diagram showing an embodiment of a
process of verifying a data stream.

FIG. 6 1s a diagram showing a table that includes sample
constrained and unconstrained 32-bit primeM values to help
explain how a primeM value 1s determined to be constrained
or unconstrained.

FIG. 7 1s a flow diagram showing an embodiment of a
process for identifying a set of constrained prime numbers.

FIG. 8 1s a flow diagram showing an embodiment of a
process for generating a non-compressible sequence using
an mitialized parameter and a constrained prime number.

FIG. 9A 15 a diagram showing a table that includes 32-bit
values of a compressible sequence generated using an 1ni-
tialization parameter and an unconstrained prime number.

FIG. 9B 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 1,032 bytes
of the sequence of FIG. 9A

FIG. 10A 1s a diagram showing a table that includes 32-bit
values of a non-compressible sequence generated using an
initialization parameter and a constrained prime number.

FIG. 10B 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 1,032 bytes
of the sequence of FIG. 10A.
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FIG. 10C 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 12,288 bytes

of the sequence of FIG. 10A.

FIG. 11 1s a diagram showing a table of accumulator
(generated data) internal byte value rotations.

FIG. 12 15 a flow diagram showing an embodiment of a
process for generating a non-compressible data stream using
two constrained prime numbers.

FIGS. 13A to 13D are diagrams showing a table that
includes 32-bit values of a non-compressible sequence gen-
crated using an i1mitialization parameter and a constrained
prime number.

FIG. 13E 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 13A to 13D.

FIGS. 14A to 14D are diagrams showing a table that
includes 32-bit values of a non-compressible sequence gen-
erated using an 1nitialization parameter and a constrained
prime number.

FIG. 14E 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 14A to 14D.

FIGS. 15A to 15G are diagrams showing a table that
includes 32-bit values of a non-compressible data stream
generated from merging two non-compressible sequences.

FIG. 15H 1s a diagram showing a frequency analysis table
for all component byte values of 8,124 bytes of the non-
compressible data stream of FIGS. 15A to 15G.

FIGS. 16A to 16D are diagrams showing a table that
includes 32-bit values of a compressible sequence generated
using an initialization parameter and an unconstrained prime
number.

FIG. 16F 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 16A to 16D.

FIGS. 17A to 17D are diagrams showing a table that
includes 32-bit values of a compressible sequence generated
using an initialization parameter and an unconstrained prime
number.

FIG. 17FE 1s a diagram showing a frequency analysis table

for all component byte values of 4,080 bytes of the sequence
of FIGS. 17A to 17D.

FIGS. 18A to 18G are diagrams showing a table that
includes 32-bit values of a compressible data stream gener-
ated from merging two compressible sequences.

FIG. 18H 1s a diagram showing a frequency analysis table
for all component byte values of 8,184 bytes of the com-

pressible data stream of FIGS. 18A to 18G.

DETAILED DESCRIPTION

The mvention can be implemented 1n numerous ways,
including as a process; an apparatus; a system; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
as a processor configured to execute istructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the mvention may take, may be referred to as tech-
niques. In general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured to perform a task
may be implemented as a general component that 1s tem-
porarily configured to perform the task at a given time or a
specific component that 1s manufactured to perform the task.
As used herein, the term ‘processor’ refers to one or more
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devices, circuits, and/or processing cores configured to
process data, such as computer program instructions.

A detailed description of one or more embodiments of the
invention 1s provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention 1s described 1n connection with such embodi-
ments, but the mvention 1s not limited to any embodiment.
The scope of the invention 1s limited only by the claims and
the mvention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth 1n the following description 1 order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the mnvention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clanty, technical
material that 1s known 1n the technical fields related to the
invention has not been described in detail so that the
invention 1s not unnecessarily obscured.

Embodiments of data stream generation using prime
numbers are described herein. An iitialization parameter 1s
received. In some embodiments, the initialization parameter
1s any value selected from a constrained address space. In
various embodiments, a “sequence” refers to a sequence of
values that 1s generated using an 1nitialization parameter and
a prime number. In some embodiments, a first sequence 1s
generated using a {irst prime number and the 1mitialization
parameter. In some embodiments, a second sequence 1s
generated using a second prime number and the 1mtialization
parameter. In some embodiments, the first prime number and
the second prime number are selected based on a revision
parameter that 1s received. In some embodiments, each of
the first prime number and the second prime number 1s
selected from a constrained modified set of prime numbers.
A data stream 1s generated by merging (e.g., interleaving)
the first sequence and the second sequence. In various
embodiments, a “data stream” refers to a sequence of values
that 1s determined by the merging (e.g., interleaving) of at
least two sequences. In some embodiments, a data stream
can be referred to as a “merged sequence.” In some embodi-
ments, a data stream 1s not deduplicatable. In various
embodiments, a non-deduplicatable data stream comprises a
data stream that does not include duplicate blocks of data
(c.g., that can be 1dentified by a deduplication system for a
block size recognized by the deduplication system). Given a
technique to generate a data stream that 1s not deduplicat-
able, other techniques can then be used to generate a data
stream with a specific level of deduplication. In certain
testing scenarios the specification of a specific deduplication
level 1s very desirable.

In some embodiments, a data stream 1s generated at a high
speed of approximately 2.3+GB per second on 64-bit
machines with a single CPU. In some embodiments, a data
stream 1s 100% reproducible on any computer. In some
embodiments, a data stream does not repeat any block for
500 TB or more. In some embodiments, four billion or more
unique data streams can be generated. In some embodi-
ments, a data stream 1s unique from any other data stream
generated from a different initialization parameter and/or a
different pair of prime numbers. Furthermore, any block of
a data stream 1s different from any block of any other data
stream generated from a different imitialization parameter
and/or a diflerent pair of prime numbers.

Embodiments of verifying a data stream without a master
copy of the data stream or the parameters used to generate
the data stream are described herein. In various embodi-
ments, the parameters used to generate the data stream
include at least the iitialization parameter, the first prime
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4

number, and the second prime number. Whereas conven-
tionally, a master copy (e.g., an original copy of the data
stream that 1s used as a reference copy) of a data stream 1s
required to perform verification of the data stream (e.g., as
restored from a storage), as will be described 1n further detail
below, a data stream as generated by embodiments described
herein can be verified without a master copy of the data
stream and/or even the parameters used to generate the data
stream.

Embodiments of generating data that 1s not compressible
are described herein. In various embodiments, ‘“non-com-
pressible” data refers to data that cannot be compressed
(e.g., using common compression techniques). Data that
cannot be compressed refers to data whose size remains
unchanged or even increases (e.g., by an amount of overhead
data generated by a compression technique) after the data 1s
subjected to a compression technique. As will be described
in further detail below, data can be non-compressible due to
certain characteristics of the values 1n the data. For example,
because compression techniques exploit redundancy 1n data,
non-compressible data 1s generated in a manner that mini-
mizes the redundancy among 1ts values. In various embodi-
ments, a “non-compressible sequence” refers to a sequence
of values generated using an 1nitialization parameter and a
constrained prime number. In various embodiments, a “non-
compressible data stream™ refers to a sequence of values
generated by merging two non-compressible sequences,
cach of which 1s generated using the same initialization
parameter and a respective constrained prime number. As
will be described in further detail below, a “constrained”
prime number refers to a prime number that meets a prede-
termined set of criteria and therefore can be used to generate
non-compressible data. In various embodiments, an “uncon-
strained” prime number refers to a prime number that does
not meet a predetermined set of criteria and therefore may
not be used to generate non-compressible data. In some
embodiments, a set ol constrained prime numbers 1s {irst
identified. In some embodiments, a non-compressible first
sequence associated with a first constrained prime number
and the initialization parameter 1s obtained. In some embodi-
ments, a non-compressible second sequence associated with
a second constrained prime number and the initialization
parameter 1s obtained. In some embodiments, the first con-
strained prime number and the second constrained prime
number are selected based on a revision parameter that 1s
received. For example, a revision parameter can map to two
constrained prime numbers (or 1 some cases, two uncon-
strained prime numbers or a constrained prime number and
an unconstrained prime number). A non-compressible data
stream 1s generated by merging (e.g., interleaving) the first
non-compressible sequence and the second non-compress-
ible sequence associated with the respective first and second
constrained prime numbers. In some embodiments, a non-
compressible data stream 1s not deduplicatable.

FIG. 1 1s a diagram showing an embodiment of a system
for performing quality assurance on a storage duplication
server. In the example, system 100 includes storage dedu-
plication server 102, storage device 108, network 104, and
quality assurance server 106. Network 104 includes high-
speed data networks and/or telecommunication networks.
Storage device 108 comprises a single storage device such
as a hard disk, a tape drive, a semiconductor memory, a
plurality of storage devices such as a redundant array system
(e.g., a redundant array of independent disks (RAID)), a
system for storage such as a library system or network
attached storage system, or any other appropriate storage
device or system.
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System 100 includes a quality assurance environment 1n
which quality assurance server 106 generates data streams
that are sent over network 104 to storage deduplication
server 102. Storage deduplication server 102 1s configured to
deduplicate data that 1t receives from quality assurance
server 106 with respect to data that i1s already stored at
storage device 108. Storage device 108 1s attached to or
otherwise accessible by storage deduplication server 102.
For example, storage deduplication server 102 comprises a
backup server that 1s configured to store at storage device
108 backup data received from a source location (e.g.,
quality assurance server 106). In some embodiments, stor-
age deduplication server 102 1s configured to segment each
received data stream 1nto data blocks (e.g., of a fixed size or
of vanable sizes) and perform deduplication with respect to
cach data block. For example, a data stream comprises a
sequence of values and each data block comprises one or
more values. In various embodiments, “deduplicating a data
block™ refers to determining whether the data block to be
stored has already been stored at a target location (e.g.,
storage deduplication server 102 and/or storage device 108).
In the event that the data block has not already been stored
at the target location, the data block 1s stored at the target
location (e.g., by storage deduplication server 102). Other-
wise, 1n the event that the data block has already been stored
at the target location, a reference, pointer, link, and/or other
associating data to the previously stored data block 1s stored
at the target location (e.g., by storage deduplication server
102) instead of another instance of the data block. In various
embodiments, a reference, pointer, link, and/or other asso-
ciating data to the stored data block comprises a relatively
smaller amount of data relative to the amount of data
associated with the data block. When a data stream stored at
storage device 108 1s to be restored (e.g., at the source
location), the stored data blocks and/or references to stored
data blocks associated with the data stream can be used to
reconstruct the data stream. Deduplication can be used to
reduce the amount of data that 1s stored at the target location
by only storing new (non-duplicate) data that has not yet
been stored at the target location and by storing references
to data that has been previously stored at the target location.

For example, the parameters used in the generation of data
streams and/or other attributes associated with the data
streams are at least known to 11 not also controlled by quality
assurance server 106. How storage deduplication server 102
performs deduplication with respect to storing at least two
data streams that 1t receives from quality assurance server
106 given known data such as, for example, the percentage
of difference in data between the two data streams, may
indicate a deduplication result (e.g., a quality and/or eflec-
tiveness) of the storage deduplication techniques used by
storage deduplication server 102. The deduplication result
can be used to determine whether the deduplication tech-
niques used by storage deduplication server 102 should be
reconfigured, for example.

In some embodiments, quality assurance server 106 1s
configured to generate a data stream based on parameters
such as an mitialization parameter (sometimes referred to as
a “seed value”) and two prime numbers selected from a
constrained modified set of prime numbers. In some
embodiments, each pair of two prime numbers to be used
with the imtialization parameter (seed value) 1s selected
based on a received revision parameter (sometimes referred
to as a “revision value” and where two different revision
values with respect to the same 1mitialization parameter each
maps to a different pair of prime numbers). A sequence 1s
determined for the mmitialization parameter and each of the
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two prime numbers. In various embodiments, a data stream
1s determined by merging (e.g., interleaving) the two
sequences. For example, merging the two sequences com-
prises creating a new (merged) sequence that includes each
value from the first sequence followed by a corresponding
value from the second sequence. For example, a first value
from the first sequence that corresponds to a second value
from the second sequence 1s associated with the same
position within the first sequence as the second value 1s
within the second sequence (e.g., a first value 1n position 1
of the first sequence corresponds to a second value 1n
position 1 of the second sequence).

In some embodiments, 1f the two selected prime numbers
cach meets a predetermined set of criteria (as will be
described in further detail below), then the two prime
numbers comprise constrained prime numbers. A non-com-
pressible sequence 1s generated with the same mnitialization
parameter and each of the two constrained prime numbers
and the two non-compressible sequences can be merged
(e.g., interleaved) to generate a non-compressible data
stream. Otherwise, 11 the two selected prime numbers each
do not meet a predetermined set of criteria, then the two
prime numbers comprise unconstrained prime numbers. A
compressible sequence 1s generated with the same initial-
ization parameter and each of the two unconstrained prime
numbers and the two compressible sequences can be merged
(e.g., interleaved) to generate a compressible data stream.

In some embodiments, this generated data stream 1s sent
by quality assurance server 106 over network 104 to storage
deduplication server 102 (e.g., as part of a test backup
operation) for storage. Storage deduplication server 102 1s
configured to segment the data stream 1nto data blocks (e.g.,
of fixed or variable sizes) and store only the new data blocks
(e.g., data blocks that have not already been stored at storage
device 108). If, for example, 1n a test backup operation, none
of the data blocks of the data stream have already been
stored at storage device 108, storage deduplication server
102 will store all the data blocks of the data stream. If, for
example, 1n a test backup operation, some of the data blocks
of the data stream have already been stored at storage device
108, storage deduplication server 102 will store references 1n
place of the data blocks that have already been stored and
store all the remaining data blocks of the data stream.
Because the data stream 1s not deduplicatable, storage dedu-
plication server 102 will not i1dentity any duplicate data
blocks within the data stream.

After the data stream 1s stored by storage deduplication
server 102, the stored data stream may be restored. For
example, restoring a stored data stream includes reconstruct-
ing the data stream using the stored data blocks and/or
references to stored data blocks associated with the data
stream. To test the accuracy or reliability of the storage
deduplication techmiques and/or the restoration techniques
used by storage deduplication server 102, in some embodi-
ments, quality assurance server 106 1s configured to verily
the data stream that was stored by and thereafter restored by
the storage deduplication server 102. In some embodiments,
quality assurance server 106 1s configured to verily the
correctness of the restored data stream by comparing the
restored data stream to the original data stream that quality
assurance server 106 had generated and then sent to storage
deduplication server 102. As will be described in further
detail below, 1n various embodiments, the restored data
stream 1tsell can be used to verily 1ts correctness without
requiring a master copy of the original data stream and/or the
parameters used to generate the original data stream, thereby
climinating the need to maintain a master copy of the data
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stream for verification purposes. In various embodiments, a
data stream can be verified in the same manner regardless if
the data stream 1s compressible or non-compressible.

System 100 shows one example 1n which embodiments of
data stream generation as described herein can be applied.
Data stream generation may be applied in various other
applications, as appropriate.

FIG. 2 1s a diagram showing an embodiment of a quality
assurance server. In some embodiments, quality assurance
server 106 of system 100 of FIG. 1 can be implemented
using the example of FIG. 2. The quality assurance server of
FIG. 2 includes parameter engine 202, sequence generator
engine 204, data stream generator engine 206, constrained
prime number identification engine 212, verification engine
207, and local storage 210. Each of parameter engine 202,
sequence generator engine 204, data stream generator
engine 206, constrained prime number 1dentification engine
212, and verification engine 207 can be implemented using
one or both of software and hardware. Local storage 210
comprises a local storage or a networked file system storage.

Parameter engine 202 1s configured to provide parameters
to use to generate a data stream. In various embodiments,
parameters to use to generate a data stream include at least
an 1initialization parameter and a revision parameter. In some
embodiments, an 1mitialization parameter 1s a seed value. In
some embodiments, the seed value 1s any value selected
from an address space that 1s represented by N bits (e.g., the
address space comprising (0, . . ., 2V-1)). N can be selected
to be any positive integer. For example, if N=>5, then 2"¥>=32
so the address space 1s (0, . . ., 31) and the mitialization
parameter can be selected to be any value from (0, . . ., 31).
In some embodiments, a revision parameter 1s a revision
value associated with a given “seed value” that uniquely
maps to at least two prime numbers. In some embodiments,
cach of the at least two prime numbers 1s selected using the
revision parameter from a set ol prime numbers that 1s
modified to exclude “2” and include “1” and 1s also con-
strained/bounded by 2¥-1. In some embodiments, each of
the at least two prime numbers 1s selected using the revision
parameter from a set of constrained prime numbers (e.g.,
that 1s 1dentified by constrained prime number 1dentification
engine 212, as described below).

In some embodiments, one or more of the initialization
parameter (the seed value) and the revision parameter (the
revision value), which maps to two or more prime numbers,
are mput by a user (e.g., associated with performing quality
assurance). In some embodiments, one or more of the
initialization parameter and the revision parameter, which
maps to two or more prime numbers, are generated by a
computer program.

In various embodiments, parameter engine 202 1s config-
ured to provide the 1nitialization parameter and the revision
parameter to sequence generator engine 204.

Constrained prime number identification engine 212 1s
configured to 1dentily constrained prime numbers that are to
be used to generate non-compressible sequences and data
streams. In various embodiments, a “constrained” prime
number refers to a prime number that meets a predetermined
set of criteria and 1s therefore usable with the imitialization
parameter to generate a non-compressible sequence (e.g., by
sequence generator engine 204). Two or more non-com-
pressible sequences, each generated using the same nitial-
ization parameter and a corresponding constrained prime
number, can be merged (e.g., interleaved) to generate a
non-compressible data stream. Whereas prime numbers that
do not meet the predetermined set of criteria (“uncon-
strained” prime numbers) can be used to generate sequences
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and such sequences can be merged together to form data
streams, neither such sequences nor such data streams are
associated with the property of being non-compressible. In
other words, sequences and/or data streams generated with
prime numbers that do not meet the predetermined set of
criteria (“‘unconstrained” prime numbers) may be compress-

ible.

In some embodiments, constrained prime number 1denti-
fication engine 212 1s configured to iterate through a set of
numbers and determine whether each number meets the
predetermined set of criteria. Those numbers of the set that
meet the predetermined set of criteria are included 1n an
identified set of constrained prime numbers. In some
embodiments, the set of numbers through which constrained
prime number identification engine 212 iterates comprises
an address space represented by N bits (e.g., the address
space comprising (0, . . ., 2%-1)). N can be selected to be
any positive iteger.

As will be described 1 further detail below, the prede-
termined set of criteria that 1s used to i1dentify constrained
prime numbers requires that a constrained prime number 1)
comprises a prime number from the set of prime numbers
that 1s modified to exclude “2” and include “1,” 2) includes
component values that are each individually prime numbers
from the set of prime numbers that 1s modified to exclude
“2” and 1include *“1,” and 3) includes no duplicate component
values. As such, the set of constrained prime numbers
comprises a subset of all the prime numbers 1n the set of
prime numbers that 1s modified to exclude “2” and include
“1.” In various embodiments, a “component value” of a
number represents a subset of bits included in the number.
For example, where a number 1s represented by N=32 bits,
the 32-bit number p can be represented by a sequence of four
bytes (each byte includes 8 bits), p3p2plp0. In the example
of a 32-bit number p that includes four bytes, each byte 1s
referred to as a “component value.”

Sequence generator engine 204 1s configured to receive
the mitialization parameter and the revision parameter from
parameter engine 202 to use to generate at least two
sequences. In some embodiments, sequence generator
engine 204 1s configured to generate a sequence using each
pair of the mnitialization parameter and a prime number
selected using the revision parameter received from param-
cter engine 202. An example technique by which to generate
cach such sequence 1s described in more detail below. For
example, i the revision parameter that was received from
parameter engine 202 maps to two prime numbers, then
sequence generator engine 204 will generate two corre-
sponding sequences. Similarly, 11 the revision parameter that
was received from parameter engine 202 maps to three
prime numbers, then sequence generator engine 204 will
generate three corresponding sequences. In some embodi-
ments, 1f sequence generator engine 204 uses a constrained
prime number to generate a sequence, then the sequence will
be non-compressible. In some embodiments, 1I sequence
generator engine 204 uses an unconstrained prime number (a
prime number that 1s not from the set of constrained prime
numbers) to generate a sequence, then the sequence may be
compressible. In some embodiments, sequence generator
engine 204 1s configured to send the generated sequences
and/or the corresponding given set of the initialization
parameter and the revision parameter recerved from param-
cter engine 202 to be stored at local storage 210. In some
embodiments, sequence generator engine 204 1s configured
to send the generated sequences and/or the corresponding
given set of the imtialization parameter and the revision




US 10,038,733 Bl

9

parameter to data stream generator engine 206 for data
stream generator engine 206 to use to generate a data stream.

Data stream generator engine 206 1s configured to receive
the at least two sequences and/or the corresponding given set
of the imitialization parameter and the revision parameter
from sequence generator engine 204. In some embodiments,
data stream generator engine 206 1s configured to merge the
at least two sequences 1nto one new (merged) sequence that
serves as the generated data stream. In some embodiments,
iI data stream generator engine 206 merges two sequences
that were each generated using a constrained prime number,
then the generated data stream will be non-compressible. In
some embodiments 1f data stream generator engine 206
merges two sequences that were each generated using an
unconstrained prime number (a prime number that i1s not
from the 1dentified set of constrained prime numbers), then
the generated data stream may be compressible. In some
embodiments, the at least two sequences are merged 1nto one
sequence by creating a new merged sequence in which each
value from the first sequence 1s followed by a corresponding,
value from each other sequence (1.e., the two sequences are
interleaved). For example, of the two sequences that are to
be merged to become the data stream, the first sequence
comprises {S11, S12, S13, . .. } and the second sequence
comprises {S21, S22, S23, . .. }. In this example, merging
the first and second sequences will yield the following data
stream {S11, S21, S12, S22, S13, S23, . . . }. In some
embodiments, data stream generator engine 206 1s config-
ured to send the generated data stream and/or the corre-
sponding given set of the initialization parameter and the
revision parameter to store at local storage 210. In some
embodiments, data stream generator engine 206 1s config-
ured to send the generated data stream to an external
destination (e.g., storage deduplication server 102 of system

100 of FIG. 1).

Verification engine 207 1s configured to receive a data
stream and verily the data stream without another (e.g., a
master) copy of the data stream or the parameters (e.g., the
initialization parameter, the first prime number, and the
second prime number) that were used to generate the data

stream. For example, the data stream to be verified 1s data
restored from a storage device (e.g., by storage deduplica-
tion server 102 of system 100 of FIG. 1). It may be desirable
to verily the received data stream to determine that the
values of the data stream correctly match the pattern of
values associated with a merging (e.g., interleaving) of two
(or more) sequences generated by an 1nitialization parameter
and (at least) two prime numbers even i none of the
initialization parameter and two prime numbers are known/
retrieved prior to the start of the verification process. In
some embodiments, verification engine 207 1s configured to
use a portion of the data stream to deduce the values of the
first prime number and the second prime number and then
use the first prime number and the second prime number to
verily at least a portion of the data stream. In various
embodiments, a data stream can be verified in the same
manner regardless if the data stream 1s compressible or
non-compressible. For example, verifying the data stream
includes determiming whether the diflerence between every
other value of the data stream alternately equals the first
prime number and the second prime number. For example,
if the data stream can be successiully verified, then the
techniques used to restore the data stream from the storage
device can be determined to be eflective. Otherwise, 11 the
data stream cannot be successiully verified, then the tech-
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niques used to restore the data stream from the storage
device can be determined to be mellective and reconfigu-
ration 1s needed.

FIG. 3 1s a flow diagram showing an embodiment of a
process ol generating a sequence using an 1initialization
parameter and a prime number. In some embodiments,
process 300 1s mmplemented at system 100 of FIG. 1.
Specifically, 1n some embodiments, process 300 1s 1mple-
mented at quality assurance server 106 of system 100 of
FIG. 1.

Parameters may be provided to use to generate a data
stream. Such parameters include an 1nitialization parameter
(e.g., a starting value or seed value) and a revision parameter
(e.g., a revision value). The revision value maps to or 1s used
to select at least two prime numbers from a constrained
modified set of prime numbers. Process 300 can be per-
formed to generate a sequence for each pair of the initial-
1ization parameter and a prime number (selected using the
revision parameter). For example, 1f an mitialization param-
cter (seed) and a revision parameter that maps to two prime
numbers (primel and prime2) were received, then process
300 can be performed twice: once to generate a {irst
sequence using the seed and primel and a second time to
generate a second sequence using the seed and prime2. For
example, the first and second sequences can be used to
generate a data stream using another process (e.g., process
400 of FIG. 4, below).

At 302, an mitialization parameter and a prime number
are received, wherein the prime number 1s selected from a
constrained modified set of prime numbers. For example, the
initialization parameter can be received from a user mput or
from a computer program. In some embodiments, the ini-
tialization parameter comprises a seed value that 1s selected
from an address space (0, . . ., 2V-1), where N is selected
to be any positive mteger (e.g., 32). In some embodiments,
the prime number 1s selected by/mapped to by a recerved
revision parameter (e.g., a revision value associated with the
seed value). The prime number 1s selected from a modified
set of prime numbers that excludes “2” but includes “1” and
that is bounded/constrained by 2%-1.

At 304, a sequence 1s generated based at least 1n part on
the 1nitialization parameter and the prime number. In some
embodiments, the sequence is of length 2V. In various
embodiments, the first value of the sequence 1s the 1nitial-
1zation parameter (starting value or seed value). Each sub-
sequent value of the sequence 1s determined as a function of
the prior value in the sequence, the prime number, and 2".
For example, each subsequent value of the sequence 1is
determined as the sum of the prior value 1n the sequence and
the prime number and then the sum modulo 2%. In some
embodiments, sequences generated using the same 1mtial-
1zation parameter but diflerent prime numbers will not have
any blocks of values (e.g., 8 KiB 1n size) in common with
cach other.

An example of generating a sequence using an 1nitializa-
tion parameter (seed value) and a prime number 1s described
below:

Below are some defimitions that will be used by the
following examples:

prime: Any natural prime number

Prime: Set of natural prime numbers (2, 3, 5,7, ... )

PrimeM: A set of prime numbers that excludes 2 (even
though “2” 1s considered a prime number) from the set Prime
and includes 1 (even though 17 1s not considered a prime
number)

primeM: A member of the set PrimeM

PrimeN: Set of prime numbers that are less than 2”-1
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PrimeMN: Set of primeM numbers that are less than 2”V-1

Example sets of prime numbers:

Prime5=(2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31]

PrimeM5=[1, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31]

Prime6=(2, 3, 5,7, 11, 13, 17, 19, 23, 29, 31, 377, 41, 43,

47, 53, 59, 61]
PrimeM6=[1, 3, 5,7, 11,13,17,19, 23,29,31,37,41, 43,
47, 53, 59, 61]

Regarding the Set PrimeMN

For a given address space (0, . . ., 2™¥-1) and a given a
number s (seed value) in the chosen address space, 1f any
specific number from the PrimeMN set 1s added to seed
value s (with modulo-2"), then the resulting sequence will
repeat only after all numbers in the address space have been
visited. This 1s not true for the set PrimeN as this property
will not hold for the prime number 2. However, this property
also holds for the number 1. That 1s the reason for excluding
2 and including 1 to the set PrimeMN. In some embodi-
ments, set PrimeMN 1s sometimes referred to as a “con-
strained modified set of prime numbers.”

Below 1s an example of generating a sequence:

Address space 1s N=5 bits (so the address space includes
(0, ..., 31)),

PrimeM5 1s set [1, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31],

The selected seed value (e.g., the initialization parameter)
(which 1s any number between O . . . 31 inclusive) 1s 14,

The selected primeMS3S 1s 3.

The resulting sequence S(N, seed, prime) will be as
follows:

S(3, 14, 3)=

14, 17, 20, 23, 26, 29,0, 3, 6,9, 12, 15, 18, 21, 24, 27, 30,
1,4, 7,10, 13, 16, 19, 22, 25, 28, 31, 2, 5, 8, 11

The following table, Table 1, i1llustrates that the values of
sequence S(5, 14, 3) are obtained by using the seed value
(14) as the first value of the sequence and obtaining each
subsequent value 1n the sequence by incrementing the pre-

vious value in the sequence by the prime number (3) with
modulo 2=32:

TABLE 1
Start +3 +3 +3 +3 +3 +3 +3
+3 14 17 20 23 26 29 0 3 Next
+3 6 9 12 15 18 21 24 27  Next
+3 30 1 4 7 10 13 16 19  Next
+3 22 25 28 31 2 D 8 11 End

This holds true for any selected member from the set
PrimeMJ5.

In the above example, if the seed value was changed to 10
then the resulting sequence will be as follows:

S(3, 10, 3)=

10, 13, 16, 19, 22, 25, 28, 31, 2, 5, §, 11, 14, 17, 20, 23,
26,29,0,3,6,9,12, 15, 18, 21, 24, 27,30, 1, 4, 7

The following table, Table 2, 1llustrates that the values of
sequence S(5, 10, 3) are obtained by using the seed value
(10) as the first value of the sequence and obtaining each
subsequent value 1n the sequence by incrementing the pre-
vious value in the sequence by the prime number (3) with

modulo 27V =32:

TABLE 2
Start +3 +3 +3 +3 +3 +3 +3
+3 10 13 16 19 22 25 28 31 Next
+3 2 5 8 11 14 17 20 23 Next
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TABLE 2-continued
Start +3 +3 +3 +3 +3 +3 +3
+3 26 29 0 3 6 9 12 /5 Next
+3 18 21 24 27 30 1 4 7 End

The sequences S(5, 14, 3) and S(3, 10, 3) are basically the
same except for the rotation in the positions of their respec-
tive values. The values of sequence S(5, 14, 3) can be found
starting from value 14 of sequence S(5, 10, 3), which 1s
underlined 1n Table 2, above.

However, for example, 1f each value were represented by
32 bits, then 1f a different prime number 1s selected, then the
resulting sequence will not have any blocks (e.g., blocks that
are 8 KiB 1n size) of values 1n common with any other
sequence.

In another example where the seed value 1s 14 and the
selected primeM5 1s 5:

S(5, 14, 5)=

14,19,24,29,2,7,12,17,22,27,0,35, 10, 15, 20, 25, 30,
3, 8, 13, 18, 23, 28, 1, 6,11,16,21,26,31,4,9

The following table, Table 3, illustrates that the values of
sequence S(5, 14, 5) are obtained by setting the first value to
the seed value (14) and obtaining each subsequent value in
the sequence by incrementing the previous value in the
sequence by the prime number (5) with modulo 2V =32:

TABLE 3
Start +5 +5 +5 +5 +3 +5 +3
+35 14 19 24 29 2 7 12 17 Next
+5 22 27 0 5 10 15 20 25 Next
+35 30 3 8 13 18 23 2% 1 Next
+5 6 11 16 21 26 31 4 9 End

In the above example, if the seed value was changed to 10
then the resulting sequence will be as follows:

S(5, 10, 5)=

10, 15, 20, 25,30, 3, 8, 13, 18, 23, 28, 1, 6, 11, 16, 21, 26,
31, 4,9, 14, 19, 24, 29, 2,7, 12, 17, 22, 27, 0, 5

The following table, Table 4, illustrates that the values of
sequence S(5, 10, 5) are obtained by setting the first value to
the seed value (10) and obtaining each subsequent value in
the sequence by incrementing the previous value in the
sequence by the prime number (5) with modulo 2¥7>=32:

TABLE 4
Start +5 +5 +5 +5 +3 +5 +3
+35 10 15 20 25 30 3 8 13 Next
+3 18 23 28 1 6 11 16 21 Next
+35 26 31 4 9 14 19 24 29 Next
+3 2 7 12 17 22 27 0 5 End

The sequences S(3, 14, 5) and S(3, 10, 5) are basically the
same except for the rotation in the positions of their respec-
tive values. The values of sequence S(35, 14, 5) can be found
starting from value 14 of sequence S(5, 10, 5), which 1s
underlined 1n Table 4.

However, sequence S(5, 14, 5) does not have any (e.g., 8
KiB) blocks of (e.g., 32-bit) values in common with the
sequence S(5, 14, 3) or any other sequence S(5, seed, prime)
when the prime 1s any number other than 5.

The technique described above to generate a sequence 1s
an example and other techniques may be used to generate a
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sequence using a seed value and a prime number from a
constrained modified set of prime numbers.

FIG. 4 1s a flow diagram showing an embodiment of a
process of generating a data stream using prime numbers. In
some embodiments, process 400 1s implemented at system
100 of FIG. 1. Specifically, in some embodiments, process
400 1s implemented at quality assurance server 106 of

system 100 of FIG. 1.

At 402, an mitialization parameter 1s received. For
example, the 1nitialization parameter can be received from a
user mput or from a computer program. In some embodi-
ments, the mitialization parameter comprises a seed value
that is selected from an address space (0, . . ., 2¥-1), where
N 1s selected to be any positive iteger (e.g., 32).

At 404, a first sequence associated with a first prime
number and the 1nitialization parameter 1s obtained. In some
embodiments, each of two prime numbers 1s selected from

a modified set of prime numbers that excludes “2” but

includes “1” and that is bounded/constrained by 2"V-1. The
two prime numbers may comprise the same prime number or
different prime numbers. In some embodiments, the two
prime numbers are selected based on a received revision
parameter comprising a revision value. In some embodi-
ments, a first sequence 1s generated using the 1nmitialization
parameter and one of the two prime numbers using a process
such as process 300 of FIG. 3. In some embodiments, the
first sequence 1s received from another entity.

At 406, a second sequence associated with a second prime
number and the initialization parameter 1s obtained. In some
embodiments, a second sequence 1s generated using the
iitialization parameter and the prime number of the two
prime numbers that was not used to generate the first
sequence of step 404. In some embodiments, the second
sequence 1s generated using the initialization parameter and
the prime number of the two prime numbers that was not
used to generate the first sequence using a process such as
process 300 of FIG. 3. In some embodiments, the second
sequence 1s received from another entity.

At 408, a data stream 1s generated including by merging
the first sequence and the second sequence. In some embodi-
ments, merging the first sequence and the second sequence
includes interleaving the first and second sequences into a
new sequence that 1s referred to as the data stream. In some
embodiments, the data stream includes a sequence of alter-
nating values from the first and second sequences. For
example, 1I two sequences are to be merged to become the
data stream, and the first sequence comprises {S11, S12,
S13, ... } and the second sequence comprises {S21, S22,
S23, ...}, then merging the first and second sequences will
yield the following data stream {S11, S21, S12, S22, S13,
S23, . .. }. In some embodiments, the data stream is not
deduplicatable.

In some embodiments, more than two prime numbers
from the constrained modified set of prime numbers can be
selected based on the revision value and the data stream can
be generated by merging more than two sequences, each of
which 1s generated using the initialization parameter and a
respective prime number.

An example of generating a data stream using an initial-
1zation parameter (seed value) and at least two prime num-
bers 1s described below:

Two or more S sequences, as described above, can be used
to build a new merged sequence (data stream).

For example:

MS2 1s a merged sequence (data stream) ol two S
sequences, and has the following four parameters:

N Address space (0, ..., 2%-1),

seed The seed value (e.g., the mitialization parameter)
(the first value) of each of sequence #1 and sequence #2,
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primel A {irst prime number selected from set PrimeMN
for sequence S(N, seed, primel ),

prime2 A second prime number selected from set
PrimeMN for sequence S(N, seed, prime2).

MS2(N, seed, primel, prime2)=S(N, seed, primel )+S(N,
seed, prime2)

Similarly, MS3 1s a merged sequence (data stream) of
three S sequences, sequence #1, sequence #2, and sequence
#3, that has five parameters:

N Address space (0, . . ., 2V-1),

seed The seed value (e.g., the 1mtialization parameter)
(the first value) of each of sequence #1 and sequence #2,

primel A first prime number selected from set PrimeMN
for sequence S(N, seed, primel ),

prime2 A second prime number selected from set
PrimeMN for sequence S(N, seed, prime2),

prime3 A third prime number selected from set PrimeMN
for sequence S(N, seed, prime3).

MS3 (N, seed, primel, prime2, prime3)=

S(N, seed, primel)+S(N, seed, prime2)+S(N, seed,
prime3)

For example, given N=5, seed=14, primel=3 and
prime2=5, the sequence MS2 (35, 14, 3, 5) (data stream) 1s
produced by alternately inserting one value from each
individual sequence S(5, 14, 3) and S(5, 14, 5) into a merged
sequence.

MS2(5, 14, 3, 5)=

14, 14, 17, 19, 20, 24, 23, 29, 26, 2, 29,7,0, 12,3, 17, 6,
22,9,27,12,0, 13, 5, 18, 10, 21, 15, 24, 20, 27, 25, 30, 30,
1,3,4,8,7,13, 10, 18, 13, 23, 16, 28, 19, 1, 22, 6, 25, 11,
28, 16, 31, 21, 2, 26, 5, 31, 8, 4, 11, 9

The following table, Table 5, illustrates that the values of
data stream MS2(5, 14, 3, 5) are obtained by alternately
inserting a value from sequence S(35, 14, 3) and a value from
sequence S(5, 14, 5) (the values of each sequence are
individually displayed with Table 1 and Table 3, above) into
a merged sequence:

TABLE 5

Start Start +3 +3 +3 +5 +3 +3
14 14 17 19 20 24 23 29
26 2 29 7 0 12 3 17

6 22 9 27 12 S, 15 bl
18 10 21 15 24 20 27 25
30 30 1 3 4 8 7 13
10 18 13 23 16 28 19 !
22 9] 25 1] 28 16 31 21

2 20 5 31 8 4 11 9

Note 1n Table 5 above, the values from sequence S(5, 14,
5) are shown 1n 1talics while the values from sequence S(3,
14, 3) are not shown 1n 1talics.

In another example, given N=3, seed=10, primel=3 and
prime2=3, the sequence MS2(5, 10, 3, 35) 1s produced by
alternately inserting one value from each of individual
sequences S(5, 10, 3) and S(5, 10, 5) into a merged
sequence.

MS2(5, 10, 3, 5)=

10, 10, 13, 15, 16, 20, 19, 23, 22, 30, 25, 3, 28, 8, 31, 13,
2,18,5,23,8,28,11,1, 14,6, 17, 11, 20, 16, 23, 21, 26, 26,
29,31,0,4,3,9,6, 14,9, 19, 12, 24, 15, 29, 18, 2, 21, 7,
24, 12,27, 17,30, 22, 1,27, 4,0, 7, 5

The following table, Table 6, illustrates that the values of
data stream MS2(5, 10, 3, 5) are obtained by alternately
iserting a value from sequence S(3, 10, 3) and a value from
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sequence S(5, 10, 35) (the values of each sequence are
individually displayed with Table 2 and Table 4, above) into

a merged sequence:

TABLE 6

Start Start +3 +3 +3 +5 +3 +3
10 10 13 15 16 20 19 25
22 30 25 3 28 & 31 I3
2 I8 5 23 8 28 11 !
14 9] 17 11 20 16 23 21
26 20 29 31 0 4 3 9
6 14 9 19 12 24 15 29
18 2 21 7 24 12 27 17
30 22 1 27 4 4, 7 h]

Note 1n Table 6 above, the values from sequence S(3, 10,
5) are shown 1n 1talics while the values from sequence S(3,
10, 3) are not shown 1n 1talics.

It was shown above that sequences S(N, seedl, prime)
and S(N, seed2, prime) 1included the same values except for
the rotation in the positions of their respective values. This
does not hold true for the data stream, MS2. As shown with
the two examples of data stream MS2, each seed value
produces an entirely new data stream. Note that the pattern/
consecutive values of 14 and 14 appear only 1n data stream
MS2(5, 14, 3, 5) and not 1n merged sequence data stream
MS2(5, 10, 3, 3).

Using the merging of two sequences as described above,
2 data streams (one for each seed value in the address
space) can be generated for any given pair of prime numbers
(primel, prime2). Each data stream determined from merg-
ing two sequences has 2*2" values.

Assume that N=32 (the most often used size 1n bits of an
unsigned integer) then the length of the data stream MS2(32,
seed, primel, prime2) will be as follows:

2*%(2°%) unsigned integers of 32 bit size or 4*2%(2°%)
bytes=32 gigabytes (Gi1B).

As such, a data stream MS2(32, seed, primel, prime2)
will repeat after exactly 32 GiB. Put another way, each seed
value will provide a new data stream and if N=32, then 2°~
seed values are available to use to build approximately 4
billion data streams where each data stream will be exactly
32 (1B long.

In some embodiments, each revision value (e.g., the
revision parameter) with respect to a given seed value
uniquely maps to a first prime number of a fixed value and
a second prime number that 1s associated with a position
within the constrained modified set of prime numbers that

matches the revision value. For example, each pair of prime
numbers can be represented by (primel, prime2). For
example, given seed=10; revision 0 can map to the pair of
primel=3 and prime2=1, revision 1 can map to the pair of
primel=3 and prime2=3, revision 2 can map to the pair of
primel=3 and prime2=5, revision 4 can map to the pair of
primel=3 and prime2=7/, and so forth.

In some embodiments, each revision value (which maps
to a different pair of prime numbers (primel, prime2)) for a
given seed value can be used to generate a data stream that
1s distinct from any data stream that 1s generated from the
same seed value and any other revision value. In some
embodiments, each revision value (which maps to a different
pair ol prime numbers (primel, prime2)) for a given seed
value can be used to generate a data stream that 1s distinct
from any data stream that 1s generated from any other seed
value and revision value.
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Because for a given seed value, merged sequence data
stream MS2(32, seed, primel, prime2) will repeat after
approximately 32 (1B, 1f the desired application of the data
stream requires a data stream to be longer than 32 Gi1B, then
one or more enhancements can be performed to increase the
length of the data stream.

Below are some example enhancements that can be
performed to increase the length of a data stream:

Enhancement #1:

MS2 comprises two simple sequences S(N, seed, primel )
and S(N, seed, prime?2).

This enhancement automatically alters the prime used for
the first sequence (primel) to a new value when the repeti-
tion 1s about to occur.

This enhancement allows for a very large sequence to be
built as long as we have a prime number available.

Enhancement #2:

Let each value of a sequence be represented by 64 bits.
Therefore, let N=64 (instead of N=32). Where N=64, a
generated data stream will not repeat for approximately
2%(2™°%) unsigned integers of 64 bit size or 8*2%(2°%)
bytes=256 exabytes.

Enhancement #3:

More than two sequences are merged together to generate
a data stream.

For example:

A merged sequence data stream that includes three
sequences can be represented as MS3(N, seed, primel,
prime2, prime3).

Depending on the merging mode utilized, this can pro-
duce extremely long sequences.

The technique described above to generate a data stream
1s an example and other techniques may be used to generate
a data stream using a seed value and at least two prime
numbers selected from a constrained modified set of prime
numbers.

In some embodiments, as described above, each seed
value can be used to generate data streams that are distinct
from data streams generated with any other seed values and
a given seed value with a revision value can be used to
generate a data stream that 1s distinct from a data stream
generated with the given seed value and any other revision
value. Therefore, 1n certain applications, diflerent seed val-
ues and/or revision values can be assigned to different users
involved 1n performing quality assurance such that each
group ol users and/each user 1n a group can perform testing
on their respective data stream (generated with a given seed
value and revision value) without impacting the testing
performed by any other user. For example, each group of
users (e.g., 1n a quality assurance team) can be assigned a
seed value and each user within a group can be assigned a
revision value with respect to that group’s assigned seed
value so each user within the group can use their respec-
tively assigned seed value and revision value to generate a
data stream distinct from each other’s.

In some embodiments, a data stream comprising the
merging (e.g., interleaving) of two (or more) sequences can
be generated in memory using a small memory footprint.
Below 1s pseudocode that describes one example implemen-
tation of a data stream generation engine as described in
some embodiments:

The following four varniables can be created and stored 1n
memory:

primel

prime?2

accumulator)

accumulator]
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The inputs to the data stream generation engine are seed
(e.g., the mitialization parameter), primel (e.g., a first prime
number), and prime2 (e.g., a second prime number). The
variables are initialized using the input parameters:

Set accumulatorl=seed

Set accumulator2=seed

Set accumulatorl=accumulatorl +primel

Set accumulator2=accumulator2+prime?2

As will be shown 1n further detail below, accumulatorl

represents the values from a first sequence generated using,
seed and primel and accumulator2 represents the values
from a second sequence generated using seed and prime?2.

The values of the data stream are generated by alternately
outputting a value from each of the two sequences. As such,
in the pseudocode below, the data stream 1s generated by
alternately outputting a value from each of accumulatorl
and accumulator2 and modifying both accumulatorl and
accumulator2 after outputting from accumulatorl and accu-
mulator2. The below pseudocode for outputting the values
of the data stream can be repeated until a stop condition 1s
met (e.g., the stop condition can be that either of the output
of accumulatorl or accumulator2 i1s the same as a value
previously output by accumulator] or accumulator2, respec-
tively, which indicates that the values of the data stream are
starting to repeat).

Output accumulatorl

Output accumulator?2

Set accumulatorl=accumulatorl +primel

Set accumulator2=accumulator2+prime?2

The data stream generation as described in the above
example implementation 1s extremely fast because only two
ADD operations are used.

Embodiments of veritying a data stream are described
herein. In various embodiments, a data stream generated in
accordance with the embodiments described above can be
verified without another copy (e.g., a master copy) of the
data stream and without the parameters that were used to
generate the data stream (e.g., the imitialization parameter, a
first prime number, a second prime number). A verification
capability that does not require another copy (e.g., a master
copy) of the data stream for comparison purposes 1s mvalu-
able for proving the correctness of a storage system. For
example, a verification capability that does not require
another copy of the data stream for comparison purposes (or
cven the parameters that were used to generate the data
stream) can free up storage space that would have otherwise
been used to store the other copy of the data stream and/or
the parameters. In various embodiments, verification can be
performed on any part of a data stream. A seli-verification
capability 1s valuable for proving the store and restore
capabilities of a storage system.

A data stream may be verified for correctness 1n various
different applications. For example, to verily a data stream
for correctness 1s to confirm that the data stream 1s actually
the merging (e.g., interleaving) of two sequences (e.g., each
of which 1s generated using a process such as process 300 of
FIG. 3, above). In a first example application, data stored at
a storage device associated with a data stream 1s restored and
the restored version of the data stream can be verified to test
the eflectiveness of storing and/or restoring techniques. In a
second example application, a newly generated data stream
can be verified to confirm that the data stream had been
correctly generated.

FIG. 5 1s a flow diagram showing an embodiment of a
process ol verilying a data stream. In some embodiments,
process 500 1s mmplemented at system 100 of FIG. 1.
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Specifically, in some embodiments, process 500 1s 1mple-
mented at quality assurance server 106 of system 100 of
FIG. 1.

In some embodiments, process 500 describes an example
of performing verification on a data stream that was gener-
ated by merging (e.g., interleaving) two sequences (e.g.,
using a process such as process 400 of FIG. 4). In some
embodiments, process 500 describes an example of perform-
ing verification on a non-compressible data stream that was
generated by merging (e.g., interleaving) two non-compress-
ible sequences (e.g., using a process such as process 1200 of
FIG. 12, below). As will be described 1n further detail below,
process 500 deduces the two (e.g., unconstrained or con-
strained) prime numbers associated with the respective two
sequences and uses these two prime numbers to verily the
(e.g., compressible or non-compressible) data stream.

At 502, a data stream 1s received. For example, the data
stream 1s restored from data stored at a storage device (e.g.,
by a quality assurance server such as quality assurance
server 106 of system 100 of FIG. 1). In another example, the
data stream 1s recently generated (e.g., by a quality assur-
ance server such as quality assurance server 106 of system
100 of FIG. 1).

At 504, a first prime number 1s determined based at least
in part on a diflerence between a first pair of non-consecu-
tive values from the data stream. Each of the two sequences
that were 1nterleaved to generate the data stream 1s based on
a prime number and the 1nitialization parameter (e.g., seed
value). Each of the two sequences iitially starts with the
seed value plus the prime number associated with that
sequence and each subsequent value 1s generated by a prior
value plus the prime number associated with that sequence.
As such, the difference between every other value of the data
stream should equal one of the two prime numbers associ-
ated with the sequences that were interleaved to form the
data stream. For example, a first prime number can be
deduced as the diflerence between a pair of values of the
data stream that are separated by a value (e.g., the Xth an
(X+2)th values of the data stream).

At 506, a second prime number 1s determined based at
least 1n part on a difference between a second pair of
non-consecutive values from the data stream. Similarly, a
second prime number can be deduced as the difference
between another pair of values of the data streams that are
separated by a value (e.g., the (X+1)th and (X+3)th values
of the data stream).

At 508, the first prime number and the second prime
number are used to verily the data stream. Once the first and
second prime numbers have been deduced, the data stream
(or any portion thereof) can be verified based on determining,
whether the difference between pairs of values separated by
a value of the data stream matches one of the first and second
prime numbers. In some embodiments, while the initializa-
tion parameter comprising a seed value was used to generate
the data stream, the seed value 1s not used 1n veritying the
data stream and therefore does not need to be determined.

In some embodiments, a data stream consists of two
interleaved sequences each based upon their own prime
number resulting 1n a data stream that 1s not deduplicatable.
For example, each sequence starts with the seed value (seed)
plus their individual prime (primel or prime2) and subse-
quent values are generated by the prior value plus their
individual prime. Therefore, the values 1n a data stream 1n
some embodiments are (where value[ X] represents the value
in position X 1n the data stream):

seed (1n hexadecimal)=0EOOOO00OE, primel (in hexadeci-
mal)=0103050D, prime2 (1n hexadecimal )=0305070B
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valuel=seed+primel OF03051B=0E00000E+0103050D
value2=seed+prime2 11050719=0E00000E+0305070B

value3=valuel +primel 10060A28=0F03051B+
0103050D

valued4=value2+prime?2 140A0E24=11050719+
03050708

valueS5=value3 +primel 11090F35=10060A28+
0103050D

value6=valued+prime?2 170F152F=140A0E24+
03050708

value/=value5+primel 120C1442=11090F35+0103030D

value8=value6+prime?2 1A141C3A=170F152F +
03050708

In this data stream, the first value and every other value
are from the sequence generated with primel (the values
above written 1n bold) and the second value and every other
value are from the sequence with prime2 (the values written
not 1n bold).

The difference of the Xth and (X+2)th values 1s either
primel 1f the Xth value was from the first sequence or
prime2 if the Xth value was from the second sequence.

seed (1n hexadecimal )=0EO000OE, primel (1n hexadeci-
mal)=0103030D, prime2 (in hexadecimal)=0305070B

value3-valuel=primel 10060A28—
O0F03051B=0103050D

value4-value2=prime2 140A0E24-
11050719=0305070B

value5-value3=primel 11090F35-
10060A28=0103050D

value6—valued=prime?2 1"70F152F -

140A0E24=0305070B

value/-value5=primel 120C1442-11090F35=0103030D

value8-value6=prime2 1A141C3A-
1’70F152F=0305070B

As shown above, four consecutive values of the data
stream are enough to determine the two prime numbers
(primel and prime2). Once the values of primel and prime?2
are deduced, the correctness of the entire data stream can be
established as all subsequent values must be equal to the
prior value plus an alternating primel and prime2 value.

For verification, the mput can be at least a portion from
the start or middle of the data stream. In various embodi-
ments, values for primel and prime2 can be deduced and the
entire data stream verified as long as a minimum of four
values of the data stream are made available.

The following 1s pseudocode that shows the example
steps that will cause the portion of the data stream compris-
ing value3, valued, value5, value6, value7 and value8 to be
verified. Note: The data stream started with valuel but the
data stream verification 1s being attempted from value3.

Input: value3

save value3 1 accumulator]

Input: value4

save valued4 1n accumulator2

Input: value5

save diflerence of value5 and accumulator]l 1n primel

save value5 1n accumulator]

Input: value6

save diflerence of value6 and accumulator2 in prime?2

save value6 1 accumulator2

At this point, the primel and prime2 values are deduced.

Input: value7

ensure that the difference of value7 and accumulator 1
equals primel

save value7 1 accumulator 1
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Input: value8

ensure that the difference of value8 and accumulator2
equals prime2

save value8 1n accumulator2

As shown above, in some embodiments, primel and
prime2 associated with a data stream to be verified can be
derived just from four (e.g., in1tial) values of the data stream.
In some embodiments, the seed value can also be derived
using the (e.g., mitial) four values and the values for the
primel and prime2. In various embodiments, the seed value
1s not required for verification but can be deduced and
reported (e.g., to enable the regeneration of the exact same
data stream 11 desired).

If primel 1s repeatedly added to the first value of the data
stream and prime2 1s repeatedly added to the second value
ol the data stream and when both the accumulators are equal,
the seed 1s found.

Since the 1mitial value of each interleaved sequence 1s
value=seed+prime and all succeeding values are
value=value+prime, given enough additions of prime to
value, value will at some point be equal to seed due to
modulo arithmetic wrap around.

Therefore, the seed can be deduced by repeatedly per-
tforming the following additions, described in pseudocode,
as required:

value_from_primel_sequence=value from_primel_
sequence+prime]

value from_prime2
sequence+prime?2

Until value from_primel sequence=value_from_prime2
sequence. The two values will be equal only when they are
both equal to the seed value, seed.

In some embodiments, a data stream comprising the
merging (e.g., interleaving) of two (or more) sequences can
be verified 1n memory using a small memory footprint.
Below 1s pseudocode that describes one example implemen-
tation of a data stream verification engine as described in
some embodiments:

The following six variables can be created and stored 1n
memory:

primel

prime2

accumulator)

accumulator2

next_step=Initialization#1

result=true

In step Imitialization#1, accumulator 1 1s mitialized by
inputting a first value of the data stream to be used in the
verification process:

Set accumulatorl=value

Set next_step=Inmitialization#2

In step Imitialization#2, accumulator2 i1s initialized by
inputting a next value of the data stream:

Set accumulator2=value

Set next_step=Initialization#3

In step Imtialization#3, the difference between a next
value of the data stream and accumulator 1 1s set as primel :

Set primel=value-accumulator 1

Set accumulatorl=value

Set next_step=Imitialization#4

In step Imitialization#4, the difference between a next
value of the data stream and accumulator? 1s set as prime?2:

Set prime2=value—-accumulator2

Set accumulator2=value

Set next step=Verity#1

sequence=value from_prime2_
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In step Verify#1, 1t 1s checked whether the difference
between the next value of the data stream and accumulator]
equals primel:

if (value—accumulatorl) does not equal primel then set
result to false

Set accumulatorl=value

Set next step as Verily#2

In step Verity#2, it 1s checked whether the difference
between the next value of the data stream and accumulator?2
equals prime2:

if (value—accumulator2) does not equal prime2 then set
result to false

Set accumulator2=value

Set next step as Veriiy#1

Verity#1 and Verily#2 are alternately performed until a
stop condition 1s met (e.g., the end of the data stream has
been reached). If result 1s ever set to false, then the data
stream cannot be verified to be correct. However, 1f result
remains set to true after the stop condition i1s met, then the
data stream 1s verified to be correct.

The data stream verification as described in the above
example implementation 1s extremely fast because only a
few subtraction operations are used.

Embodiments of generating data that 1s not compressible
are described herein. A data stream used for testing may be
first compressed. I the data stream 1s compressible, then the
size of the compressed data set (plus the overhead data
associated with compression) will most likely be smaller
than the size of the original data stream. However, in certain
testing scenarios, it may be desirable to preserve the (ap-
proximate) size ol the data stream even 1f the data stream
undergoes a compression process so as to better observe the
cllectiveness of a separate process that 1s applied to the data
stream. Given a method to generate a data stream that 1s not
compressible, other methods can then be used to generate a
data stream with a specific level of compression. In certain
testing scenarios the specification of a specific compression
level 1s very desirable.

For example, a 2 1B data stream may be compressed into
a 1.5 G1B data stream prior to a test deduplication process.
In the test deduplication process, the test data stream 1s to be
compared against previously stored data of which 0.5 G1B 1s
known to be common to the uncompressed 2 (Gi1B data
stream. However, 1f the compressed 1.5 GiB data stream 1s
compared to the previously stored data 1n the deduplication
process and 0.4 Gi1B of the compressed 1.5 Gi1B data stream
1s determined by the deduplication process to be common to
the previously stored data, then because of the eflect of
compression on the tested data stream, 1t 1s unclear whether
the 0.1 1B discrepancy 1n the deduplication 1s a result of a
fault 1n the deduplication process or the compression tech-
nique. As such, 1 some embodiments, a data stream 1s
generated to be non-compressible so that a particular testing
technique (e.g., of deduplication) with the data stream can be
isolated from any compression techniques that may be
applied to the data stream.

In some embodiments, deduplication systems deal with
data 1n “blocks.” A deduplication system can use either fixed
or variable sized blocks. An example of variable block sizes
1s block sizes ranging from 4 KiB to 12 KiB with an average
s1ze o1 8 KiB. The data streams can be segmented at certain
natural boundanes and variable sized blocks are created. The
blocks that are duplicates (of previously stored data) are
detected and only the unique blocks are stored in the
deduplication storage. Instead of storing a duplicate block
multiple times, a reference to the previously stored block 1s
stored. The reference requires significantly less storage

10

15

20

25

30

35

40

45

50

55

60

65

22

space than the duplicate data blocks would have required. In
the event that the deduplication process occurs at a client
that 1s remote from the server associated with the dedupli-
cation storage, detection of duplicate blocks results 1n sig-
nificantly less network bandwidth than sending the actual
block data from the client to the server. Requiring less
storage space and less network bandwidth 1s traded for
requiring more CPU cycles for duplicate block detection,
duplicate block reference storage, and lookup and duplicate
block retrieval.

Many compression techniques deal with data at the bit
and byte level. Compression techniques typically replace
occurrences ol often repeated series of bytes in the data with
a reference or code value that 1s smaller than the often
repeated sequence of bits or bytes. For example, replacing
frequent multiple occurrences of a repeated series of three
byte values with a one byte code throughout a data set
reduces the size of a data set, which then requires less
storage to store the data set. A compressor builds a diction-
ary of smaller sequences on-the-fly that are used to replace
larger sequences. A compressed data set also requires less
network bandwidth to transfer. Requiring less storage space
to store a data set and less network bandwidth to transfer a
data set 1s traded for requiring CPU cycles for compression
and decompression.

In some embodiments, deduplication systems perform
both duplicate data set block detection and data set com-
pression. Data blocks can be compressed before or after
duplicate block detection.

In some embodiments, each value in a sequence or 1n a
data stream, which comprises merging two or more
sequences, can be represented 1n hexadecimal. Examples of
using hexadecimal to represent values are described below:

Note that all commas and underscores used below are
merely for easier reading of the digits of a number.

Computers store all values in binary (base 2). Each
additional bit represents another power factor of 2. One bit
(2'=2 values) can store the values 0, 1 in decimal and 0, 1
in binary. Two bits (2°=4 values) can store the values 0, 1,
2, 3 in decimal or 00, 01, 10, 11 in binary. Four bits (2*=16
values) can store the values 0, 1, 2, 3,4, 5,6,7,8,9, 10, 11,
12, 13, 14, 15 1n decimal or 0000, 0001, 0010, 0011, 0100,
0101, 0110,0111, 1000, 1001, 1010, 1011, 1100, 1101, 1110,
1111 1n binary. We now have four bits described. Four bits
is called a “nibble.” Using the same math, eight bits (2°=256

values) can store the values 0 to 235 i decimal or
0000_0000 to 1111_1111 in binary. Fight bits 1s called a

“byte” and consists of two mibbles. If a number were
represented by N bits, the highest value storable is 2V-1 bits.
Referring back to the four bit (2%=16 values) example, the
four bits can be perceived as a single digit or a two digit
decimal number from O to 15, or a single four digit binary
number from 0000 to 1111. For convenience, base 16 1s also
used to represent the sixteen values of a four bit nibble using
the single hexadecimal digits O to 9 and Ato F. The Ato F
hexadecimal digits can also be 1n lower case. The sixteen
four bit values 1n hexadecimal are O, 1, 2, 3, 4, 5, 6, 7, 8, 9,
A, B, C, D, E, F. In order to distinguish a hexadecimal
number from a decimal number, 1t 1s generally written with
a prefix of “0x” or a sullix of “hexadecimal” or “hex.”
Similarly, for convenience, an eight bit number can also
be perceived as two four bit nibbles. Since a single hexa-
decimal digit represents each four bit nibble value, two
hexadecimal digits represent two four bit mbbles. Together,
two four bit nibbles represent a full eight bit byte value. In
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other words, an eight bit byte can be represented by two
hexadecimal digits, where each digit can be one 01 0 to 9 or
A to F.

Example eight bit (byte) values imn decimal, binary, and
hexadecimal representations:

0 decimal, 0000_0000 binary, 00 hex (or 0x00)

10 decimal, 0000_1010 binary, OA hex (or Ox0A)

50 decimal, 0011_0010 binary, 32 hex (or 0x32)

203 decimal, 1100_1011 binary, CB hex (or 0xCB)

255 decimal, 1111_1111 binary, FF hex (or OxFF)

It 32 bits were used to represent a value, the largest
decimal value that can be represented is 2°°-1=4,294,967,
295. As such, 32 bits can be used to represent just over
4,000,000,000 decimal or 4 billion values, 2°°=4,294,967.
296, ranging from O to 4,294,967,2935. For convenience, a
32-bit number 1s frequently perceived as four sets of eight
bits or four bytes. Each byte’s value 1s written using two
base 16 digits. There 1s one hexadecimal digit for each
nibble 1 a byte. This 1s more convenient because with
practice, one can “see” the individual bits by looking at the
four bit base 16 nibbles and their digits. It 1s also easier to
remember and write AO28FCI1D 1nstead of 2687040541.

An example 32-bit value 1n binary, decimal and hexa-
decimal representations:

1010_0000_0010_1000_1111_1100_0001_1101
(very hard to remember, all bits visible)

AO_28 FC_1D hex (easier to remember and the under-
lying four bit sets can be seen)

2,687,040,541 decimal (around 2.687 billion) (harder to
remember, bit sets obscured)

In some embodiments, a data stream 1s generated as
described 1n some embodiments with 32-bit values, at least
some ol which may include component eight bit or byte
values that can repeat and therefore be replaced by a shorter
sequence ol bits or bytes. As such, such data streams are
compressible. A compressor can locate and replace larger
sequences of byte values that repeat within the data stream
with a smaller sequence of bits or bytes, thereby reducing
the storage required to store the data stream.

Below are some examples of 32-bit values 1n decimal

representation and their byte values in hexadecimal:
17 decimal—00 00 00 11 hex

3,439,329,280 decimal—CD_00_00_00 hex

2,818,572,318 dectimal-—A8_00_00_1E hex

31,247 decimal—00 00 7A_OF hex

287,456,068 decimal—11_22_3B_ 44 hex

4,179,770,180 decimal—F9_22 3B_44 hex

A compressor may locate the repeated multiple byte
sequences 00_00 or 00_00_00 or 22_3B_44 across the
different 32-bit values 1n the data stream.
In various embodiments, a prime number, primeM (a
member of set of prime numbers PrimeM that includes *“1”
and excludes “2” and from an address space defined by
(0, . .., 2%-1)) that meets a predetermined set of criteria is
specially 1dentified as a “constrained” prime number, which
can be used to generate non-compressible sequences and
non-compressible data streams, which comprise a merging
of multiple such sequences. In some embodiments, the
predetermined set of criteria for a “constrained” N-bit prime
number comprises 1) that a constrained prime number
comprises a prime number from a set of prime numbers that
1s modified to exclude “2” and include “1” and 1s also
constrained/bounded by 2V-1 2) that each component value
of the constrained prime number comprises a prime number
from the set of prime numbers that 1s modified to exclude
“2” and include “1” and 3) that none of the component
values of the constrained prime number are duplicates. In

binary

10

15

20

25

30

35

40

45

50

55

60

65

24

some embodiments, a constrained prime number 1s repre-
sented by N bits and each component value of the con-
strained prime number comprises a subset of the values (e.g.,
a byte) of the constrained prime number.

In actual implementation, the number of bits to use to
represent a value, N, can be selected to be of various values.
For purposes of illustration, in various examples below, N 1s
selected to be 32 bits. A constrained 32-bit prime number
comprises four component eight bit byte values that are each
a prime number in the range 0 to 2°-1 (=255) (including “1”
and excluding “2”) and that no byte prime number 1s a
duplicate within the same 32-bit prime number. Put another
way, the component byte values of a prime number p of
N=32 bits can be represented as p3p2plp0 and p would be
identified as a constrained prime number 1f each of p0, pl,
p2, and p3 1s a prime number 1n the range 0 to 255 (including
“1” and excluding “2”") and none of p0, pl, p2, and p3 were
duplicates. This avoids the case where bytes 1n a data stream
were not umiformly distributed, which most of the time 1s for
lower values of primes. Therefore, a compressor can no
longer locate any repeated multiple byte sequences 1n the
sequence or data stream.

The following table shows all primes that are members of
PrimeMS8 (PrimeMS 1s a modified set of prime numbers that
excludes “2” but includes “1” and that 1s bounded/con-
strained by 2°-1=255) set:

PrimeM8=[1,3,5,7,11,13,17,19, 23,29,31,37,41, 43,
4’7, 53, 59, 61,

67,71, 73,79, 83, 89, 97, 101, 103, 107, 109, 113, 127,
131, 137, 139, 149, 151,

157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 211,
223, 227, 229, 233, 239, 241, 251]

In hexadecimal representation, PrimeM8=[01, 03, 05, 07,
0B, 0D, 11, 13, 17,

1D, 1F, 25, 29, 2B, 2F, 35, 3B, 3D, 43, 47, 49, 4F, 33, 59,
61, 65, 67, 6B, 6D, 71, 7F, 83, 89, 8B, 95, 97, 9D, A3, A7,
AD, B3, B3, BE, C1, C5, C7, D3, DF, E3, E35, E9, EF, F1,
FB]

Where N=32 bits, any member of the set PrimeM32
(PrimeM32 1s a modified set of prime numbers that excludes
“2” but includes “1” and that 1s bounded/constrained by
2°°-1=4,294,967,295) that has individual component byte
values outside of the PrimeM8 members are not constrained
prime numbers and therefore not considered for non-com-
pressible data generation.

Any member of the set PrimeM?32 that has duplicate
individual component byte values (PrimeM8 members) are
also not constrained prime numbers and therefore not con-
sidered for non-compressible data generation.

The component byte values 1n an unconstrained primeM
number can be any value from O to 255 dec or 00 to FF hex.
One or more of the four component byte values (PrimeMS8
members) within an unconstrained 32-bit value can be the
same (duplicate). This results in generated data that 1s
compressible. Below are three example 32-bit values (with
four component byte values) represented as decimal and
hexadecimal that do not meet the three predetermined cri-
teria for constrained prime numbers and are therefore uncon-

strained prime numbers:
A) 11 decimal, 00_00_00_0B hex

B) 16,777,729 decimal, 01_00_02_01 hex

C) 16,777,751 decimal, 01_00_02_17 hex

In the example above, the hexadecimal representation of
value A 1ncludes duplicate “00” byte values and also non-
prime value “00,” the hexadecimal representation of value B
includes duplicate “01” byte values and also non-prime
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value “00,” and the hexadecimal representation of value C
includes non-prime value “00.” Theretfore, each of values A,
B, and C are compressible.

Below are two example 32-bit values (with four compo-
nent byte values) represented as decimal and hexadecimal
that do meet the three predetermined criteria for constrained

prime numbers:
D) 16,975,117 decimal, 01_03_05_0D hex

E) 50,661,131 decimal, 03_05_07_0B hex

In the example above, the hexadecimal representations of
values D and E are each a prime number, the four component
byte values of each are prime numbers, and none of the four
component byte values of each of values D and E are
duplicates. Therefore, each of values D and E are not
compressible.

Generally, the component byte values i a constrained
primeM number must each be a primeM number in the range
0 to 255 decimal or 00 to FF hex, and all four component
byte values must have a different value.

FIG. 6 1s a diagram showing a table that includes sample
constrained and unconstrained 32-bit primeM values to help
explain how a primeM value 1s determined to be constrained
or unconstrained. In FIG. 6, a primeM value that 1s “good”
1s a constrained prime number that will result 1n generated
data that cannot be compressed and a primeM value that 1s
“bad” 1s an unconstrained prime number that may result 1n
generated data that may be compressed.

FIG. 7 1s a flow diagram showing an embodiment of a
process for identifying a set of constrained prime numbers.
In some embodiments, process 700 1s implemented at sys-
tem 100 of FIG. 1. Specifically, in some embodiments,
process 700 1s implemented at quality assurance server 106
of system 100 of FIG. 1.

Process 700 1s an example process of 1identitying a set of
constrained prime numbers from a set of numbers con-
strained by N bits by 1iterating through each number of the
set and determining whether the number meets a predeter-
mined set of criteria associated with steps 704, 706, and 708
required for a constrained prime number. As described
herein, a constrained prime number can be used with an
initialization parameter to generate a non-compressible
sequence.

At 702, a (next) number from a constrained set of num-
bers 1s obtained. For example, if N=32 baits, then the con-
strained set of numbers includes (0, . . ., 2°°-1).

At 704, 1t 1s determined whether the number 1s a prime
number. In various embodiments, the prime number 1s from
a set of prime numbers that 1s modified to exclude “2” and
include “1” and is also constrained/bounded by 2V-1. In the
cevent that the number 1s a prime number, control 1s trans-
ferred to 706. Otherwise, 1n the event that the number 1s not
a prime number, control 1s transferred to 712.

At 706, 1t 1s determined whether each component value of
the number 1s 1tself a prime number. In some embodiments,
the size of each component value of the number 1s a byte
(e1ght bits). For example, 1f N=32 bits and the size of each
component value 1s a byte, then each number p of the
constrained set would have four component byte values
p3p2plp0. For example, each component byte value of
p3p2p1p0 should be a prime number from a set of prime
numbers that 1s modified to exclude “2” and include “1” and
within range 0 to 255 (set Prime8). In some embodiments,
the size of each component value of the number 1s dependent
on the size with which a particular compression technique
determines compression. In the event that the each compo-
nent value of the number 1s a prime number, control 1s
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transterred to 708. Otherwise, 1n the event that not every
component value of the number 1s a prime number, control
1s transferred to 712.

At 708, 1t 1s determined whether there 1s a duplicate
component value 1n the number. There should not be any
duplicates among the component values of a constrained
prime number. Put another way, each component value of a
constramned prime number must be different from each other.
Returning to the former example, 11 N=32 bits and the size
ol each component value 1s a byte, then there should be no
duplicate component values among the four component byte
values p3p2p1p0 of number p. In the event that there are no
duplicate component values 1n the number, control 1s trans-
terred to 710. Otherwise, 1n the event that there are duplicate

component values 1n the number, control 1s transierred to
712.

At 710, the number 1s included in a set of constrained
prime numbers. If the number meets the three criteria of
steps 704, 706, and 708, then the number 1s determined to be
a constrained prime number and included 1n a set of con-
strained prime numbers.

At 712, 1t 1s determined whether there 1s at least one more
number in the constrained set of numbers. In the event that
there 1s at least one more number 1n the constrained set of
numbers, control 1s returned 702. Otherwise, 1n the event
that there are no more numbers in the constrained set of
numbers, process 700 ends.

FIG. 8 1s a flow diagram showing an embodiment of a
process for generating a non-compressible sequence using
an 1mtialized parameter and a constrained prime number. In
some embodiments, process 800 1s implemented at system
100 of FIG. 1. Specifically, in some embodiments, process
800 1s implemented at quality assurance server 106 of
system 100 of FIG. 1.

At 802, an mitialization parameter 1s received. For
example, the initialization parameter can be received from a
user mmput or from a computer program. In some embodi-
ments, the iitialization parameter comprises a seed value
that is selected from an address space (0, . . ., 2¥-1), where
N 1s selected to be any positive mteger (e.g., 32).

At 804, a constrained prime number 1s determined,
wherein the constrained prime number comprises a plurality
of component values, wherein each of the plurality of
component values comprises a prime number, wherein each
of the plurality of component values 1s different. In some
embodiments, a constrained prime number 1s selected from
the 1dentified set of constrained prime numbers based on a
received revision parameter (e.g., associated with the 1ni-
tialization parameter). In some embodiments, a constrained
prime number 1s selected from the identified set of con-
strained prime numbers based on any appropriate technique.
In some embodiments, a set of constrained prime numbers
can be 1dentified using a process such as process 700 of FIG.
7.

At 806, a non-compressible sequence 1s generated based
at least 1 part on the mmtialization parameter and the
constramned prime number. In some embodiments, the mitial
value of the non-compressible sequence comprises the sum
of the seed value and the selected constrained prime number
and each subsequent value comprises the sum of the prior
value and the constrained prime number.

For example, the sequence generator engine generates the
initial 32-bit value of the sequence by computing;

Accumulator=seed+primeM

where seed represents the initialization parameter and
primeM represents the selected constrained prime number.
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The sequence generator engine always generates the next
32-bit value of the sequence by computing:

Accumulator=Accumulator+primeM

Please note that the numbers 1n hexadecimal are written
with underscores merely to help visualize the value of the
four individual bytes (eight bits each) that are each a
component value of a 32-bit ({four byte) primeM number.

FIG. 9A 1s a diagram showing a table that includes 32-bit
values of a compressible sequence generated using an 1ni-
tialization parameter and an unconstrained prime number. In
FIG. 9A, the imtialization parameter (“seed”) and the uncon-
strained prime number (“primeM”) used to generate the
sequence are represented in hexadecimal as “OEO0000E”
and “01000201,” respectively. The values of the sequence of
FIG. 9A are ordered from left-to-right 1n each row from the
top to the bottom. In FIG. 9A, the mitial value of the
sequence (“OF00020F”) 1s a sum of the seed and the uncon-
strained prime number and each subsequent value 1s the sum
of the prior value and the unconstrained prime number.
Prime number “01000201” 1s not a constrained prime num-
ber because 1t includes duplicate component byte values of
“00” and also a non-prime component byte value of “00.”
Because an unconstrained prime number was used to gen-
erate the sequence, the sequence includes values that can be
compressed. Therefore, the sequence generated with an
unconstrained prime number 1s compressible.

As shown 1n the table of FI1G. 9A, within each 32-bit value
of the sequence, there can be component byte values that are
the same. Some byte values occur much more frequently
than other byte values.

FIG. 9B 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 1,032 bytes
of the sequence of FIG. 9A. The frequency values of FIG.
9B are in decimal representation. The most significant
hexadecimal nibble values are located down the left of the
table. The least significant hexadecimal nibble values are
located across the top of the table. The generated data
sequence that was shown in FIG. 9A 1s compressible since
the frequency distribution of all 256 possible byte values 1s
not uniformly distributed.

FIG. 10A 1s a diagram showing a table that includes 32-bit
values of a non-compressible sequence generated using an
initialization parameter and a constrained prime number. In
FIG. 10A, the mmitialization parameter (“seed”) and the
constrained prime number (“primeM”) used to generate the
sequence are represented in hexadecimal as “OEO0000E”
and “0103050D,” respectively. The values of the sequence
of FIG. 10A are ordered from left-to-right 1n each row from
the top to the bottom. In FIG. 10A, the mnitial value of the
sequence (“OF03051B”) 1s a sum of the seed and the
constrained prime number and each subsequent value 1s the
sum of the prior value and the constrained prime number.
Prime number “0103050D” 1s a constrained prime number
because each component byte value 1s a prime number and
there are no duplicate component byte values. Because a
constrained prime number was used to generate the
sequence, the sequence includes values that cannot be com-
pressed. Therefore, the sequence generated with a con-
strained prime number 1s non-compressible.

As shown 1n the table of FIG. 10A, within each 32-bit
value of the sequence, there are rarely component values that
are the same. There are no repeated 32-bit values. All the
component byte values of the non-compressible sequence of
FIG. 10A occur with basically the same frequency. The
thirty-six data values 1n lines #11 through #16 marked by
vertical bars are extracted and used 1n the table of FIG. 11,
below.
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FIG. 10B 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 1,032 bytes
of the sequence of FIG. 10A. The frequency values of FIG.
10B are in decimal representation. The most significant
hexadecimal nibble values are located down the left of the
table. The least significant hexadecimal nibble values are
located across the top of the table. The generated data 1s not
compressible since the frequency distribution of all 256
possible byte values 1n this sampling of 1032 bytes 1s near
uniformly distributed. Even when the sample size 1s
decreased to 516 bytes or increased to 2064 bytes or higher,
the distribution stays near uniform.

FIG. 10C 1s a diagram showing a frequency analysis table
for all component byte values of a sampling of 12,288 bytes
of the sequence of FIG. 10A. The frequency values of FIG.
10C are in decimal representation. The most significant
hexadecimal nibble values are located down the left of the
table. The least significant hexadecimal nibble values are
located across the top of the table. Even though FIG. 10C
shows a frequency table with a greater sampling size of the
sequence of FIG. 10A than that used 1n the frequency table
of FI1G. 10B, the table of FIG. 10C shows that the generated
data 1s not compressible since the frequency distribution of
all 256 possible byte values in this sampling of 12,288 bytes
1s still near uniformly distributed.

FIG. 11 1s a diagram showing a table of accumulator
(generated data) internal byte value rotations. The thirty-six
32-bit data values used for the table of FIG. 11 are taken
from the six marked data lines #11 through #16 1n the table
of FIG. 10A. The mitialization parameter (“seed”) used was
“OEO0000E.” The constrained prime number (“primeM”)
used was “0103030D.” Its four component byte values are
p3 p2 pl pO 1n bytes b3, b2, bl, b0. All mitial component
byte values are themselves a prime number (1in decimal): 1,
3, 5 and 13. Each time the ‘“accumulator=accumulator+
primeM” step 1s performed, the accumulator bytes incre-
ment and rotate plus any applicable carries on each addition.
The component byte values 1n each column visit the 256
values 1n the eight bit address space as the accumulator value
visits the four billion values in the 32-bit address space.

FIG. 12 1s a flow diagram showing an embodiment of a
process for generating a non-compressible data stream using
two constrained prime numbers. In some embodiments,
process 1200 1s implemented at system 100 of FIG. 1.
Specifically, in some embodiments, process 1200 1s 1mple-
mented at quality assurance server 106 of system 100 of
FIG. 1.

Process 1200 shows an example process ol generating a
non-compressible data stream by merging (e.g., interleav-
ing) two sequences, each generated using the same imitial-
ization parameter (e.g., a seed value) and a respective
unconstrained prime number.

At 1202, an initialization parameter i1s recerved. For
example, the imtialization parameter can be received from a
user mput or from a computer program. In some embodi-
ments, the mitialization parameter comprises a seed value
that is selected from an address space (0, . . ., 2"¥-1), where
N 1s selected to be any positive mteger (e.g., 32).

At 1204, a first non-compressible sequence associated
with a {irst constrained prime number and the mnitialization
parameter 1s obtained. In some embodiments, each of two
constrained prime numbers 1s selected from an 1dentified set
of constrained prime numbers. In some embodiments, the set
ol constrained prime numbers 1s 1dentified using a process
such as process 700 of FIG. 7. The two constrained prime
numbers may comprise the same constrained prime number
or different constrained prime numbers. In some embodi-
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ments, the two constrained prime numbers are selected
based on a received revision parameter comprising a revi-
sion value. In some embodiments, a first non-compressible
sequence 1s generated using the 1nitialization parameter and
one of the two constrained prime numbers using a process
such as process 800 of FIG. 8. In some embodiments, the
first non-compressible sequence 1s recerved from another
entity.

At 1206, a second non-compressible sequence associated
with a second constrained prime number and the initializa-
tion parameter 1s obtained. In some embodiments, a second
non-compressible sequence 1s generated using the nitializa-
tion parameter and the constrained prime number of the two
constrained prime numbers that was not used to generate the
first non-compressible sequence of step 1204. In some
embodiments, the second non-compressible sequence 1is
generated using the imtialization parameter and the con-
strained prime number of the two prime numbers that was
not used to generate the first non-compressible sequence
using a process such as process 800 of FIG. 8. In some
embodiments, the second non-compressible sequence 1is
received from another entity.

At 1208, a non-compressible data stream 1s generated
including by merging the first non-compressible sequence
and the second non-compressible sequence. In some
embodiments, a data stream having the property of being
non-compressible 1s generated including by merging the first
non-compressible sequence and the second non-compress-
ible sequence. In some embodiments, merging the first
non-compressible sequence and the second non-compress-
ible sequence includes interleaving the first and second
non-compressible sequences mnto a new sequence that 1s
referred to as the non-compressible data stream. In some
embodiments, the data stream includes a sequence of alter-
nating values from the first and second non-compressible
sequences. For example, of two sequences that are to be
merged to become the data stream, the first sequence com-
prises {S11, S12, S13, . . . } and the second sequence
comprises {S21, S22, S23, ... }, then merging the first and
second sequences will vield the following data stream {S11,
S21, S12, S22, S13 823, . .. }. In some embodiments, the
non-compressible data stream 1s also not deduplicatable.

In some embodiments, more than two constrained prime
numbers from the constrained modified set of prime num-
bers can be selected based on the revision value and the
non-compressible data stream can be generated by merging
more than two non-compressible sequences, each of which
1s generated using the 1mitialization parameter and a respec-
tive constrained prime number.

In some embodiments, a non-compressible data stream
generated using a process such as process 1200 can be
verified using a process such as process 500 of FIG. 5.

FIGS. 13A to 15H illustrate examples of two non-com-
pressible sequences that can be merged to generate a non-
compressible data stream. FIGS. 13A to 13E are diagrams
that 1llustrate the values and properties of a first non-
compressible sequence that 1s generated with an 1nitializa-
tion parameter (e.g., a seed value) and a first constrained
prime number. FIGS. 14A to 14E are diagrams that illustrate
the values and properties of a second non-compressible
sequence that 1s generated with the mitialization parameter
(e.g., a seed value) and a second constrained prime number.
FIGS. 15A to 15H are diagrams that illustrate the values and
properties ol a non-compressible data stream that 1s gener-

ated by merging the two non-compressible sequences
respectively associated with FIGS. 13A to 13FE and FIGS.

14A to 14LE.
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FIGS. 13A to 13D are diagrams showing a table that
includes 32-bit values of a non-compressible sequence gen-
crated using an initialization parameter and a constrained
prime number. In FIGS. 13A to 13D, the mitialization
parameter (“seed”) and the constrained prime number
(“primeM”) used to generate the sequence are represented 1n
hexadecimal as “OEO0000E™ and “0103050D,” respectively.
The values of the sequence span FIGS. 13A to 13D and are
ordered from left-to-right 1n each row from the top to the
bottom of each figure.

FIG. 13E 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 13A to 13D. The frequency values of FIG. 13E are
in decimal representation. The most significant hexadecimal
nibble values are located down the left of the table. The
highest frequency count 1s 19. The lowest frequency count
1s 13. The delta 1s 6 between the highest and lowest
frequency counts. The generated data 1s not compressible
since the frequency distribution of all 256 possible byte
values 1s roughly uniformly distributed.

The uncompressed sequence of FIGS. 13A to 13D has a
file s1ze of 4,080 bytes. After compressing the sequence of
FIGS. 13A to 13D (e.g., using a known ZIP compression
technique), the compressed file size 1s 4,133 bytes. The data
generated using constrained primes 1s not compressible so
therefore the compressed file size 1s larger than the uncom-
pressed file size due to the compression metadata overhead
bytes.

FIGS. 14A to 14D are diagrams showing a table that
includes 32-bit values of a non-compressible sequence gen-
crated using an initialization parameter and a constrained
prime number. In FIGS. 14A to 14D, the mitialization
parameter (“seed”) and the constrained prime number
(“primeM”) used to generate the sequence are represented 1n
hexadecimal as “OEO0000E™ and “0305070B,” respectively.
The values of the sequence span FIGS. 14A to 14D and are
ordered from left-to-right 1n each row from the top to the
bottom of each figure.

FIG. 14F 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 14A to 14D. The frequency values of FIG. 14E are
in decimal representation. The most significant hexadecimal
nibble values are located down the left of the table. The
highest frequency count 1s 20. The lowest frequency count
1s 12. The delta 1s 8 between the highest and lowest
frequency counts. The generated data 1s not compressible
since the frequency distribution of all 256 possible byte
values 1s roughly uniformly distributed.

The uncompressed sequence of FIGS. 14A to 14D has a
file s1ze of 4,080 bytes. After compressing the sequence of
FIGS. 14A to 14D (e.g., using a known ZIP compression
technique), the compressed file size 1s 4,133 bytes. The data
generated using constrained primes 1s not compressible so
therefore the compressed file size 1s larger than the uncom-
pressed file size due to the compression metadata overhead
bytes.

FIGS. 15A to 15G are diagrams showing a table that
includes 32-bit values of a non-compressible data stream
generated from merging two non-compressible sequences.
In FIGS. 15A to 15G, the imtialization parameter (“seed”),
the first constrained prime number (“primeM1”) used to
generate the first sequence (described with FIGS. 13A to
13D, above), and the second constrained prime number

(“primeM2”) used to generate the second sequence (de-
scribed with FIGS. 14A to 14D, above) are represented 1n
hexadecimal as  “OEOOOOOE.”  “0103050D.,” and

“0305070B,” respectively. The values of the data stream
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span FIGS. 15A to 153G and are ordered from left-to-right 1n
cach row from the top to the bottom of each figure.

FIG. 15H 1s a diagram showing a frequency analysis table
for all component byte values of 8,124 bytes of the non-
compressible data stream of FIGS. 15A to 15G. The fre-
quency values of FIG. 15H are in decimal representation.
The most significant hexadecimal nibble values are located
down the left of the table. The highest frequency count 1s 37.
The lowest frequency count 1s 28. The delta 1s 9 between the
highest and lowest frequency counts. The generated data 1s
not compressible since the frequency distribution of all 256
possible byte values 1s roughly uniformly distributed.

The uncompressed data stream of FIGS. 15A to 15G has
a file size of 8,184 bytes. After compressing the sequence of
FIGS. 15A to 15G (e.g., using a known ZIP compression
technique), the compressed file size 1s 8,241 bytes. The data
generated using constrained primes 1s not compressible so
therefore the compressed file size 1s larger than the uncom-
pressed file size due to the compression metadata overhead

bytes.
In contrast to the examples of FIGS. 13A to 15H, FIGS.

16 A to 18H illustrate examples of two compressible
sequences that can be merged to generate a compressible
data stream. FIGS. 16 A to 16F are diagrams that 1llustrate
the values and properties of a first compressible sequence
that 1s generated with an mitialization parameter (e.g., a seed
value) and a first unconstrained prime number. FIGS. 17A to
17E are diagrams that 1llustrate the values and properties of
a second compressible sequence that 1s generated with the
iitialization parameter (e.g., a seed value) and a second
unconstrained prime number. FIGS. 18A to 18H are dia-
grams that illustrate the values and properties of a com-
pressible data stream that 1s generated by merging the two
compressible sequences respectively associated with FIGS.
16A to 16E and FIGS. 17A to 17E, respectively.

FIGS. 16A to 16D are diagrams showing a table that
includes 32-bit values of a compressible sequence generated
using an initialization parameter and an unconstrained prime
number. In FIGS. 16A to 16D, the initialization parameter
(“seed”) and the unconstrained prime number (“primeM”)
used to generate the sequence are represented 1n hexadeci-
mal as “OEOO000OE” and “01000201,” respectively. The
values of the sequence span FIGS. 16A to 16D and are
ordered from left-to-right 1n each row from the top to the
bottom of each figure.

FIG. 16E 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 16A to 16D. The frequency values of FIG. 16E are
in decimal representation. The most significant hexadecimal
nibble values are located down the leit of the table. The
highest frequency count 1s 140. The lowest frequency count
1s 10. The delta 1s 130 between the highest and lowest
frequency counts. The generated data 1s compressible since
the frequency distribution of all 256 possible byte values 1s
not uniformly distributed.

The uncompressed sequence of FIGS. 16A to 16D has a
file size of 4,080 bytes. After compressing the sequence of
FIGS. 16A to 16D (e.g., using a known ZIP compression
technique), the compressed file size 1s 3,934 bytes. The data
generated using unconstrained primes 1s compressible so
therefore the uncompressed file size i1s larger than the
compressed file size and the number of bytes removed due
to compression exceeds the compression metadata overhead
bytes.

FIGS. 17A to 17D are diagrams showing a table that
includes 32-bit values of a compressible sequence generated
using an initialization parameter and an unconstrained prime
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number. In FIGS. 17A to 17D, the initialization parameter
(“seed”) and the unconstrained prime number (“primeM”)
used to generate the sequence are represented 1n hexadeci-
mal as “OEOOO0OE” and “00000017.,” respectively. The
values of the sequence span FIGS. 17A to 17D and are
ordered from left-to-right 1n each row from the top to the
bottom of each figure.

FIG. 17E 1s a diagram showing a frequency analysis table
for all component byte values of 4,080 bytes of the sequence
of FIGS. 17A to 17D. The frequency values of FIG. 17E are
in decimal representation. The most significant hexadecimal
nibble values are located down the left of the table. The
highest frequency count 1s 1,034. The lowest frequency
count 1s 3. The delta 1s 1,031 between the highest and lowest
frequency counts. The generated data 1s compressible since
the frequency distribution of all 256 possible byte values 1s
not uniformly distributed.

The uncompressed sequence of FIGS. 17A to 17D has a
file size of 4,080 bytes. After compressing the sequence of
FIGS. 17A to 17D (e.g., using a known ZIP compression
technique), the compressed file size 1s 1,621 bytes. The data
generated using unconstrained primes 1s compressible so
therefore the uncompressed file size 1s larger than the
compressed file size and the number of bytes removed due
to compression exceeds the compression metadata overhead
bytes.

FIGS. 18A to 18G are diagrams showing a table that
includes 32-bit values of a compressible data stream gener-
ated from merging two compressible sequences. In FIGS.
18A to 18G, the imitialization parameter (“seed’), the first
unconstrained prime number (“primeM1”’) used to generate
the first sequence (described with FIGS. 16A to 16D, above),
and the second unconstrained prime number (“primeM2”)
used to generate the second sequence (described with FIGS.
17A to 17D, above) are represented in hexadecimal as
“OEOOOOOE,” “01000201,” and *“00000017,” respectively.
The values of the data stream span FIGS. 18A to 18G and
are ordered from left-to-right in each row from the top to the
bottom of each figure.

FIG. 18H 1s a diagram showing a frequency analysis table
for all component byte values of 8,184 bytes of the com-
pressible data stream of FIGS. 18A to 18G. The frequency
values of FIG. 18H are 1n decimal representation. The most
significant hexadecimal nibble values are located down the
left of the table. The highest frequency count 1s 1,176. The
lowest frequency count 1s 15. The delta 1s 1,161 between the
highest and lowest frequency counts. The generated data 1s
compressible since the frequency distribution of all 256
possible byte values 1s not uniformly distributed.

The uncompressed data stream of FIGS. 18A to 18G has
a file size of 8,184 bytes. After compressing the sequence of
FIGS. 18A to 18G (e.g., using a known ZIP compression
technique), the compressed file size 1s 6,852 bytes. The data
generated using unconstrained primes 1s compressible so
therefore the uncompressed file size 1s larger than the
compressed file size and the number of bytes removed due
to compression exceeds the compression metadata overhead
bytes.

Although the 1foregoing embodiments have been
described in some detail for purposes of clarity of under-

standing, the mvention 1s not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.
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What 1s claimed 1s:
1. A system, comprising:
a processor configured to:
receive an i1nitialization parameter;
determine a first constrained prime number and a °
second constrained prime number, wherein a con-
strained prime number comprises a plurality of com-
ponent values, wherein each of the plurality of
component values comprises a prime number,
wherein each of the plurality of component values 1s
different; and
generate a non-compressible data stream comprising a
plurality of data blocks at least 1n part by:
generate a first non-compressible sequence based at
least 1n part on the imitialization parameter and the
first constrained prime number;
generate a second non-compressible sequence based
at least 1n part on the 1imtialization parameter and
the second constrained prime number, wherein the »g
first and second non-compressible sequences are
cach comprised of a non-repeating sequence of
numbers:; and
merge the first non-compressible sequence and the
second non-compressible sequence to generate the 25
non-compressible data stream comprising the plu-
rality of data blocks, wherein values of the non-
compressible data stream alternate between values
of the first non-compressible sequence and values
of the second non-compressible sequence; and 30
send the non-compressible data stream comprising the
plurality of data blocks to be stored at a storage
device, wherein the storage device 1s configured to
store all of the plurality of data blocks 1n response to
determining that none of the data blocks have been 35
already stored at the storage device;
receive restored data associated with the non-com-
pressible data stream from the storage device,

wherein the restored data associated with the non-
compressible data stream comprises the plurality of 40
data blocks:

determine the first constrained prime number based at
least 1n part on a diflerence between a first pair of
non-consecutive values from the restored data asso-
ciated with the non-compressible data stream:; 45

determine the second constrained prime number based
at least 1n part on a difference between a second pair
ol non-consecutive values from the restored data
associated with the non-compressible data stream;
and 50

verily an accuracy and/or reliability of the storage
device, wherein to verily the accuracy and/or reli-
ability of the storage device, the restored data asso-
cliated with the non-compressible data stream 1s
verified by using the determined first constrained 55
prime number and the determined second con-
strained prime number; and

a memory coupled to the processor and configured to

provide the processor with instructions.

2. The system of claim 1, wherein each of the plurality of 60
component values comprises a byte value.

3. The system of claim 1, wherein each of the plurality of
component values comprises a prime number from a set of
prime numbers mcluding “1” and excluding “2” in a range
of 0 to 255. 65

4. The system of claim 1, wherein the constrained prime
number comprises a prime number from a set of prime
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numbers including “1” and excluding “2” 1n a range of O to
27V~1, where N is a positive integer.

5. The system of claim 1, wherein the constrained prime

number 1s determined from an identified set of constrained
prime numbers based at least 1n part on a revision parameter.

6. The system of claim 1, wherein the restored data 1s

verified without a master copy of the non-compressible data
stream.

7. The system of claim 1, wherein to verity the restored

data associated with the non-compressible data stream by
using the first constrained prime number and the second
constrained prime number comprises:

determine of a first offset between the first pair of non-
consecutive numbers from the restored data;
determine of a second oflset between the second pair of
non-consecutive numbers {from the restored data; and
verily the data stream 1n response to determining the first
oilset 1s equal to the first constrained prime number and
the second oflset 1s equal to the second constrained
prime number.
8. A method, comprising:
recerving an initialization parameter;
determining a first constrained prime number and a sec-
ond constrained prime number, wherein a constrained
prime number comprises a plurality of component
values, wherein each of the plurality of component
values comprises a prime number, wherein each of the
plurality of component values 1s different;
generating a non-compressible data stream comprising a
plurality of data blocks at least i part by:
generating, by a processor, first a non-compressible
sequence based at least 1n part on the mitialization
parameter and the first constrained prime number;
generating, by the processor, a second non-compress-
ible sequence based at least in part on the mitializa-
tion parameter and the second constrained prime
number, wherein the first and second non-compress-
ible sequences are each comprised of a non-repeating,
sequence of numbers; and
merging, by the processor, the first non-compressible
sequence and the second non-compressible sequence
to generate the non-compressible data stream,
wherein values of the non-compressible data stream
alternate between values of the first non-compress-
ible sequence and values of the second non-com-
pressible sequence;
sending, by the processor, the non-compressible data
stream comprising the plurality of data blocks to be
stored at a storage device, wherein the storage device 1s
configured to store all of the plurality of data blocks 1n
response to determining that none of the data blocks
have been already stored at the storage device;
recerving restored data associated with the non-compress-
ible data stream from the storage device, wherein the
restored data associated with the non-compressible data
stream comprises the plurality of data blocks;
determiming the first constrained prime number based at
least 1n part on a difference between a first pair of
non-consecutive values from the restored data associ-
ated with the non-compressible data stream:;
determining the second constrained prime number based
at least 1in part on a diflerence between a second pair of
non-consecutive values from the restored data associ-
ated with the non-compressible data stream; and
veritying an accuracy and/or reliability of the storage
device, wherein to verity the accuracy and/or reliability
of the storage device, the restored data associated with
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the non-compressible data stream 1s verified by using
the determined first constrained prime number and the
determined second constrained prime number.
9. The method of claim 8, wherein each of the plurality of
component values comprises a byte value.
10. A computer program product, the computer program
product embodied 1n a non-transitory computer readable
storage medium and comprising computer instructions for:

receiving an initialization parameter;
determining a first constrained prime number and a sec-
ond constraimned prime number, wherein a constrained
prime number comprises a plurality of component
values, wherein each of the plurality of component
values comprises a prime number, wherein each of the
plurality of component values 1s different;
generating a non-compressible data stream comprising a
plurality of data blocks at least in part by:
generating a first non-compressible sequence based at
least 1n part on the 1mitialization parameter and the
first constrained prime number;
generating a second non-compressible sequence based
at least 1n part on the iitialization parameter and the
second constrained prime number, wherein the first
and second non-compressible sequences are each
comprised of a non-repeating sequence of numbers;
and
merging the first non-compressible sequence and the
second non-compressible sequence to generate the
non-compressible data stream comprising the plural-
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ity of data blocks, wherein values of the non-com-
pressible data stream alternate between values of the
first non-compressible sequence and values of the
second non-compressible sequence;
sending the non-compressible data stream comprising the
plurality of data blocks to be stored at a storage device,
wherein the storage device 1s configured to store all of
the plurality of data blocks 1n response to determiming
that none of the data blocks have been already stored at
the storage device;
recerving restored data associated with the non-compress-
ible data stream from the storage device, wherein the
restored data associated with the non-compressible data
stream comprises the plurality of data blocks;
determiming the {first constrained prime number based at
least 1 part on a difference between a first pair of
non-consecutive values from the restored data associ-
ated with the non-compressible data stream:;
determining the second constrained prime number based
at least 1in part on a diflerence between a second pair of
non-consecutive values from the restored data associ-
ated with the non-compressible data stream; and
veritying an accuracy and/or reliability of the storage
device, wherein to verity the accuracy and/or reliability
of the storage device, the restored data associated with
the non-compressible data stream 1s verified by using
the determined first constrained prime number and the
determined second constrained prime number.
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