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VEHICLE PASSIVE ENTRY/PASSIVE START
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/430,532, filed on Dec. 6, 2016. The
entire disclosure of the above application 1s incorporated
herein by reference.

FIELD

The present disclosure relates to a passive entry/passive
start system for vehicle, such as a combined passive entry/
passive start and wireless charging system for a vehicle and
mobile device.

BACKGROUND

This section provides background information related to
the present disclosure, which 1s not necessarily prior art.

Conventional passive entry/passive start (PEPS) systems
for motor vehicles transmit a low frequency (LF) radio
signal to a key fob, which responds by way of an ultra-high
frequency signal to the vehicle to authenticate passive entry
or starting. Use of LF signals allows for accurate and
predictable location of the key fob relative to the vehicle,
which 1s necessary to ensure only authorized access to the
vehicle. PEPS LF communication protocols are not adapt-
able to commercial mobile devices, such as smartphones.
Other PEPS systems use Bluetooth signals to locate and
communicate with smartphones. However, the Bluetooth
communication frequency band i1s highly susceptible to
reflection and distortion, and 1s not suitable for accurately
determining the location of the smartphone.

While current PEPS systems and wireless charging sys-
tems are suitable for their intended use, they are subject to
improvement. The present teachings provide for a combined
PEPS and wireless charging system that improves upon
current systems, and provides numerous advantages as
described herein and as one skilled in the art will appreciate.

SUMMARY

This section provides a general summary of the disclo-
sure, and 1s not a comprehensive disclosure of its full scope
or all of its features.

The present teachings include a combined vehicle passive

entry/passive start (PEPS) and mobile electronic device
wireless charging system. The system includes a vehicle
transmitter configured to transmit a signal in accordance
with a wireless charging protocol. The signal 1s transmitted
through a first wireless communications channel for receipt
by a mobile electronic device. A vehicle receiver 1s config-
ured to receive response data from the mobile electronic
device through a second wireless communications channel.
The response data 1s generated by the mobile electronic
device 1n response to receipt of the signal transmitted by the
vehicle transmitter. A vehicle processor module 1s config-
ured to at least one of unlock doors of the vehicle and start
the vehicle 1n response to receipt of the response data by the
vehicle recerver.

Further areas of applicability will become apparent from
the description provided herein. The description and specific
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2

examples 1n this summary are intended for purposes of
illustration only and are not intended to limit the scope of the
present disclosure.

DRAWINGS

The drawings described herein are for illustrative pur-
poses only of select embodiments and not all possible
implementations, and are not intended to limait the scope of
the present disclosure.

FIG. 1 illustrates a combined vehicle passive entry/pas-
sive start (PEPS) and wireless charging system for a mobile
clectronic device 1n accordance with the present teachings,
the system being used for passive vehicle entry;

FIG. 2 1llustrates the combined passive entry/passive start
(PEPS) and wireless charging system for a mobile electronic
device 1 accordance with the present teachings, the system
being used for starting a vehicle;

FIG. 3 1illustrates a method according to the present
teachings for passive entry and passive start of a vehicle;

FIG. 4 1llustrates the combined passive entry/passive start
(PEPS) and wireless charging system for a mobile electronic
device m accordance with the present teachings, the system
being used for charging the mobile device outside of the
vehicle; and

FIG. 5 1llustrates the combined passive entry/passive start
(PEPS) and wireless charging system for a mobile electronic
device 1 accordance with the present teachings, the system
being used for charging the mobile device inside the vehicle.

Corresponding reference numerals indicate correspond-
ing parts throughout the several views of the drawings.

DETAILED DESCRIPTION

Example embodiments will now be described more fully
with reference to the accompanying drawings.

With mitial reference to FIG. 1, the present teachings
provide for a combined passive entry/passive start (PEPS)
and wireless charging system 10 for entering and starting
any suitable vehicle 30 with any suitable mobile electronic
device 50. The system 10 also provides for wirelessly
charging the mobile electronic device 50. Although the
vehicle 30 1s illustrated as a four-door passenger vehicle, the
system 10 can be used with any suitable vehicle, such as any
suitable passenger vehicle, commercial vehicle, military
vehicle, recreational vehicle, construction vehicle, construc-
tion equipment, motorcycle, watercraft, aircraft, etc. The
system 10 according to the present teachings can also be
adapted for use with any suitable building system, such as
any suitable commercial, residential, or public building
system, as one skilled 1n the art will appreciate. The mobile
clectronic device 50 can be any suitable mobile electronic
device, such as any suitable smartphone, tablet computer,
notebook computer, etc., as well as any suitable wearable
clectronic device including any suitable smartwatch or activ-
1ty monitor.

In the example of the invention 1illustrated, the hardware
of the vehicle 30 and the mobile electronic device 50 used
for wireless charging 1s adapted to be further used for PEPS.
The combined PEPS and wireless charging system 10
according to the present teachings thus includes one or more
external transceivers or transmitters 32 (FIG. 1) for passive
entry, and one or more internal transceivers or transmitters
34 (FI1G. 2) for passive start. The transmitters 32 and 34 can
be located at any suitable positions about the vehicle 30, and
any suitable number of each transmitter 32 and 34 can be
included. For example, the external transmitter 32 can be
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located 1n a door handle 36 of the vehicle 30. Although only
one transmitter 32 1s 1llustrated at one handle 36, the vehicle

30 can include a transmitter 32 at any of the other handles
36 as well, or at any other suitable location. The internal

transmitter 34 can be located at a dashboard center stack of 5

the vehicle 30 or at a ceiling of the vehicle 30, for example.
The internal transmitter 34 can have any suitable range, such
as a range that does not extend out from within the vehicle
30 so that the mobile electronic device 50 must be within the
vehicle 30 for the vehicle 30 to start. In some applications,
the mternal transmitter 34 can be a single transmitter con-
nected by wire to a number of coils/antennas at different
locations.

Each one of the transmitters 32 and 34 can have 1ts own
antenna. Alternatively, a single transmuitter 32 and/or a single
transmitter 34 can be connected to multiple antennas posi-
tioned about the vehicle 30. Antennas for passive entry are
mounted on the exterior of the vehicle 30, e.g., 1n door
handles 36, the rear fascia, trunk, tailgate, etc. Antennas for
passive start are mounted inside the vehicle 30. This con-
figuration 1s similar to, or i1dentical to, existing LF PEPS
antenna systems. Existing LF PEPS antennas may be used
because the present teachings provide for use of the same
radio frequency.

Each one of the transmitters 32 and 34 1s configured to
transmit signals, such as a ping, using any suitable wireless
standard, such as any suitable wireless charging standard.
An exemplary wireless charging standard 1s the (Q1 standard,
which 1s well known 1n the art. The mobile electronic device
50 includes a receirver 52 configured to receive the ping
generated by the transmitters 32/34. Thus, the receiver 52
can be configured to receive the ping transmitted using the
Q1 wireless charging standard, or any other suitable wireless
standard. The ping can be transmitted at any suitable fre-
quency, such as 80-200 kilohertz, and more particularly 125
kilohertz. Transmission of the ping from either of the
transmitters 32 and 34 to the Q1 receiver 52 provides a first
wireless communications channel between the vehicle 30
(specifically the transmitters 32 and 34) and the mobile
clectronic device 50.

The mobile electronic device 50 further includes a central
processing unit (CPU), referred to herein as a processor
module 54. In this application, any of the terms “module,”
“control unit,” and “controller” may be replaced with the
term “circuit.” The terms “module,” “control unit,” and
“controller” may each refer to, be part of, or include pro-
cessor hardware (shared, dedicated, or group) that executes
code, and memory hardware (shared, dedicated, or group)
that stores code executed by the processor hardware. The
code 1s configured to provide the features of the “modules,”
“control units,” and “controllers’ described herein. The term
memory hardware 1s a subset of the term computer-readable
medium. The term computer-readable medium, as used
herein, does not encompass transitory electrical or electro-
magnetic signals propagating through a medium (such as on
a carrier wave); the term computer-readable medium 1s
therefore considered tangible and non-transitory. Non-lim-
iting examples of a non-transitory computer-readable
medium are nonvolatile memory devices (such as a flash
memory device, an erasable programmable read-only
memory device, or a mask read-only memory device),
volatile memory devices (such as a static random access
memory device or a dynamic random access memory
device), magnetic storage media (such as an analog or digital
magnetic tape or a hard disk drive), and optical storage

media (such as a CD, a DVD, or a Blu-ray Disc).
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The processor module 54 1s 1n communication with both
the receiver 52 and a transmitter or transceiver 36 of the
mobile electronic device 50. The transmitter 56 1s configured
to transmit signals to receivers of the vehicle 30, such as an
external receiver or transceiver 40 for passive entry and an
internal recerver or transceiver 42 for passive start. In some
applications, a single vehicle receiver can be used for both
passive entry and passive start, such as the transceiver 40.
The transmitter 56 can be configured to transmit wireless
signals 1n any suitable manner using any suitable wireless
transmission protocol. For example, the transmitter 56 can
be configured as a Bluetooth transmitter, and the receivers
40 and 42 can be Bluetooth recetvers. The Q1 ping received
by the recerver 52 from the external Q1 transmitter 32 or the
internal (Q1 transmitter 34 1s sent to the processor module 54.

The processor module 54 interprets the Q1 ping and then
formulates a response signal to the vehicle 30. The processor
module 54 sends the formulated response signal to the
transmitter 56, which transmits the response signal to the
exterior receiver 40 and/or the interior receiver 42 depend-
ing on the response. Transmission of the response signal
from the transmitter 56 to the receivers 40 and/or 42
provides a second wireless communications channel
between the mobile electronic device 50 and the vehicle 30,
and specifically the receivers 40 and/or 42 thereotf. When the
response signal 1s formulated as a door unlock signal, receipt
ol the response signal by the exterior receiver 40 will result
in a processor module or control unit 44 of the vehicle 30
unlocking the vehicle. When the response signal 1s formu-
lated as an engine start signal, receipt of the response signal
by the interior receiver 42 will result in the processor module
or control unit 44 of the vehicle 30 changing the power mode
ol the vehicle 30.

The second wireless communications channel can be a
Bluetooth channel, for example. Another option for the
second communications channel 1s ultra-wideband impulse
radio (UWB-IR), which may be implemented on the mobile
clectronic device 50 1n the form of a peripheral module or
“tag” attached to the device 50, e.g., by adhesive. The use of
UWB-IR allows the system 10 of the present teachings to
measure the exact communication latency, thereby protect-
ing against relay attacks in which an attacker captures
signals and relays them between the vehicle 30 and the
mobile electronic device 50 at long distance to allow unau-
thorized access. Other secondary communication channels
are also feasible, including acoustic signals, cellular radio
signals, etc. The second wireless commumnications channel
transmits at a frequency that 1s higher than the first wireless
communications channel.

With continued reference to FIGS. 1 and 2, and additional
reference to FIG. 3, an exemplary method 110 for passively
unlocking the vehicle 30, or any other suitable vehicle or
building, will now be described. Although the method 110 1s
described with reference to the system 10, any other suitable
passive entry/passive start (PEPS) system can be used. The
combined PEPS and wireless charging system 10, and
method 110, according to the present teachings operates
similar to existing key fob PEPS systems, but with stan-
dardized communication protocols compatible with smart-
phones, and wireless charging functionality of smartphones.

With initial reference to block 112 of the method 110
illustrated 1n FIG. 3, when the user initiates a PEPS function,
such as door unlocking or vehicle start, the external trans-
mitter 32 transmits, using the (1 standard or any other
suitable wireless charging standard, a signal (e.g., digital
ping) by way of the applicable antenna(s) 1nside or outside
the vehicle 30. The digital ping 1s of the same format as that
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regularly used i wireless charging systems operating under
the (1 standard, but at a higher power level comparable to
the power level of a conventional LF PEPS system (10 or
more watts, for example). This allows the smartphone to
receive the ping signal from a greater distance (such as 2
m-3 m, for example) as compared to a standard wireless
charging system, which only transmits the ping signal about

0.1 m-0.2 m.

With reference to block 114 of the method 110, the
receiver 52 of the mobile electronic device 50 receives the
digital ping. The digital ping recerved by the receiver 52 is
transmitted to the processor module 54 of the mobile elec-
tronic device 50 in any suitable manner. At block 116, the
processor module 54 processes the digital ping and formu-
lates a response signal depending on the digital ping. I the
digital ping was received from the external Qi1 transmitter
32, the response signal istructs the vehicle 30 to open one
or more of 1ts doors (or trunk, tailgate, window(s), etc.). If
the digital ping was received from the internal Q1 transmaitter
34, the response signal 1nstructs the vehicle 30 to change a
power mode thereof. The passive start feature of the present
teachings enables a user to change the vehicle “power
mode,” which includes enabling the vehicle’s comiort, con-
venience, and infotamnment features in addition to starting,
the engine or motor. The response signal may be based on
the data contained in the digital ping, a digital key(s) shared
during the process of pairing the mobile electronic device 50
to the vehicle 30, both, or neither.

At block 118, the transmitter 56 of the mobile electronic
device 50 transmits the response signal generated by the
processor module 54 to the exterior recerver 40 or the
interior receiver 42 through the second wireless channel,
such as a Bluetooth channel. The control signal 1nstructing
the vehicle 30 to open 1ts doors, etc. 1s received by the
exterior receiver 40. The control signal instructing the
vehicle 30 to change 1ts power mode 1s received by the
interior receiver 42. At block 120, the vehicle 30 unlocks its
doors 1n response to the response signal being recerved by
the exterior receiver 40; or the vehicle 30 changes 1ts power
mode 1n response to the response signal being received by
the 1nterior receiver 42.

With additional reference to FIGS. 4 and 5, the combined
PEPS and wireless charging system 10 according to the
present teachings can charge a battery 58 of the mobile
clectronic device 50. As a charging system, the system 10
functions in a manner similar to (or the same as) existing
in-vehicle wireless charging systems, with the added advan-
tage ol allowing the user to access wireless charging from
outside the vehicle 30. This functionality will be particularly
usetul 1n the event that the user needs access to the vehicle
30, but the mobile electronic device 50 has a dead battery 58.

The exterior of the vehicle 30 can be provided with any
suitable support or holder 48 for the mobile electronic
device 50 to facilitate charging, such as at the door handles
36 of the vehicle 30. To mitiate charging of the battery 58
from outside the vehicle 30, the user can place the device 50
against, or proximate to, the transmitter 32 at the exterior of
the vehicle 30. The support or holder 48 can be arranged to
support the device 50 proximate to, or against, the trans-
mitter 32. Communication between the device 50 and the
transmitter 32 can be commenced 1n any suitable manner,
such as by pressing a charge button of the device 50, (1
analog ping detection, or 1n any other suitable manner. The
device 50 responds to the Q1 transmitter 32, such as by way
of the transmitter 56, to authenticate itself 1n order to prevent
unauthorized use. The Q1 transmitter 32 then 1nitiates wire-
less charging of the device 50.
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The interior of the vehicle 30 can be provided with any
suitable dock or holder 46 for the mobile electronic device
50 to facilitate charging, such as at a center stack of a
dashboard as 1llustrated i FIG. 5. To mitiate charging of the
battery 58 from 1nside the vehicle 30, the user can place the
device 50 against or proximate to the transmitter 34 at the
interior of the vehicle 30, which may be incorporated into
the dock 46. The dock or holder 46 can be arranged to
support the device 50 proximate to, or against, the trans-
mitter 34. Commumnication between the device 50 and the
transmitter 34 can be commenced 1n any suitable manner,
such as by pressing a charge button of the device 50, (1
analog ping detection, or 1n any other suitable manner. The
device 50 responds to the Q1 transmitter 34, such as by way
of the transmitter 56, to authenticate itself 1n order to prevent
unauthorized use. Authentication 1s optional and not used 1n
all applications. The Q1 transmuitter 34 then 1mitiates wireless
charging of the device 50.

The combined PEPS and wireless charging system 10
according to the present teachings provide numerous advan-
tages. For example, the combined PEPS and wireless charg-
ing system 10 can advantageously be implemented with a
standardized wireless charging receiver, which 1s included
with an ever increasing number of mobile electronic devices
50. The combined PEPS and wireless charging system 10
can operate using any suitable standard, such as the (1
standard, or any other suitable wireless charging standard.
The combined PEPS and wireless charging system 10
according to the present teachings 1s configured to use the
same low frequency (LF) radio frequency as a conventional
PEPS system, allowing accurate and predictable location of
a device 50 to be used as a vehicle key. The present teachings
also can be advantageously implemented without requiring
new smartphone hardware or vehicle hardware.

The foregoing description of the embodiments has been
provided for purposes of illustration and description. It 1s not
intended to be exhaustive or to limit the disclosure. Indi-
vidual elements or features of a particular embodiment are
generally not limited to that particular embodiment, but,
where applicable, are interchangeable and can be used 1n a
selected embodiment, even iI not specifically shown or
described. The same may also be varied 1n many ways. Such
variations are not to be regarded as a departure from the
disclosure, and all such modifications are intended to be
included within the scope of the disclosure.

Example embodiments are provided so that this disclosure

will be thorough, and will fully convey the scope to those
who are skilled 1n the art. Numerous specific details are set
forth such as examples of specific components, devices, and
methods, to provide a thorough understanding of embodi-
ments of the present disclosure. It will be apparent to those
skilled 1n the art that specific details need not be employed,
that example embodiments may be embodied in many
different forms and that neither should be construed to limait
the scope of the disclosure. In some example embodiments,
well-known processes, well-known device structures, and
well-known technologies are not described 1n detail.
The terminology used herein 1s for the purpose of describ-
ing particular example embodiments only and 1s not
intended to be limiting. As used herein, the singular forms
“a”, “an” and “the” may be intended to include the plural
forms as well, unless the context clearly indicates otherwise.
The terms “comprises,” * 7

comprising,” “including,” and
“having,” are inclusive and therefore specily the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
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clements, components, and/or groups thereotf. The method
steps, processes, and operations described herein are not to
be construed as necessarily requiring their performance in
the particular order discussed or illustrated, unless specifi-
cally identified as an order of performance. It 1s also to be
understood that additional or alternative steps may be
employed.

When an element or layer 1s referred to as being “on”,
“engaged to”, “connected to” or “coupled to” another ele-
ment or layer, 1t may be directly on, engaged, connected or
coupled to the other element or layer, or intervening ele-
ments or layers may be present. In contrast, when an element
1s referred to as being “directly on,” “directly engaged to”,
“directly connected to” or “directly coupled to” another
clement or layer, there may be no intervening elements or
layers present. Other words used to describe the relationship
between elements should be interpreted 1n a like fashion
(e.g., “between” versus “directly between,” “adjacent” ver-
sus “directly adjacent,” etc.). As used herein, the term
“and/or” includes any and all combinations of one or more
of the associated listed 1tems.

Although the terms first, second, third, etc. may be used
herein to describe various elements, components, regions,
layers and/or sections, these elements, components, regions,
layers and/or sections should not be limited by these terms.
These terms may be only used to distinguish one element,
component, region, layer or section from another region,
layer or section. Terms such as “first,” “second,” and other
numerical terms when used herein do not imply a sequence
or order unless clearly indicated by the context. Thus, a first
clement, component, region, layer or section discussed
below could be termed a second element, component,
region, layer or section without departing from the teachings
of the example embodiments.

Spatially relative terms, such as “inner,” “outer,”
“beneath”, “below”, “lower”, “above”, “upper” and the like,
may be used herein for ease of description to describe one
clement or feature’s relationship to another element(s) or
teature(s) as illustrated 1n the figures. Spatially relative terms
may be intended to encompass different orientations of the
device 1n use or operation in addition to the orientation
depicted 1n the figures. For example, 1f the device i the
figures 1s turned over, elements described as “below” or
“beneath” other elements or features would then be oriented
“above” the other elements or features. Thus, the example
term “below” can encompass both an orientation of above
and below. The device may be otherwise oriented (rotated 90
degrees or at other ornientations) and the spatially relative
descriptors used herein mterpreted accordingly.

What 1s claimed 1s:

1. A combined vehicle passive entry/passive start (PEPS)
and mobile electronic device wireless charging system, the
system comprising:

a vehicle transmitter configured to transmit a signal in
accordance with a wireless charging protocol, the sig-
nal transmitted through a first wireless communications
channel for receipt by a mobile electronic device;
wherein the first wireless communication channel 1s a
first frequency channel, and the second wireless com-
munications channel 1s a second frequency channel at
a higher frequency than the first frequency channel;

a vehicle receiver configured to receirve response data
from the mobile electronic device through a second
wireless commumnications channel, the response data
generated by the mobile electronic device 1n response
to receipt of the signal transmitted by the vehicle

transmitter; and
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a vehicle processor module configured to at least one of
unlock doors of the vehicle and start the vehicle in
response to receipt of the response data by the vehicle
receiver.

2. The system of claim 1, wherein the vehicle transmitter

1s configured to transmit the signal at 80-200 kilohertz.

3. The system of claim 1, wherein the vehicle transmitter
1s a first vehicle transmitter at an exterior of the vehicle for
passive entry; and

wherein a second vehicle transmitter 1s at an interior of the
vehicle for passive change of a power mode of the
vehicle.

4. The system of claim 1, wherein the vehicle transmitter
1s connected to multiple antennas and/or coils outside of the
vehicle for passive entry and/or passive start.

5. The system of claim 1, wherein the vehicle transmitter
1s configured to generate an electromagnetic field to transfer
energy to the mobile electronic device through electromag-
netic iduction to charge a battery of the mobile electronic
device, and the transfer of energy 1s 1mitiated through the
wireless charging protocol.

6. A combined passive entry/passive start (PEPS) and
wireless charging system for a mobile electronic device, the
system comprising:

a vehicle transmitter configured to transmit a digital ping
in accordance with a wireless charging protocol, the
digital ping transmitted at a first frequency and through
a first wireless communications channel;

a mobile electronic device receiver of the mobile elec-
tronic device configured to recerve the digital ping;

a mobile electronic device processor module of the
mobile electronic device configured to generate
response data in response to the digital ping;

a mobile electronic device transmitter of the mobile
clectronic device configured to transmit the response
data to a vehicle having the vehicle transmitter by way
of a second wireless communications channel at a
second frequency that 1s higher than the first frequency;

a vehicle recerver configured to receive the response data;
and

a vehicle processor module configured to at least one of
unlock doors of the vehicle and start the vehicle in
response to receipt of the response data by the vehicle
receiver.

7. The combined PEPS and wireless charging system of
claim 6, wherein the digital ping 1s transmitted at a power
level of at least 10 watts.

8. The combined PEPS and wireless charging system of
claiam 6, wherein the vehicle transmitter 1s configured to
transmit the digital ping at a distance of 2 m-3 m.

9. The combined PEPS and wireless charging system of
claim 6, wherein the second wireless communications chan-
nel 1s Ultra-Wideband Impulse Radio (UWB-IR).

10. The combined PEPS and wireless charging system of
claim 6, wherein the vehicle transmitter 1s configured to
generate an electromagnetic field to transfer energy to the
mobile electronic device through electromagnetic induction
to charge a battery of the mobile electronic device.

11. The combined PEPS and wireless charging system of
claim 10, wherein the transfer of energy 1s mitiated through
the wireless charging protocol.

12. The combined PEPS and wireless charging system of
claim 10, wherein the electromagnetic field 1s generated at
an exterior of the vehicle to permit wireless charging of the
mobile electronic device at an exterior of the vehicle.

13. The combined PEPS and wireless charging system of
claim 6, wherein the mobile electronic device 1s at least one
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ol a smartphone, wearable electronic device, a tablet com-
puter, vehicle key fob, and a notebook computer.
14. A method for passive entry and passive start of a
vehicle comprising;:
transmitting a first signal from a vehicle transmitter of the 5
vehicle to a mobile electronic device through a first
wireless communications channel using a wireless
charging standard; wherein the first wireless commu-
nication channel 1s a first frequency channel, and the
second wireless communications channel 1s a second 10
frequency channel at a higher frequency than the first
frequency channel;
receiving the first signal at a receiver of the mobile
electronic device;
processing the first signal and formulating a second signal 15
with a processor module of the mobile electronic
device;
transmitting the second signal from a transmitter of the
mobile electronic device to a receiver of the vehicle
through a second wireless communications channel; 20
and
unlocking doors of the vehicle or changing a power mode
of the vehicle 1 response to receipt of the second signal
at the vehicle.

25
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