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1
NETWORK DISCOVERY AND SELECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims the benefit of U.S. Provi-
sional Patent Application Ser. No. 61/977,038, entitled “Net-
work Discovery and Selection,” filed on Apr. 8, 2014, which

1s hereby incorporated by reference in its entirety for all
purposes.

TECHNICAL FIELD

The present description relates generally to network dis-
covery and selection over a shared network infrastructure,
including network discovery and selection for multimedia
over coax alliance (MoCA) networks.

BACKGROUND

Multiple different networks may share a common network
infrastructure, such as a common transmission medium, 1n a
grven network environment. For example, a network envi-
ronment 1 a dwelling unit may include multiple diflerent
networks that share one or more common network trans-
mission media, such as one or more MoCA networks that
share coaxial transmission media, one or more power-line
networks that share a power-line transmission media, and
the like. Furthermore, i the dwelling unit 1s part of a
multi-dwelling unit, the dwelling unit may share a coaxial
backbone and/or a power-line backbone with other dwelling
units 1n the multi-dwelling unit. In this instance, signals
from networks of other dwelling units in the multi-dwelling
unit may leak over the shared coaxial backbone and/or the
shared power-line backbone into the network environment
of the dwelling unait.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain features of the subject technology are set forth in
the appended claims. However, for purpose of explanation,
several embodiments of the subject technology are set forth
in the following figures.

FIG. 1 illustrates an example network environment in
which a network discovery and selection system may be
implemented 1n accordance with one or more implementa-
tions.

FIG. 2 illustrates an example network environment in
which a network discovery and selection system may be
implemented 1n accordance with one or more 1implementa-
tions.

FIG. 3 illustrates a flow diagram of an example process of
a network discovery and selection system in accordance
with one or more implementations.

FI1G. 4 illustrates a flow diagram of an example process of
a network discovery and selection system in accordance
with one or more implementations.

FIG. 5 conceptually illustrates an example electronic
system with which one or more implementations of the
subject technology can be implemented.

DETAILED DESCRIPTION

The detailed description set forth below 1s intended as a
description of various configurations of the subject technol-
ogy and 1s not intended to represent the only configurations
in which the subject technology may be practiced. The
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2

appended drawings are incorporated herein and constitute a
part of the detailed description. The detailed description
includes specific details for the purpose of providing a
thorough understanding of the subject technology. However,
the subject technology 1s not limited to the specific details
set forth herein and may be practiced using one or more
implementations. In one or more instances, structures and
components are shown in block diagram form in order to
avoild obscuring the concepts of the subject technology.

FIG. 1 illustrates an example network environment 100 1n
which a network discovery and selection system can be
implemented 1n accordance with one or more implementa-
tions. Not all of the depicted components may be used,
however, and one or more implementations may include
additional components not shown 1n the figure. Variations 1n
the arrangement and type of the components may be made
without departing from the spirit or scope of the claims as set
forth herein. Additional components, different components,
or fewer components may be provided.

The example network environment 100 1ncludes one or
more network devices 104A-E that form and/or participate
in one or more networks 102A-B over a network infrastruc-
ture 108. The network infrastructure 108 may include one or
more network transmission media and may also include one
or more devices, such as switches, routers, etc., that facilitate
wireless and/or wire-line transmissions of the network
devices 104A-E over the network infrastructure 108. The
one or more network transmission media may include one or
more of coaxial transmission media, an Ethernet transmis-
sion media, a power-line transmission media, etc. In one or
more implementations, the network infrastructure 108 exists
in an oflice building, a dwelling unit, and/or a multi-dwelling
unit. In one or more 1mplementations, the network inira-
structure 108 includes one or more transmission media, such
as a coaxial and/or power-line backbone, that 1s coupled to
transmission media in multiple different dwelling unaits.

For explanatory purposes, the network devices 104A,B.E
are depicted 1n FIG. 1 as bridge devices, such as network
adapter devices, while the network devices 104C.D are
depicted as set-top box devices. Thus, the network devices
104A.B,E are coupled to respective electronic devices
106 A-C, such as computing devices, other network devices,
etc., while the set-top box devices 104C-D are coupled to
output devices 124, such as televisions or other displays. In
this manner, the network devices 104A,B.E facilitate trans-
missions between the electronic devices 106 A-C over the
network mirastructure 108, for example when the electronic
devices 106 A-C are not configured to be directly connected
to the network infrastructure 108. In one or more 1mple-
mentations, one or more of the network devices 104A .B.E
may be integrated in, or a part of, one or more of the
clectronic devices 106A-C. One or more of the network
devices 104A-E, the electronic devices 106 A-C, and/or the
output devices 124 may include, and/or may be, all or part
of the electronic system that 1s discussed further below with
respect to FIG. 5.

In the example network environment 100, the network
devices 104A-B form the network 102A, the network
devices 104C-D form the network 102B, and the network
device 104EF has not yet been admitted to any network. The
networks 102A-B that are formed by the network devices
104 A-D can be separate private networks, such as networks
that utilize encrypted communications and/or that require a
password or key to join, the networks 102A-B may be
separate open networks that utilize open, e.g. unencrypted
communications, the network 102A may be an open network
while the network 102B 1s a private network, and/or vice-
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versa. In one or more implementations, private networks
may be referred to as networks that utilize privacy and/or
security, while open networks may be referred to as net-
works that do not utilize privacy and/or security.

One of the network devices 104 A-B, such as the network
device 104A, 1s designated as the network coordinator for
the network 102A., and one of the network devices 104C-D,
such as the network device 104C, 1s designated as the
network coordinator device for the network 102B. Thus, the
network device 104A coordinates network transmissions
and admission of new network devices for the network 102 A
and the network device 104C coordinates network transmis-
s1ons and admission of new network devices for the network
102B. The network devices 104A,C may also transmit
discovery, beacon, and/or pilot signals such that the new
network devices can discover the networks 102A-B, respec-
tively, and determine whether the networks 102A-B are
private or open.

One or more of the network devices 104A-E may each
include a protected setup input device that can be activated
by the user, such as a push button. A user may, for example,
pair or otherwise associate one or more of the network
devices 104A-E by consecutively activating the protected
setup input device of each of the one or more network
devices 104A-E. For example, a user may associate the
network device 104A and the network device 104B by
pressing the protected setup input device on the network
device 104A and, within a given amount of time, subse-
quently pressing the protected setup input device on the
network device 104B, or vice-versa. The protected setup
input devices may be used to associate the network devices
104A-E via private networks or open networks.

When one or more of the network devices 104A-E, such
as the network device 104 A, detects that its protected setup
input device has been activated by a user, the network device
104 A may broadcast a message indicating the same and may
wait for a message from another of the network devices
104B-E, such as the network device 104E, indicating that
the user activated the protected setup input device on the
network device 104E. The network devices 104AE may
then engage 1n an admission protocol so that the network
device 104E can be admitted to the network 102A, e.g. with
or without privacy. When the network 102 A utilizes privacy,
the admission protocol may include a security mechanism,
such as a key exchange between the network devices 104 A,
E.

In the example network environment 100, when one or
more of the network devices 104A-E, such as the network
device 104E, 1s powered on, reset, and/or 1s otherwise
initially connected to the network infrastructure 108, the
network device 104E may perform a discovery protocol,
such as scannming a configurable set of frequency bands, to
identily the networks 102A-B for which communications
are being transmitted over the network infrastructure 108.
For example, the network device 104E receives the discov-
ery signals transmitted by the network coordinator devices
for the networks 102A-B. In the example network environ-
ment 100, the scan by the network device 104E discovers the
networks 102A-B, and the scan may also determine whether
the networks 102A-B are private networks or open net-
works.

If the network device 104E only discovers a single
network that 1s open, such as the network 102 A, the network
device 104E immediately, automatically, and without user
input or intervention, connects to the open network 102A,
such as by 1itiating an admission protocol with the network
coordinator device for the open network 102A. In this
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4

manner minimal or no user intervention 1s required for
connecting to the open network 102A, which may simplity
the network admission process for the user. However, 11 the
network device 104E discovers the open network 102A and
a private network 102B, the network device 104E waits for
a period of time prior to automatically connecting to the
network 102A. Thus, a user 1s allocated the period of time
to mitiate a protected setup with respect to the private
network 102B, but if the protected setup 1s not initiated
within the period of time, the network device 104E auto-
matically connects to the open network 102A, thereby still
providing the user with the simplified network admission
pProcess.

FIG. 2 1llustrates an example network environment 200 1n
which a network discovery and selection system may be
implemented 1n accordance with one or more implementa-
tions. Not all of the depicted components may be used,
however, and one or more 1mplementations may include
additional components not shown 1n the figure. Variations 1n
the arrangement and type of the components may be made
without departing from the spirit or scope of the claims as set
forth herein. Additional components, different components,
or fewer components may be provided.

The network environment 200 includes the network
devices 104A.E, the electronic devices 106A,C, and the
network infrastructure 108. The network device 104A
includes a memory 202A, a processor circuit 204A, a
primary network iterface 206A, a secondary network inter-
face 208A, and a protected setup input device 210A. The
network device 104E includes a memory 202B, a processor
circuit 2048, a primary network interface 206B, a secondary
network interface 208B, and a protected setup mput device
210B. In the example of FIGS. 1 and 2, the network devices
104 A E are illustrated as bridge devices that bridge a pri-
mary network coupled to the primary network interfaces
206 A-B and secondary networks that are coupled to the
respective secondary network interfaces 208 A-B. The net-
work devices 104AE may be MoCA bridges, power-line
bridges, Wi-Fi bridges, or generally any bridge device.

Thus, the primary network 1nterfaces 206 A.B are coupled
to the network infrastructure 108, such as via a MoCA
and/or power-line connections, while the secondary network
interfaces are coupled to the electronic devices 106A-,C,
such as via Ethernet connections. For explanatory purposes,
individual electronic devices 106A,C are illustrated in FIG.
2 as being commumicatively coupled to the secondary net-
work interfaces 208A-B; however, any number of electronic
devices may be communicatively coupled to the secondary
network interfaces.

The protected setup mput devices 210A-B may be electro-
mechanical devices that can be activated by a user, such as
to authorize a connection to a selected network and/or to
initiate a protected setup. The protected setup mput devices
210A-B may include one or more of a push button device
that can be pushed by a user, a keypad on which a passcode
can be entered by a user, a fingerprint scanner or other
biometric input device, a or generally any electro-mechani-
cal device to via which physical input can be provided by a
user.

In one or more implementations, one or more of the
memories 202A-B, the processor circuits 204A-B, the net-
work 1nterfaces 206 A-B, 208 A-B, and/or the protected setup
mput devices 210A-B may be implemented in software
(e.g., subroutines and code) and/or 1n hardware (e.g., an
Application Specific Integrated Circuit (ASIC), a Field
Programmable Gate Array (FPGA), a Programmable Logic
Device (PLD), a controller, a state machine, gated logic,
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discrete hardware components, or any other suitable
devices) and/or a combination of both. Additional features
and functions of these modules according to various aspects
ol the subject technology are further described 1n the present
disclosure.

FIG. 3 illustrates a tlow diagram of an example process
300 of a network discovery and selection system 1n accor-
dance with one or more implementations. For explanatory
purposes, the example process 300 1s primarily described
herein with reference to the network device 104E of FIGS.
1-2; however, the example process 300 1s not limited to the
network device 104E of FIGS. 1-2, ¢.g. the example process
300 may be performed by one or more of the other devices
104A-D and/or the example process 300 may be performed
by one or more components of the network device 104E.
Further for explanatory purposes, the blocks of the example
process 300 are described herein as occurring 1n serial, or
linearly. However, multiple blocks of the example process
300 may occur in parallel. In addition, the blocks of the
example process 300 may be performed a different order
than the order shown and/or one or more of the blocks of the
example process 300 may not be performed.

The network device 104E 1s added to a network environ-
ment, such as the example network environment 100, and
scans for available networks (302). For example, the net-
work device 104E scans for signals transmitted by one or
more of the other network devices 104A-D, such as discov-
ery, beacon, and/or pilot signals transmitted by network
coordinator devices of the available networks 102A-B. In
one or more implementations, the network device 104E
scans a configurable set of frequency bands for available
networks, such as MoCA frequency bands, power-line ire-
quency bands, etc. The network device 104E detects at least
one network and determines whether a single network 1s
available or multiple networks are available for connection
in the network environment (304).

If the network device 104E determines that a single
network 1s available (304), the network device 104E con-
nects to the single available network (306). If the single
available network 1s an open network and/or 1s a network
that does not utilize privacy and/or security, the network
device 104E automatically connects to the network, such as
without user intervention. In one or more implementations,
the network device 104E negotiates admission to the net-
work with a network coordinator device associated with the
network. If the single available network 1s a private network
and/or 1s a network that utilizes privacy and/or security, the
network device 104E connects to the network via a protected
setup, as 1s discussed further below with respect to FIG. 4.

If the network device 104E determines that multiple
networks are available in the network environment (304),
the network device 104E determines whether at least one of
the networks 1s an open network and at least one of the
networks 1s a private network (308). If the network device
104E determines that the available networks are either all
private networks or are all open networks, the network
device 104E connects to one of the available networks (310).
If the available networks are all open, the network device
104E automatically connects to one of the open networks. If
the available networks are all private, the network device
104E connects to one of the private networks via a protected
setup, as 1s discussed further below with respect to FIG. 4.

If the network device 104E determines that at least one of
the networks 1s open and at least one of the networks 1s
private (308), the network device 104E starts, and/or 1niti-
ates, a timer (312). The timer 1s set to allow suflicient time
for a user to 1nitiate a protected setup with respect to the at
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6

least one available private network. The network device
104E determines whether a protected setup 1s initiated prior
to the timer reaching a timeout value, such as by a user
activating the protected setup mput device 210B of the
network device 104E (314). If the network device 104E
determines that the timer reached the timeout value before a
protected setup was 1nitiated (314), the network device 104E
automatically connects to the open network, such as without
user intervention (316).

If the network device 104E determines that the protected
setup was 1nitiated prior to the timer reaching the timeout
value (314), the network device 104E imitiates a connection
to the private network (318). In one or more implementa-
tions, 11 the protected setup 1s not completed within a period
of time, such as by the user activating a protected setup input
device ol a network device of the private network, the
network device 104E connects to the open network.

FIG. 4 illustrates a flow diagram of an example process
400 of a network discovery and selection system 1n accor-
dance with one or more implementations. For explanatory
purposes, the example process 400 1s primarily described
herein with reference to the network device 104E of FIGS.
1-2; however, the example process 400 1s not limited to the
network device 104E of FIGS. 1-2, e.g. the example process
400 may be performed by one or more of the other devices
104 A-D and/or the example process 400 may be performed
by one or more components of the network device 104E.
Further for explanatory purposes, the blocks of the example
process 400 are described herein as occurring in serial, or
linearly. However, multiple blocks of the example process
400 may occur in parallel. In addition, the blocks of the
example process 400 may be performed a different order
than the order shown and/or one or more of the blocks of the
example process 400 may not be performed.

The network device 104E performs a network search
across a configurable set of frequency bands for network
coordinator devices 1in a network environment, such as the
example network environment 100 (402). The network
coordinator devices may each coordinate transmissions over
separate networks with or without privacy. In one or more
implementations, the network device 104E performs the
network search when the network device 104E 1s powered
on and/or when a hard reset 1s performed. If the network
device 104E does not discover any network coordinator
devices (404), the network device 104E continues searching
(402).

If the network device 104E discovers a single network
coordinator device (404), the network device 104E deter-
mines whether the network coordinator device utilizes pri-
vacy (406). For example, the discovery messages transmit-
ted by the network coordinator device may indicate whether
the network coordinator device utilizes privacy. If the net-
work device 104E determines that the network coordinator
device does not utilize privacy, the network device 104E
automatically nitiates an admission protocol with the net-
work coordinator device and 1s admaitted to the network that
1s coordinated by the network coordinator device without
privacy (416).

If the network device 104E determines that the network
coordinator device utilizes privacy (406), the network
device 104E waits for the protected setup to be mitiated on
the network device 104E, such as by a user (408). Once the
protected setup 1s mitiated (408), such as by a user activating
the protected setup mput device 210B of the network device
104E, the network device 104E waits for the protected setup
to be completed, such as by a user activating the protected
setup mmput device of the network coordinator device, or
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another device of the private network. It the protected setup
1s not completed within a configurable time period (410), the
network device 104EF restarts the protected setup (408). IT
the protected setup 1s completed within the configurable
time period (410), the network device 104E 1s admuatted to
the network that 1s coordinated by the network coordinator
device with privacy (412).

If the network device 104E determines that all of the
discovered network coordinator devices utilize privacy
(414), the network device 104E waits for the protected setup
to be initiated on the network device 104E, such as by a user
(416). Once the protected setup 1s 1nitiated (416), such as by
a user activating the protected setup mput device 210B of the
network device 104E, the network device 104E waits for the
protected setup to be completed by the user, such as by a user
activating the protected setup input device of a selected one
of the network coordinator devices. 11 the protected setup 1s
not completed within a configurable time period (418), the
network device 104E restarts the protected setup (416). IT
the protected setup 1s completed within the configurable
time period (418), the network device 104E 1s admuatted to
the network that 1s coordinated by the selected network
coordinator device with privacy (420).

If the network device 104E determines that all of the
discovered network coordinator devices do not utilize pri-
vacy (422), the network device 104E waits for the protected
setup to be mitiated on the network device 104E, such as by
a user (424). In this instance, since none of the network
coordinator devices utilize privacy, the protected setup 1s not
used to distribute security and/or authentication information
to the network device 104E, such as a password, but rather
to provide the user with a mechanism for selecting one of the
discovered network coordinator devices to associate with the
network device 104E, as a selection of one of the network
coordinator devices cannot be performed 1 an automatic
deterministic way. In one or more implementations, the
protected setup may be used in this manner by passing a
NULL password, and/or an empty password, from the
selected network coordinator device to the network device
104E.

Once the protected setup 1s imitiated (424), such as by a
user activating the protected setup input device 210B of the
network device 104E, the network device 104E waits for the
protected setup to be completed, such as by a user activating
the protected setup input device of a selected one of the
network coordinator devices. If the protected setup 1s not
completed within a configurable time period (426), the
network device 104E restarts the protected setup (424). IT
the protected setup 1s completed within the configurable
time period (426), the network device 104E 1s admitted to
the network that 1s coordinated by the selected network
coordinator device without privacy (428).

If the network device 104E determines that at least one of
the discovered network coordinator devices does not utilize
privacy (414), and at least one of the discovered network
coordinator devices does utilize privacy (422), the network
device 104E starts or imitiates a timer (430). I a protected
setup 1s not 1nitiated on the network device 104E before the
timer reaches the timeout value (432), the network device
104E determines whether there are multiple available net-
work coordinator devices that do not utilize privacy (436).
If the network device 104E determines that there are mul-
tiple available network coordinator devices that do not
utilize privacy (436), the network device 104E waits for a
protected setup to be initiated on the network device 104E
(424). If the network device 104E determines that there 1s
only a single available network coordinator device that
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utilizes privacy (436), the network device automatically
initiates an admission protocol with the network coordinator
device and 1s admitted to the network that 1s coordinated by
the network coordinator device without privacy (416).

If a protected setup 1s mitiated on the network device
104E before the timer reaches a timeout value (432), such as
by a user activating the protected setup input device 210B of
the network device 104E, the network device 104E waits for
the protected setup to be completed, such as by a user
activating the protected setup input device of a selected one
of the at least one network coordinator devices that utilize
privacy. If the protected setup 1s completed with a selected
network coordinator device within a configurable time
period (434), the network device 104E 1s admitted to the
network that 1s coordinated by the selected network coor-
dinator device with privacy (438).

I the protected setup 1s not completed with a selected
network coordinator device within a configurable time
period (434), the network device 104E determines whether
there are multlple available network coordinator devices that
do not utilize privacy (436). If the network device 104E
determines that there are multiple available network coor-
dinator devices that do not utilize privacy (436), the network
device 104E waits for a protected setup to be imitiated on the
network device 104E (424). If the network device 104E
determines that there 1s only a single available network
coordinator device that does not utilize privacy (436), the
network device 104E automatically initiates an admission
protocol with the network coordinator device and 1s admut-
ted to the network that 1s coordinated by the network
coordinator device without privacy (416).

FIG. 5§ conceptually illustrates an example electronic
system 500 with which one or more implementations of the
subject technology can be implemented. The electronic
system 500, for example, may be, or may include, one or
more of the network devices 104A-E, the electronic devices
106 A-C, and/or the output devices 124, one or more wear-
able devices, a desktop computer, a laptop computer, a tablet
device, a phone, and/or generally any electronic device.
Such an electronic system 500 includes various types of
computer readable media and interfaces for various other
types of computer readable media. The electronic system
500 includes a bus 508, one or more processing unit(s) 512,
a system memory 504, a read-only memory (ROM) 510, a
permanent storage device 502, an mput device interface 514,
an output device interface 506, one or more network nter-
face(s) 516, and/or subsets and variations thereof.

The bus 508 collectively represents all system, peripheral,
and chipset buses that communicatively connect the numer-
ous internal devices of the electronic system 500. In one or
more 1mplementations, the bus 508 communicatively con-
nects the one or more processing unit(s) 512 with the ROM
510, the system memory 304, and the permanent storage
device 502. From these various memory units, the one or
more processing unit(s) 512 retrieves mstructions to execute
and data to process 1n order to execute the processes of the
subject disclosure. The one or more processing unit(s) 512
can be a single processor or a multi-core processor 1n
different implementations.

The ROM 510 stores static data and instructions that are
utilized by the one or more processing unit(s) 512 and other
modules of the electronic system 500. The permanent stor-
age device 502, on the other hand, may be a read-and-write
memory device. The permanent storage device 502 may be
a non-volatile memory unit that stores 1nstructions and data
even when the electronic system 500 1s ofl. In one or more
implementations, a mass-storage device (such as a magnetic
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or optical disk and 1ts corresponding disk drive) may be used
as the permanent storage device 502.

In one or more implementations, a removable storage
device (such as a floppy disk, flash drive, and its corre-
sponding disk drive) may be used as the permanent storage
device 502. Like the permanent storage device 502, the
system memory 304 may be a read-and-write memory
device. However, unlike the permanent storage device 502,
the system memory 504 may be a volatile read-and-write
memory, such as random access memory (RAM). The
system memory 504 may store one or more of the instruc-
tions and/or data that the one or more processing unit(s) 512
may utilize at runtime. In one or more implementations, the
processes of the subject disclosure are stored in the system
memory 504, the permanent storage device 502, and/or the
ROM 510. From these various memory units, the one or
more processing unit(s) 512 retrieve structions to execute
and data to process in order to execute the processes of one
or more 1mplementations.

The bus 508 also connects to the mput and output device
interfaces 514 and 506. The input device interface 514
enables a user to communicate information and select com-
mands to the electronic system 500. Input devices that may
be used with the input device mterface 514 may include, for
example, alphanumeric keyboards and pointing devices
(also called *“cursor control devices™). The output device
interface 506 may enable, for example, the display of images
generated by the electronic system 500. Output devices that
may be used with the output device interface 506 may
include, for example, printers and display devices, such as a
liquid crystal display (LCD), a light emitting diode (LED)
display, an organic light emitting diode (OLED) display, a
flexible display, a flat panel display, a solid state display, a
projector, or any other device for outputting information.
One or more mmplementations may include devices that
function as both mput and output devices, such as a touch-
screen. In these implementations, feedback provided to the
user can be any form of sensory feedback, such as visual
teedback, auditory feedback, or tactile feedback; and 1nput
from the user can be received in any form, including
acoustic, speech, or tactile input.

As shown in FIG. 5, bus 508 also couples electronic
system 500 to one or more networks (not shown) through
one or more network imterface(s) 516. The one or more
network interface(s) may include Bluetooth interface, a
Bluetooth low energy (BLE) interface, a Zigbee interface, an
Ethernet interface, a Wi-F1 interface, a MoCA 1nterface, a
HomePlug interface, a reduced gigabit media independent
interface (RGMII), or generally any interface for connecting
to a network. In this manner, electronic system 500 can be
a part of one or more networks of computers (such as a local
area network (LAN), a personal area network (PAN), a
peer-to-peer network (P2P), a wide area network (WAN), or
an Intranet, or a network of networks, such as the Internet.
Any or all components of electronic system 500 can be used
in conjunction with the subject disclosure.

Implementations within the scope of the present disclo-
sure can be partially or entirely realized using a tangible
computer-readable storage medium (or multiple tangible
computer-readable storage media of one or more types)
encoding one or more 1nstructions. The tangible computer-
readable storage medium also can be non-transitory in
nature.

The computer-readable storage medium can be any stor-
age medium that can be read, written, or otherwise accessed
by a general purpose or special purpose computing device,
including any processing electronics and/or processing cir-
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cuitry capable of executing instructions. For example, with-
out limitation, the computer-readable medium can include
any volatile semiconductor memory, such as RAM, DRAM,
SRAM, T-RAM, 7Z-RAM, and TTRAM. The computer-
readable medium also can include any non-volatile semi-
conductor memory, such as ROM, PROM, EPROM,
EEPROM, NVRAM, flash, SSD, nvSRAM, FeRAM,
FeTRAM, MRAM, PRAM, CBRAM, SONOS, RRAM,
NRAM, racetrack memory, FIG, and Millipede memory.

Further, the computer-readable storage medium can
include any non-semiconductor memory, such as optical
disk storage, magnetic disk storage, magnetic tape, other
magnetic storage devices, or any other medium capable of
storing one or more 1nstructions. In one or more 1mplemen-
tations, the tangible computer-readable storage medium can
be directly coupled to a computing device, while 1n other
implementations, the tangible computer-readable storage
medium can be indirectly coupled to a computing device,
¢.g., via one or more wired connections, one or more
wireless connections, or any combination thereof.

Instructions can be directly executable or can be used to
develop executable instructions. For example, instructions
can be realized as executable or non-executable machine
code or as 1nstructions 1n a high-level language that can be
compiled to produce executable or non-executable machine
code. Further, instructions also can be realized as or can
include data. Computer-executable mstructions also can be
organized in any format, including routines, subroutines,
programs, data structures, objects, modules, applications,
applets, functions, etc. As recognized by those of skill 1n the
art, details including, but not limited to, the number, struc-
ture, sequence, and organization ol instructions can vary
significantly without varying the underlying logic, function,
processing, and output.

While the above discussion primarily refers to micropro-
cessor or multi-core processors that execute soltware, one or
more implementations are performed by one or more inte-
grated circuits, such as application specific integrated cir-
cuits (ASICs) or field programmable gate arrays (FPGAs).
In one or more implementations, such integrated circuits
execute mstructions that are stored on the circuit itself.

Those of skill in the art would appreciate that the various
illustrative blocks, modules, elements, components, meth-
ods, and algorithms described herein may be implemented
as electronic hardware, computer software, or combinations
of both. To 1llustrate this interchangeability of hardware and
software, various 1illustrative blocks, modules, elements,
components, methods, and algorithms have been described
above generally 1n terms of their functionality. Whether such
functionality 1s i1mplemented as hardware or soltware
depends upon the particular application and design con-
straints 1mposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for
cach particular application. Various components and blocks
may be arranged differently (e.g., arranged in a different
order, or partitioned 1n a different way) all without departing
from the scope of the subject technology.

It 1s understood that any specific order or hierarchy of
blocks 1n the processes disclosed 1s an 1illustration of
example approaches. Based upon design preferences, 1t 1s
understood that the specific order or hierarchy of blocks in
the processes may be rearranged, or that all 1llustrated blocks
be performed. Any of the blocks may be performed simul-
taneously. In one or more implementations, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system components in the embodi-
ments described above should not be understood as requir-
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ing such separation in all embodiments, and 1t should be
understood that the described program components and
systems can generally be integrated together in a single
soltware product or packaged into multiple software prod-
ucts.

As used 1 this specification and any claims of this
application, the terms “access point”, “receiver”, “com-
puter”, “server”, “processor’, and “memory”’ all refer to
clectronic or other technological devices. These terms
exclude people or groups of people. For the purposes of the
specification, the terms “display” or “displaying” means
displaying on or by an electronic device.

As used herein, the phrase “at least one of”” preceding a
series of 1tems, with the term “and” or “or” to separate any
of the items, modifies the list as a whole, rather than each
member of the list (e.g., each 1tem). The phrase “at least one
of” does not require selection of at least one of each item
listed; rather, the phrase allows a meaning that includes at
least one of any one of the 1tems, and/or at least one of any
combination of the items, and/or at least one of each of the
items. By way of example, the phrases “at least one of A, B,
and C” or “at least one of A, B, or C” each refer to only A,
only B, or only C; any combination of A, B, and C; and/or
at least one of each of A, B, and C.

The predicate words “configured to”, “operable to”, and
“programmed to” do not imply any particular tangible or
intangible modification of a subject, but, rather, are intended
to be used interchangeably. In one or more implementations,
a processor configured to monitor and control an operation
or a component may also mean the processor being pro-
grammed to monitor and control the operation or the pro-
cessor being operable to monitor and control the operation.
Likewise, a processor configured to execute code can be
construed as a processor programmed to execute code or
operable to execute code.

Phrases such as an aspect, the aspect, another aspect,
some aspects, one or more aspects, an implementation, the
implementation, another implementation, some 1mplemen-
tations, one or more 1implementations, an embodiment, the
embodiment, another embodiment, some embodiments, one
or more embodiments, a configuration, the configuration,
another configuration, some configurations, one or more
configurations, the subject technology, the disclosure, the
present disclosure, other variations thereof and alike are for
convenience and do not imply that a disclosure relating to
such phrase(s) 1s essential to the subject technology or that
such disclosure applies to all configurations of the subject
technology. A disclosure relating to such phrase(s) may
apply to all configurations, or one or more configurations. A
disclosure relating to such phrase(s) may provide one or
more examples. A phrase such as an aspect or some aspects
may refer to one or more aspects and vice versa, and this
applies similarly to other foregoing phrases.

The word “exemplary” 1s used herein to mean “serving as
an example, instance, or illustration.” Any embodiment
described herein as “exemplary” or as an “example” 1s not
necessarily to be construed as preferred or advantageous
over other embodiments. Furthermore, to the extent that the
term “include,” “have,” or the like 1s used 1n the description
or the claims, such term 1s intended to be inclusive 1n a
manner similar to the term “comprise” as “comprise” 1s
interpreted when employed as a transitional word 1n a claim.

All structural and functional equivalents to the elements
of the various aspects described throughout this disclosure
that are known or later come to be known to those of
ordinary skill in the art are expressly incorporated herein by
reference and are intended to be encompassed by the claims.

10

15

20

25

30

35

40

45

50

55

60

65

12

Moreover, nothing disclosed herein 1s intended to be dedi-
cated to the public regardless of whether such disclosure 1s
explicitly recited in the claims. No claim element 1s to be
construed under the provisions of 35 U.S.C. § 112, sixth
paragraph, unless the element 1s expressly recited using the
phrase “means for” or, in the case of a method claim, the
clement 1s recited using the phrase “step for.”

The previous description 1s provided to enable any person
skilled 1n the art to practice the various aspects described
herein. Various modifications to these aspects will be readily
apparent to those skilled in the art, and the generic principles
defined herein may be applied to other aspects. Thus, the
claims are not intended to be limited to the aspects shown
herein, but are to be accorded the tull scope consistent with
the language claims, wherein reference to an element in the
singular 1s not intended to mean “one and only one” unless
specifically so stated, but rather “one or more.” Unless
specifically stated otherwise, the term “some” refers to one
or more. Pronouns in the masculine (e.g., his) include the
feminine and neuter gender (e.g., her and 1ts) and vice versa.
Headings and subheadings, if any, are used for convenience
only and do not limit the subject disclosure.

What 1s claimed 1s:

1. A device comprising:

at least one processor circuit configured to:

determine a number of networks available for connec-
tion within a configurable set of frequency bands;
when a single network 1s available for connection, the
single network being open, automatically connect to
the single network; and
when multiple networks are available for connection,
the multiple networks comprising at least one open
network and at least one private network:
initiate a timer;
imitiate the connection with the at least one private
network when a protected setup 1s mitiated for
establishing the connection prior to the timer
reaching a timeout value; and
connect to the at least one open network when the
timer reaches the timeout value prior to the pro-
tected setup being inmitiated for establishing the
connection.

2. The device of claim 1, wherein the device further
comprises a protected setup mput device that 1s configured
to mitiate the protected setup when activated by a user.

3. The device of claim 2, wherein the protected setup
iput device comprises an electro-mechanical mput device.

4. The device of claim 3, wherein the electro-mechanical
input device comprises at least one of a push button or a
keypad.

5. The device of claim 2, wherein the at least one
processor circuit 1s further configured to:

when the protected setup 1s 1nitiated for the connection

prior to the timer reaching the timeout value:

wait a period of time to receive an 1ndication of a user
selection of one of the at least one private networks;
and

in response to receipt of the indication of the user
selection of the one of the at least one private
networks, connect to the one of the at least one
private networks.

6. The device of claim 5, where the at least one processor
circuit 1s further configured to:

connect to the at least one open network when the user

selection of the one of the at least one private networks
does not occur within the period of time.
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7. The device of claim 5, wherein the user selection of the
one of the at least one private networks comprises a user
activation of another protected setup input device of another
device of the one of the at least one private networks.

8. The device of claim 1, wherein the at least one
processor circuit 1s further configured to:

scan for available networks within a configurable set of

frequency bands.

9. The device of claim 1, wherein the at least one
processor circuit 1s further configured to:

automatically connect to the single network without user

input, without mitiating the timer, and without waiting
for the timer to reach the timeout value.

10. The device of claim 1, wherein first transmissions over
the at least one private network are encrypted and second
transmissions over the at least one open network are unen-
crypted.

11. The device of claim 1, where the at least one processor
circuit 1s further configured to:

when the multiple networks comprise exclusively private

networks or exclusively open networks:
initiate the connection with one of the multiple net-
works when the protected setup 1s 1nitiated.

12. The device of claim 1, wherein the at least one
processor circuit 1s further configured to:

when the multiple networks comprise exclusively private

networks or exclusively open networks and the pro-

tected setup 1s 1nitiated:

wait a period of time to receive an 1ndication of a user
selection of one of the multiple networks; and

in response to receipt of the indication of the user
selection of the one of the multiple networks, con-
nect to the one of the multiple networks.

13. The device of claim 12, wherein the user selection of
the one of the multiple networks comprises a user activation
of a protected setup input device of another device of the one
of the multiple networks.

14. A method comprising:

scanning, by a device, for network transmissions over a

network infrastructure;

identifying, by the device, the network transmissions over

the network infrastructure that correspond to at least
one network utilizing open or private network trans-
missions;

automatically connecting, by the device, to the at least one

network when the at least one network exclusively
comprises a lirst network that utilizes open network
transmissions; and

when the at least one network comprises the first network

that utilizes open network transmissions and a second
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network that utilizes private network transmissions,
initiating the connection to the second network when a
protected setup 1s imitiated within a period of time,
otherwise connecting to the first network.
15. The method of claim 14, wherein the network trans-
missions that correspond to at least one network are recerved
from a network coordinator device associated with the at
least one network.
16. The method of claim 14, wherein the protected setup
1s 1mitiated when a user activates a protected setup input
device.
17. A computer program product comprising instructions
stored 1n a tangible non-transitory computer-readable stor-
age medium, the instructions when executed by at least one
processor, cause the at least one processor to:
discover available networks on a network infrastructure;
automatically connect to a first network without privacy
when the available networks exclusively comprises the
first network without privacy and when a protected
setup 1s not 1nitiated within a first period of time and the
available networks includes the first network without
privacy and a second network with privacy; and

otherwise wait for activation of a protected setup input
device to 1nitiate the protected setup.

18. The computer program product of claim 17, wherein
the instructions, when executed by the at least one processor,
further cause the at least one processor to:

detect the 1mitiation of the protected setup;

wait for a user selection of one of the available networks:

and

in response to the user selection of the one of the available

networks, connect to the one of the available networks.

19. The computer program product of claim 18, wherein
the instructions, when executed by the at least one processor,
turther cause the at least one processor to:

when the available networks includes the first network

without privacy and the second network with privacy
and the user selection of the one of the available
networks 1s not recerved within a second period of time,
automatically connect to the first network without
privacy.

20. The computer program product of claim 18, wherein
the protected setup 1s initiated when a user activates the
protected setup iput device and the user selection of the one
of the available networks comprises a user activation of
another protected setup input device of a device associated
with the one of the available networks.
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