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1
MONITORING SYSTEM

This disclosure relates to a system for proximity moni-
toring. The monitoring of one or more objects by use of an
clectronic tag attached to each object 1s described. One use
of the system 1s to prevent accidental loss or theit. Another
1s to prevent unauthorised access to electronic devices. Other
use cases may include but are not limited to localised
tracking and finding of objects or remote tracking including,
crowd sourcing to find lost bicycles etc. as described and
turther elaborated below.

Systems of this general nature are known both 1n prior art
and commercially. However, known systems have many
limitations including a lack of the ability to predict the
separation distance between the wireless tag and the moni-
tor, false alarms, a lack of adaptability to changes in envi-
ronment, and poor battery life. The present disclosure
addresses these limitations.

Localisation of electronically tagged objects has been a
challenge for many years, especially in systems where tags
need to be small and power consumption minimal, and
where both tag and monitor may be mobile and the spatial
coordinates of these cannot be known. Such systems typi-
cally rely on Received Signal Strength Indication (RSSI) to
monitor proximity. Known systems 1n this category cannot
accurately estimate the range, and reliability 1s low. Most
known systems are ‘proximity detection’ rather than “prox-
imity measurement’. Embodiments of the present disclosure
are able to measure the separation distance within accuracy
of about 1 m or better.

According to the present disclosure there 1s provided a
monitoring system comprising a monitor and at least one
tag, each tag being adapted to be attached to or contained
within an object to be monitored; the monitor including a
radio transmitter/recerver and each tag including a radio
transmitter/receiver adapted to transmit periodic signals; the
monitor being operable to derive a measurement of the
separation distance between the monitor and a given tag and
to trigger an event 1f that distance exceeds a set separation
limit. According to one optional aspect, a frequency of
packet exchange between a tag and monitor 1s dynamically
altered based on a comparison of one or more monitored
parameters with a mode transition threshold.

Optionally, a low power radio protocol 1s used for the
communication between a monitor and a tag.

Optionally, the radio protocol 1s Bluetooth Low Energy
(BLE).

Optionally, a monitor, when connected to a tag, can switch
between an activity monitor mode in which a connection
interval for data exchange 1s set at a first value and a critical
activity monitor mode 1 which a connection interval for
data exchange 1s set at a second value which 1s higher than
said first value.

Optionally, the monitored parameters comprise one or
more radio signal strength parameters.

Optionally, said one or more radio signal strength param-
cters comprise one or more of: received signal strength
indication, link quality 1index; or parameters dertved there-
from.

Optionally, the monitored parameters comprise one or
more non-radio parameters.

Optionally, said one or more non-radio parameters com-
prise one or more of: accelerometer data, positional system
data; or parameters derived therefrom.

Optionally, communication between a monitor to a tag (to
initiate the activity monitor mode) 1s mitiated by an interrupt
event.
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Optionally, the monitor makes a decision to trigger an
event when an event trigger threshold 1s reached or
exceeded, and said decision mmvolves evaluating environ-
mental conditions.

Optionally, the evaluation of environmental conditions
comprises monitoring one or more parameters icluding at
least one radio parameter and/or at least one non-radio
parameter.

Optionally, the decision to trigger an event 1s determined
by a fuzzy logic component.

Optionally, the decision to trigger an event 1s made by a
neural network.

Optionally, the decision to trigger an event 1s made
through a neural fuzzy inference engine.

Optionally, the monitor 1s a sell contained user-portable
device.

Optionally, the monitor 1s a smartphone or tablet running
a suitable software application.

Optionally, the monitor 1s a computer or computer periph-
eral running a suitable software application.

Optionally, the triggered event i1s the generation of an
alarm.

Optionally, the alarm comprises an audible alarm, a
mechanical vibration or visual indication. LEDs or other
suitable light sources; or on-screen alerts may be used as the
visual indication.

Optionally, the triggered event 1s the locking of an elec-
tronic device acting as the monitor/peripheral.

Optionally, the radio transmaitter of the tag 1s a transponder
which responds to periodic interrogation signals from the
monitor.

Optionally, the monitor derives said measurement by
assessment of the strength of the signal received from the
tag.

Optionally, the momtor and/or the tag includes means for
detecting changes in orientation or movements, and 1s
arranged to filter recerved modily separation criteria during
periods of rapid change in orientation/movement.

Optionally, the means for detecting changes 1n orienta-
tion/movements comprises an accelerometer, preferably a
3-axis accelerometer.

Optionally, the system includes a secondary user interface
device.

Optionally, one or more of the tag(s) 1s also provided with
an alarm mechamism which triggers when the monitor
generates an alarm. The alarm mechamism may comprise an
audible alarm, a mechanical vibration or visual indication.
LEDs or other suitable light sources; or on-screen alerts may
be used as the visual indication.

Optionally, the monitor includes geo-location means such
as a GPS receiver.

Optionally, the alarm system 1s 1n a power-down/sleep
mode whenever the geo-location means detects that 1t 1s at
a predetermined “home” location.

Optionally, the means for detecting a pre-determined
“home” location 1s the proximity of the monitor to a WiFi
hotspot, another fixed node tag or use of GPS coordinates.

Optionally, the monitor 1s arranged to record its geo-
location at a time when an event (alarm/lock) 1s generated.

Optionally, the monitor, on generation of an event, sends
said geo-location to a database held on a remote server.

Optionally, the monitor 1s arranged to communicate
details of a lost object via the remote server to other similar
monitors 1 a crowd-sourcing environment and to receive
details 1f the object 1s located by another monaitor.

According to a second aspect of the disclosure there 1s
provided a method of monitoring a separation distance
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between a monitor and one or more tags, each tag being
adapted to be attached to or contained within an object to be
monitored; comprising the steps of: transmitting periodic
radio signals between the monitor and the or each tag;
deriving a measurement of the separation distance between
the monitor and a given tag; and triggering an event 11 that
distance exceeds a set separation limit; wherein a frequency
ol data exchange between a connected tag and monitor 1s
dynamically altered based on a comparison of one or more
monitored parameters with a mode transition threshold.

The method may also comprise the steps of providing the
various features of the first aspect and using them as
described herein.

According to a third aspect of the disclosure there 1s
provided a monitoring system comprising a monitor and at
least one tag, each tag being adapted to be attached to or
contained within an object to be monitored; the monitor
including a radio transmitter/recerver and each tag including
a radio transmitter/receiver adapted to transmit periodic
signals; the monitor being operable to derive a measurement
of the separation distance between the monitor and a given
tag and to trigger an event 1f that distance exceeds a set
separation limit; and the monitor makes a decision to trigger
an event when an event trigger threshold i1s reached or
exceeded, where said decision mvolves evaluating external
environmental conditions.

Optionally, the evaluating of external environmental con-
ditions comprises evaluating data from one or more set
parameters including at least one radio parameter and/or at
least one non-radio parameter.

Optionally, the decision to trigger an event 1s determined
by a neural fuzzy system component.

According to a fourth aspect of the disclosure there 1s
provided a method of monitoring a separation distance
between a monitor and one or more tags, each tag being
adapted to be attached to or contained within an object to be
monitored; comprising the steps of: transmitting periodic
radio signals between the monitor and the or each tag;
deriving a measurement of the separation distance between
the monitor and a given tag; and triggering an event 1f that
distance exceeds a set separation limit; wherein the monitor

makes a decision to trigger an event when an event trigger
threshold 1s reached or exceeded, where said decision
involves monitoring environmental conditions. The method
may also comprise the steps of providing the various fea-
tures of the third aspect and using them as described herein.

According to a fifth aspect of the disclosure there 1s
provided a monitor for use in the preceding aspects, com-
prising a smartphone or tablet including geo-location means
and an accelerometer; or comprising a dedicated stand-alone
monitor. Optionally, the monitor 1s BLE enabled and
arranged to run in BLE master mode.

According to a sixth aspect of the disclosure there 1s
provided a tag for use in the preceding aspects, including
means for providing a unique 1dentity and a radio frequency
transponder with matched antenna, the tag being physically
small 1n relation to an object to be monitored and readily
attachable thereto. Optionally, the tag 1s BLE enabled and
arranged to run 1n BLE slave/peripheral mode.

According to a seventh aspect of the disclosure there 1s
provided a computer program product a computer program
product encoded with structions that when run on a
computer, enable the computer to perform the functions of
a monitor and/or a tag 1n the systems, methods and apparatus
of any preceding claim.
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Optionally, the computer program product 1s provided as
a smartphone/tablet application for download, for example
from an application store.

The computer program product may be stored on or
transmitted over as one or more instructions or code on a
computer-readable medium. Computer-readable media
includes both computer storage media and communication
media mcluding any medium that facilitates transfer of a
computer program from one place to another. A storage
media may be any available media that can be accessed by
a computer. The instructions or code associated with a
computer-readable medium of the computer program prod-
uct may be executed by a computer, e.g., by one or more
processors, such as one or more digital signal processors
(DSPs), general purpose microprocessors, ASICs, FPGAs,
or other equivalent integrated or discrete logic circuitry.

Embodiments of the present disclosure will now be
described, by way of example only, with reference to the
drawings, in which:

FIG. 1A 1s a schematic overview of one embodiment of
the disclosure;

FIG. 1B-D show alternative mechanisms through which
the system can be optimised for lower power performance;

FIG. 2 1s a block diagram of one form of tag which may
be used 1n the present disclosure;

FIG. 3 1s a graphic depiction of common use cases for the
system:

FIG. 4A 1llustrates an operational algorithm for a monitor
forming part of a monitoring system:;

FIG. 4B illustrates an operational algorithm for a tag
forming part of a monitoring system;

FIGS. 5 and 6 1illustrate connection intervals for a radio
communication system;

FIG. 7 illustrates RSSI data;

FI1G. 8 1llustrates accelerometer data;

FIG. 9 illustrates component parts of a Neural-fuzzy
inference engine;

FIG. 10 illustrates examples of fuzzy membership classes
used 1n the Neural-fuzzy inference engine of FIG. 9;

FIG. 11 1s a sequence diagram relating to the use cases of
FIG. 3: and

FIG. 12 1s a schematic representation of an embodiment
of the disclosure using crowd-sourcing.

In general terms, embodiments of the disclosure refers to
mobile electronic tag(s) and a tag monitor system capable of
registering and generating a specified ‘real-time’ or a *sched-
uled” event based upon whether two components of the
system are ‘outside of proximity zone’ or ‘within proximity
zone’; where the zone boundaries can be defined by the user
and stipulated through an User Interface (UI). The system
may provide a power and performance module, with hard-
ware and software components, that improves the reliability
and functionality of the monitoring system.

Retferring to FIG. 1A, a monitoring system comprises a
monitor 10 and one or more tags 12. A “tag” may also be
referred to as a “peripheral device” or simply a “peripheral”.

The monitor 10 1s most conveniently a portable comput-
ing device such as a smartphone or tablet running a suitable
application. Alternatively, other forms of monitor may be
used such as a dedicated appliance 1n the form of a key fob.
This key fob can also act as a BLE-peripheral/slave device
in the presence of a BLE-enabled smartphone/tablet/PC
monitor. The system remains in a power down mode while
the monitor and tag are within a defined range of each other,
unless interrupted by an event.

In operation, each tag 12 periodically sends a signal to the
monitor 10, which assesses the received signal to derive a
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measure of the separation between the two. The periodic
signal 1s unique to the particular tag. Each tag may have a
unique identifier (such as a universally unique identifier)
assigned to 1t. Once connected and paired the system knows
and remembers this unique i1dentifier and 1s hence able to
identify which tag i1s sending which signals.

FIGS. 1B to 1D show diflerent connection options
between momitor and tag. FIG. 1B shows a ping pong
scheme where both devices send data, while FIG. 1C shows
a “tag receive only” scheme and FIG. 1D shows a “tag send
only” scheme. If only one device sends packets instead of
both then certain power savings are obtained which 1s of
significance over a large time period. The third scheme 1s
most preferred 1n a power down (PD) mode as computation
1s handled on the monitor side and may be utilised with a
standardised or proprietary radio protocol.

The assessment of the received signal to derive a measure
of the separation between tag and monitor may suitably be
based on Received Signal Strength Indication (RSSI); pre-
terred forms of the disclosure add further features 1 addi-
tion to RSSI 1n order to improve accuracy and performance,
as 1s discussed below. It the distance assessment indicates a
separation greater than a user-defined threshold, a trigger
response 1s mnitiated 1n the monitor and/or the tag.

The trigger response, generally termed as an “event” can
be an alarm or another action such as locking a device or a
computer. An alarm can be any kind of alert and may for
example be an audible alarm, a mechanical vibration or a
visual indication. The visual indication may be provided by
an LED or other light source and/or by on-screen displays.

Thus, 1f the tag 1s attached to say a handbag and the
owner, having put 1t down, leaves 1t behind, the alarm will
be triggered as soon as the owner moves more than a certain
specified distance away. Similarly, the alarm will be trig-
gered 11 another person attempts to remove the handbag. The
threshold distance may usefully be set between 5 m and 50
m (or longer in iree space).

The tag 12 may be programmed to transmait its signal at
pre-set mtervals. Alternatively, 1t may transmait 1ts signal in
response to a request from the monitor 10. The monitor 10
or tag(s) 12 can wake up from the power down/sleep mode
by a specified mterrupt. Each tag may stay either in a low
response connectable/discoverable/listening mode while 1n
the power-down state or a connected state with low latency
and send empty packets or stay-alive messages where appro-
priate.

FIG. 2 shows a preferred form of tag 12. The preferred
embodiments of the disclosure make use of Bluetooth Low
Energy (BLE) technology as the radio component 1n order to
support better battery life and be readily connectable to a
BLE enabled smartphone. The system further includes a
dedicated application level power manager module to fur-
ther improve significant battery life; this module includes a
soltware component 1n the form of an algorithm and may be
supported by a hardware component to detect external
interrupt(s) or an external hardware clock with dedicated
utility.

The tag 12 comprises an antenna 120, a BLE radio circuit
122, input/output circuit 124, power supply 126 including a
battery, CPU 128 and ROM 130. The tag 12 may also
optionally include a 3-axis accelerometer 132 and a buzzer
134. The provision of a buzzer allows a tag to give an alarm
if the user moves away from the monitor 10 while carrying
the tagged item.

In preferred embodiments, the buzzer may be a piezo
transducer arrangement. A piezo transducer does not contain
a circuit, and so therefore needs an external signal. This
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signal may be supplied by the output pin of a system on a
chip (SOC) 131 contaiming a microcontroller. Advanta-
geously, a piezo transducer arrangement requires less cur-
rent to operate than a mechanical or electromechanical
buzzer and so lasts longer in battery powered circuits,
although these and other types of buzzer may be used 1f
desired.

In one embodiment, the tag 12 may suitably be assembled
with 1ts minimum components and fabricated on same pchb
with external spacing for the battery holder conductor to
save space. In this manner, a very low form factor 1s
achieved, which 1s small enough to {it inside a wallet or
passport, or to be adhered to any such object. The antenna
may be formed on the pcb as a meandered inverted-F
antenna, adjusted and optimised for impedance match and
performance.

The system may optionally include a secondary user

interface (SUI) 14 (FI1G. 3), this being a device which allows

limited interaction between the user and the momtor for
convenience (specifically suited to control the snooze fea-
ture). The SUI 14 1s conveniently a BLE peripheral with a
user interface, for example a smart-watch that can also act
as a tag and alert user when the monitor 1s moving out of the
range.

Referring to FIG. 3, the user can add a new tag 12 to the
system by registering the tag. The user instructs the monitor
10 to search for a new tag, whose details are then stored 1n
the momnitor 10; a descriptive term can be added such as
“handbag” or “laptop”.

Registered tags can be locked or unlocked (activated or
deactivated) via the monitor 12, erther individually or en
bloc. IT atag goes out of range, 10 the system raises an alarm
via the audio output of the monitor 10. An alarm message
can also be passed to other BLE devices such as the SUI 14.
The alarm may be programmed to auto-stop after a prede-
termined time.

The user may deactivate or snooze alarms via the monitor
10 or SUI 14. The snooze function leaves the system running,
but supresses any alarm indication for an out-of-range tag.

The monitor 10 may also be used to de-register a tag 12,
that 1s remove 1ts 1dentity from the system.

FIG. 4A 1illustrates an example of an operational algo-
rithm for a monitor, and FIG. 4B illustrates an example of
operational algorithm for a tag/peripheral.

Referring to FIG. 4A, the monitor’s settings are {irst read,
and 1t 1s put into a power-down mode (1t may also be referred
to as “PD mode” which may take advantage of the minimum
connection parameters or as needed be 1 a “Scan mode
(active/passive)/Oll mode where appropriate™). Upon occur-
rence ol an interrupt event, the monitor moves from 1its
power-down mode to an activity monitor mode.

Similarly, as shown 1 FIG. 4B, the tag 1s set mitially to
be 1n an advertising mode, which for BLE implementations
can for example be a directed discoverable mode. It will
attempt to connect to a central device, otherwise it will enter
a Turther power-down mode (lower latency). Upon occur-
rence ol an interrupt event, the tag moves from 1ts power-
down mode to an active mode.

An mterrupt may be triggered from the monitor (“Inter-
rupt-1” 1n FIGS. 4A and 4B). This interrupt can be triggered
by hardware, for example from an accelerometer output, or
by soltware, for example when a monitor moves outside of
a sale zone or if a user interacting with the monitor through
a user interface, such as a software enabled button to utilize
an optional ‘Find’ feature which helps to ring and find
objects via sound/flash 1t’s LED.
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Interrupt-2 occurs from the peripheral side device. This
can be hardware (ACC) driven or 1t could be a periodic wake
up (software programmed). Interrupt-2 1s communicated to
the central device only via the radio and vice versa for
Interrupt-1 from central to peripheral side. With this tech-
nique a peripheral device 1s in a low power standby state or
a discoverable state (as required) or even for a connected
state the slave latency 1s appropriately adjusted 1n the case
of a BLE connection.

Interrupt events (Interrupt-1 and Interrupt-2) may be
exchanged via radio link between the monitor and the tag; so
that an 1nterrupt event from either one of the monitor or the
tag can cause a corresponding interrupt event on the other of
the monitor or the tag.

While the monitor 1s 1n 1ts activity monitor mode and the
tag 1s 1n 1ts connected state, a connection interval occurs
every “nl” seconds (or alternatively every nl milliseconds).
In a BLE connection between two devices, the devices each
send and receirve packets from one another on a specific
channel, then “meet” at a new channel at a specific amount
of time later. The link layer of the BLE stack handles the
channel switching. This “meeting” where the two devices
send and recerve packets 1s known as a “connection event”.
The packet exchange may involve the exchange of empty
packets or data packets with varying payload. Even 1f there
1s no application data to be sent or received, the two devices
will still exchange link layer data to maintain the connection.
The connection interval, m, 1s the time between these
connection events.

Setting the connection 1nterval at a fixed value can create
inefliciency. If a connection interval 1s too short, more
packets are exchanged than 1s needed and there 1s a signifi-
cant power drain on the monitor and the tag. If the monitor
1s a mobile telephone it will be rechargeable but nonetheless
a significant Bluetooth power drain can have an appreciable
cllect on battery life. If the tag 1s a standalone device then
a significant Bluetooth power drain will shorten the battery
life to a few days or weeks and will be an inconvenience for
a user. However, 11 the connection interval 1s too high, then
the reliability of the detection algorithm 1s compromised.
First of all, the separation of monitor from tag might not be
detected for a long time, and secondly 1t can be incorrectly
interpreted due to environmental noise. A relatively long
detection time means that the tag (and the item to which 1t
1s attached) 1s already far from the user before an alarm 1s
triggered, which reduces the chances of finding the tag
again, ¢.g. a handbag left in a train or a cab would have been
driven away already. Also, the long time between connection
events means that less data 1s collected per unit time, so the
chances of a false positive alarm are increased.

This balance between battery life and responsiveness can
be addressed by dynamically adjusting the connection inter-
val between monitor and tag, which 1s illustrated 1n FIGS. 5
and 6. FIG. 5 shows an activity monitor mode, where
connection events 600 are spaced 1n time (represented by the
horizontal arrow) by a set connection interval, nl. The
monitor can be switch to a critical activity monitor mode, in
which a shorter connection interval 1s employed. FIG. 6
shows an example of a transition between a critical activity
monitor mode characterised by a relatively short connection
interval of n2, and the activity monitor mode characterised
by a relatively long connection interval of nl.

The crnitical activity momitor mode provides maximum
responsiveness, as a greater amount of data per unit time can
be collected. The critical activity monitor mode requires
higher battery power because of the relatively shorter con-
nection 1nterval. However the duration of the periods when
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this higher battery power 1s required can be reduced by
dynamically switching to the critical activity monitor mode
rather than employing it throughout the course of the con-
nection of a monitor to a tag.

The Connection Interval (X) 1s dynamically chosen and
adjusted within the context of the above algorithm 1n order
to save battery and yet be responsive enough to avoid a false
alert. The challenge with implementing a dynamic interval
change 1s that when a L2ZCAP connection parameter update
request 1s made 1n BLE a few messages including response
and acknowledgement need be made over the link at slower
interval. For optimal implementation the algorithm may
suitably handle this by using a relatively shorter connection
interval combined with the appropriate slave latency param-
cter which can all be dynamically adjusted. The Power
Down (PD mode) adjusts Connection Parameters (CPs) to
minimum acceptable levels as required. Both ‘nl” and ‘n2’
may suitably be chosen from a ‘millisecond’ interval.

A decision to move from the activity monitor mode to the
critical activity monitor mode 1s made based on the mea-
surement of one or more parameters, and comparing the
parameters, or statistical measures derived from the param-
eters, to a given mode transition threshold.

I the measurements move from a value below the mode
transition threshold to a value above 1t, then a transition from
the activity monitoring mode to the critical activity moni-
toring mode 1s triggered, and 1f the measurements move
from a value above the mode transition threshold to a value
below 1t, then a transition from the critical activity moni-
toring mode to the activity monitoring mode 1s triggered. It
will be appreciated that, depending on the parameters used,
the relationship between the measured parameters and the
mode transition threshold might be inverted, that is, a value
below the threshold (rather than above 1t) might correspond
to the critical activity momitoring mode and a value above
the mode transition threshold (rather than below it) might
correspond to the activity monitoring mode.

In a preferred embodiment, the decision to move from the
activity monitor mode to the critical activity monitor mode
1s made based on signal strength measurement. The decision
can be made on the basis of a comparison with a given mode
transition threshold, or alternatively may be based on a
derived statistical measure such as a moving average mea-
surement. Data packets received by the monitor are analysed
to read the signal strength and may be stored as a moving
average ol size 1 a storage means provided at the monaitor.
The RSSI(1) of each new packet i1s then compared to the
RSSI base of sample values and 11 the RSSI(1) 1s at or above
the mode transition threshold value, preferably offset from
the base value for a number of confirmations, then the
system switches to the Crnitical mode and requests data
packets.

In this way, the higher data rates are only employed when
needed. The mode transition threshold provides a way of
maintaining a connection to monitor proximity i1n a (rela-
tively) low power mode, but which quickly moves to a more
accurate proximity monmitoring mode when the separation of
monitor and tag starts to increase.

The mode transition decision 1s made through the opera-
tion of a process (algorithm) whose behaviour relies only on
the values of the monitored parameters. That 1s, the decision
1s not triggered by and does not need to rely upon the use of
an active external interrupt.

Decision logic may be provided at the monitor which
stores a mode transition threshold value, receives the param-
eters as inputs, monitors the parameter values (including
storing historical values), compares the parameters with the
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stored threshold and pertorms a decision which 1s then
output as a mode transition decision signal.

Once the critical activity monitor mode 1s activated, the
detection of a separation event will be more reliable. How-
ever 1n preferred embodiments of the disclosure, the deci-

s1on to trigger an alarm (or other event as discussed below)
can be further enhanced. This enhancement 1s illustrated 1n
FIG. 4A by the optional steps of “Analys[ing] Data (D1,
D2 ... Dn) i Neural Fuzzy Inference Engine (NFIE)”; and
the processing of a “yes” or “no” decision from this com-
ponent 1n FIGS. 4A and 4B.

With this enhancement, a decision to trigger an event 1s
made based on the measurement of one or more parameters.
The parameters can include radio parameters and/or non-
radio parameters. Where two or more parameters are used,
the decision can be made based on a combination of the
parameters. Fach of the parameters may have a weighting
associated with it, defimng 1ts contribution to an overall
score derived from the parameters. The measured param-
eters, or a score derived from the measured parameters, may
be compared to an event trigger threshold value.

Decision logic may be provided at the monitor which
stores an event trigger threshold value, receives the param-
eters as inputs, monitors the parameter values (including
storing historical values), compares the parameters with the
stored threshold and performs a decision which 1s output as
a decision signal. For embodiments where the monitor
comprises a portable computing device the decision logic
may be provided in the form of (or as a component part of)
an application which interacts with the relevant components
of the mobile computing device to perform 1ts functions. In
alternative embodiments where the monitor 1s provided as a
stand-alone device, the decision logic may be implemented
in hardware as an ASIC of FPGA, or in firmware, software
or any suitable combination of these techniques.

In embodiments which comprise both the capability to
dynamically alter the connection interval and which employ
enhancements for making an event trigger decision, com-
mon decision logic circuitry or application software may be
provided to perform the mode transition decision and the
event trigger decision.

The event trigger decision 1s made through the operation
of a process (algorithm) whose behaviour relies only on the
values of the monitored parameters.

In FIGS. 4A and 4B, the parameters are derived from
various data sources labelled as D1, D2 . . .. DN) where N
1s the number of data sources that are used. Generally, one
parameter will be associated with each data source although
it 1s possible to define additional or alternative parameters
based on the combination of the outputs from one or more
data sources, or from diflerent statistical measurements
derived from a single data source.

The parameters may comprise radio parameters including
signal strength parameters such as RSSI, link quality index
(LQI), bit error rate (BER or BR); timing parameters such as
a time of flight measurement; and other parameters such as
data from positioning systems such as GPS, positional and
other data from Wi-F1 antennae, localisation data from base
station triangulation and other sources. The parameters may
also comprise non-radio and other hardware-derived param-
cters such as data from accelerometers (herein, ACC data),
gyroscopes, a compass, light sensors and other devices.

The decision logic operates so that the event trigger
decision takes account of environmental factors. In a pre-
ferred embodiment the decision logic comprises a fuzzy
logic component, which receives one or more of the param-
cters, and assigns a weight to each of them as mentioned
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above. The decision logic component may also 1n addition or
as an alternative comprise a neural network component to
turther improve the weights that are applied to each param-
eter, accurately estimate distances and for reduction of false
positives and false negatives.

The fuzzy (or neural fuzzy) system 1s designed to predict
and understand the environment under which the system 1s
working and adjust the event trigger threshold according to
this environment and to accurately measure the distance
between a monitor and one or more tags and perceive the
need to reliably execute an event.

The possibility of false alarms may be unacceptably high
if only RSSI 1s used. Preferred forms of the system include
teatures to reduce the possibility of false alarms, both false
positive and false negative. The sources which contribute to
false alarms 1n this radio system are: multi-path interference,
attenuation through the human body and other materials,
orientation of the transmitter and recerver units, and envi-
ronment: noise cancellation and adjustments are required.

Environmental parameters such as wind, vibrations,
gravitational attraction, variations of temperature, variations
of humidity, and also electromagnetic factors and radio
sources such as interference from Wi-F1 hotspots, transmis-
s1on devices and so on will also have an 1impact on the radio
signal and hence the signal strength measured. It 1s not
possible 1n this case to measure or control all of these
external parameters. However, an artificially trained neural
network with the use of fuzzy logic analysis on the data sets
1s able to reasonably predict separation distance and hence
allow more reliable operation of system in noisy environ-
ment.

In order to understand the effect of environmental param-
cters on the system training data sets are used and the impact
on the signal strength for various different scenarios 1s noted.
Training examples will distinguish variations when one
object moves, the other does not, when both moves, when
one or both 1s 1n a pocket, bag or backpack; and other
patterns in which the signal strength drops such as when a
source of attenuation such as the human body suddenly
appears 1n between the objects and blocks some signals.

It 1s also possible to employ a digital filter to remove data
sets that lie outside of predetermined boundaries and also to
smooth out the data sets. Data 1 . . . N from N different
sources (and/or from N diflerent parameters) may be com-
bined before being output.

We consider an example embodiment, where the mea-
sured parameters comprise RSSI data, accelerometer data,
and further timing data or LQI data.

In this example, D1=RSSI and D2=ACC data; D3=1oF
data; D4=LQI data

Data set (D1): To measure the distance based on RSSI
parameter the following may be applied: Dtxr=10[(PTX-
k—RSSI+G)/10n] where PTX 1s the transmitted power; G 1s
the total antenna gain: G=GTX+GRX where GTX and GRX
are transmitter and receiver antenna gains; k 1s the factor
derived from speed at wave and the frequency where k=20
log (c/(4*pi*D)); C is the speed of light (3x10® m/s); fis the
central frequency (2.44 GHz); n 1s the attenuation factor; and
Dtxr 1s the distance between transmitter and receiver (1in m).

However, this can only be an estimated approximation of
the distance as the measured value of signal strength 1s
allected by the external parameters as discussed above. This
1s shown 1n FIG. 7 which shows an RSSI (y-axis) versus
distance (x-axis) for a first scenario 700 with an arbitrary
obstruction and for a second scenario 702 without obstruc-
tion.
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Further artificial training example sets may be used in
order for the neural network to understand the user envi-
ronment in operation. For example, RSSI data for indoor
scenarios such as monitor and tag having aligned antennae,
a screen/board interposed between monitor and tag (to
represent an arbitrary obstruction), and the tag being inside
a backpack, and for outdoor/indoor scenarios can be gath-
ered and the differences in RSSI curves are analysed.

A summation function can be used which takes into
account the Gaussian Moving Average of the data sample D1
and 1t returns the summation of the value of D1 offset with
respect to former value(s) for the time interval T=t where t
1s chosen by the artificially trained neural system. A regres-
sion analysis technique can be used as part of this.

Data set (ID2): In conjunction, based on the acceleration
and movement data set (D2) the inertial distance travelled
can be measured. The mertial distance measure takes into
account the data from a three-axis accelerometer. Generally
one axis of motion will have a greater standard deviation that
the other axes. That axis 1s evaluated and the peak values
measured. An exaggerated example of this 1s shown 1n FIG.
8. which shows acceleration over time for an x-axis 1000,
y-axis 1002 and z-axis 1004 for the scenario of a tag in a
backpack while a user 1s moving fast and then resting. The
7-ax1s 15 the most active because of the vertical axis com-
ponent of the motion.

A step summing algorithm can then be employed which
takes into account the estimated 1nertial parameter count of
the data sample D2 and returns a value of an estimated
inertial distance measure for the time interval T=t where t 1s
chosen by the artificially trained neural system.

When acceleration for a specific time interval 1s known,
the distance can be calculated. However, the challenge 1s to
know at what reference points to start the measurement and
what reference frames can be used. The artificially traimned
neural network may provide the reference frames for dif-
ferent scenarios and one of this frame 1s chosen based on the
real time data obtained by the system.

Data set (D3): Where another data set, 1.e. the Time of
Flight (ToF), D3 1s available then the distance can be
interpreted as: Distance=SpeedxTime. While the speed of
the radio wave is constant (c=3x10® m/s) the time it would
take for the radio wave to travel the short distances in
consideration 1s very small and extremely ditflicult to calcu-
late. Use of expensive and sophisticated hardware help
improve errors due to the clock offset, multipath etc. and
help understand environments with obstacle attenuation.
The Time of Flight (ToF) can be either single or round trip
time and 1t could be based on an available parameter such as
time of arrival (ToA), the time-difference of arrival (TDoA),
or the angle of arrival (AoA) where antenna’s phase
response 1s known and where it can be suitably applied. The
ToF mechanism can be applied for relatively higher dis-
tances only. Where such data can be availed it may be
included as a data set for the neural tuzzy system to act upon.

Data set (D4): Where yet another data set, 1.e. any further
indication of the Link Quality (LQ), D4 1s available then a
more holistic approach to understand the environment and
the associated noise, or the level of an outside obstacle can
be assessed. The Link Quality Estimation can be either
hardware based where available or software based. In a
typical system this information is held at the Controller part
of the Link Layer (LL) of the protocol stack. For hardware
based estimators the Link Quality Indicator (LQI) 1s the
simplest LQ parameter. However 1n many commercial sys-
tem/standardized radio hardware this information 1s not
readily available. Other parameters which indicate the qual-
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ity of a given link such as Packet delivery of the link; link
Stability Factor (SF); link Asymmetry between the uplink
and the downlink; channel quality measured through the
Signal-to-Noise ratio (SNR) or the Bit Error Rate (BER),
Cyclic Redundancy Check (CRC) or another derived esti-
mation may also suitably be used either 1n combination to
the standard LQI, or combined through a fuzzy based
analysis.

The decision logic (NFIE) then takes 1into account all data
sets available/required to estimate appropriately and applies
the weights to arrive at an estimated distance measure which
1s then matched to the selected user preference thresholds
and decision to trigger an autonomous event 1s made.

The weights applied to D1, D2, D3, D4 may be deter-
mined by the neural fuzzy component on the confidence
level under which the data measurement can be considered
reliable, 1n addition to the pre training that uses experimental
observation on the data samples and certain confidence
thresholds are pre known to the system.

In general the combination of a radio based parameter
with a non-radio parameter provides additional intelligence,
so the ACC data may be usetully combined with one or more
of the other, radio, data from the parameters mentioned
above.

It 1s to be appreciated that the enhanced (neural fuzzy)
decision making process that governs when an event is
triggered can be implemented 1n embodiments where there
1s no dynamic configuration of the connection interval; and
vice versa. Alternatively both elements can be provided and
can function together.

It 15 also to be appreciated that, where multiple parameters
are used to dynamically determine the threshold for the
cvent trigger, those same parameters may also advanta-
geously be used as iputs for the decision to transition from
the activity monitor mode to the critical activity monitor
mode. Both the mode transition threshold and the event
trigger threshold may be dynamically adjusted according to
multiple parameters, and may optionally be under the con-
trol of decision logic employing a fuzzy logic component.

An embodiment described above mentions that the deci-
sion to move from the activity monitor mode to the critical
activity monitor mode may be made based on an RSSI
measurement. However 1t 1s also possible to make this
decision based on other parameters in the same manner and
using the same methods as described above with respect to
the decision to trigger an event once 1n critical activity
monitor mode. That 1s, the mode transition threshold may
also be dynamically adjusted according to multiple param-
eters (environmental conditions) as well as the event trigger
threshold.

The trigger decision algorithm 1s preferably effected by an
adaptive Neural-fuzzy Inference Engine (NFIE) which takes
into consideration environmental parameters such as noise
and adaptive RSSI measure, effectively weighting and f{il-
tering false data. The NFIE can intelligently and autono-
mously adjust the trigger threshold by a certain percentage
based on past and predicted environmental effects 1n order to
avoild both false positive and false negative alarms.

In this embodiment of the disclosure, the neural fuzzy
system bases the decision utilising more than one parameter
in the fuzzy associative matrices with fuzzy random vari-
ables of the said parameter.

False alarms caused by changes in orientation are gener-
ally caused by sudden changes 1n orientation. The optional
3-axis accelerometer 132 1n the tag 12 may be used to deal
with this, preferably 1n conjunction with a 3-axis acceler-
ometer 1n the momtor 10; modern smartphones capable of
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running BLE typically include this feature. RSSI values are
filtered out when acceleration data indicates a change 1n
orientation over a given threshold. Suitable thresholds can
be determined empirically.

Another preferred feature of the disclosure 1s to adjust the
alarm threshold according to the user environment. For
example, when the user 1s travelling by train or cab there 1s
an increased likelthood of accidentally leaving a tagged
possession. The system 1s arranged such that the alarm
threshold 1s adjusted to a lower level when the accelerometer
readings make changes within specified references.

Existing techniques to estimate distances or trigger an
event (for example an alarm) are based either on a single
parameter such as a signal strength measure leading to
inaccurate estimation. The disclosure proposes the use of
multiple data sets that estimates separation distance between
two mobile radio units on the basis of two or more data set
parameters namely: Signal strength parameter RSSI, ACC
data, Time of Flight, other signal strength parameters such as
LQI and so on (other parameters may also be used).

In a preferred embodiment, a neural-fuzzy decision mak-
ing system 1s implemented using a fuzzy system component
that incorporates a learning algorithm derived from or based
upon a neural network to determine i1ts parameters by
processing specified data samples.

For the neural part of the system, knowledge can be
acquired by backpropagation, but the learning process may
be relatively slow and analysis of the trained network can be
rather diflicult. Fuzzy systems 1n this case may be used as
behaviour can be explained based on fuzzy rules and thus the
performance of the system can be adjusted by tuning the
rules. This 1s where a learning algorithm 1s usefully 1mple-
mented and more adaptively adjusted from a system design-
er’s perspective to analyse, optimise and control especially
when the number of 1mput variables 1s small.

To overcome the problem of precise acquisition, the
neural network 1s suitably extended to extract fuzzy rules
from available data or provide fuzzy random weights to
mathematically model a pattern.

While fuzzy logic systems can reason with imprecisely
represented information they cannot automatically acquire
the rules needed to make those decisions. On the other hand
neural networks while not so good at explaining how
decisions are to be made are still ethicient 1n pattern recog-
nition, mapping and developing of a learning algorithm. A
neural network with ability for pattern recognition 1n time
series processing can be suitably employed for the monitor-
ing system.

To enable the system to also deal with uncertainties 1n a
manner more like human decision making, fuzzy logic
incorporated 1nto the neural network 1n an integrated context
and as an hybrid system called here a Neural Fuzzy Infer-
ence Engine (NFIE) provides a preferred solution. FIG. 9
illustrates an example implementation of an NFIE, wherein
a neural network receives neural input parameters n(1) and
outputs neural output parameters n(o). Alternatively, for
cach linguistic statement, the fuzzy interface block may
provide an mput vector to a multi-layer neural network
which 1s adapted to make the decisions.

If only a single parameter such as a signal strength
measure 1s used to estimate distances and/or trigger an event
(for example an alarm), it may tend to lead to inaccurate
distance estimation and/or a false alarm. The disclosure
proposes the use of multiple data sets that estimates sepa-
ration distance between two mobile radio units on the basis
of two or more data set parameters namely: Signal strength
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parameter RSSI, accelerometer data, Time of Flight, and
other radio signal parameters that indicate link quality, or

LQL

In order to better estimate the separation distance and

5 judge the necessity to trigger a specified event, combining of
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all the available data sets may be used to get a holistic
characterization by the NFIE system.

Si1gnal strength alone 1s aflected by several aspects that are
usually imprecisely measured. Fuzzy logic provides a con-
venient technique to express and combine such imprecise
knowledge while neural network can aid 1n the development
of a learning algorithm. Individual data sets are stated in
linguistic terms and combined 1n a fuzzy rule whose evalu-
ation gives the degree of membership of the data 1n the fuzzy
subset of available data.

For mstance 1f only RSSI 1s available and it 1s found that
the RSSI(1) 1s greater than a given threshold and say this
threshold 1s set at 35% dewviation from the base band
value/moving average of most recent RSSI values then this
would return a ‘1’ or a ‘yes’ when such condition 1s reached,
and a ‘0" or a ‘no’ otherwise. It 1s preferable that instead of
a fixed such threshold the threshold itself can also be adapted
and altered by the neural fuzzy system. This 1s because when
the monitor or tag i1s in a user pocket or backpack 1t would
have a different RSSI(1) value at say a distance of five meters
from each other compared to when both devices are 1n free
space.

Either for the specified data sample, given two diflerent
data of this same data set, or two components from an
alternative data sets (RSSI & LQI) where one based on the
value of RSSI(1) may provide a distance measure with
certain X % confidence and the second based on say a LQI
parameter measure give v % confidence. A fuzzy logic based
system can be implemented to handle this type of ‘relativ-
ity’. The decision to assign the fuzzy random weights is
based on assessment of parameters that affect each data set
under consideration and the degree of certainty to which this
1s known from the parameters available.

As an example the following rule base connects RSSI &
LQI:

When sent signal 1s relatively weak: IF RSSI 1s low AND
LQI 1s high THEN environment noise 1s high compared to
the strength of the sent signal: IF RSSI 1s low AND LQI 1s
low THEN environment noise 1s very low.

When the sent signal 1s relatively strong: IF RSSI 1s high
AND LQI 1s low THEN environment noise 1s low compared
to the strength of the sent signal: IF RSSI 1s high AND LQI
1s high THEN sent signal 1s high and the noise coming from
an interferer 1s high and 1n phase; etc.

As an example RSSI(1) can be considered a variable and
L.QI(1) another such variable which 1s expressed 1n linguistic
terms. The membership of the data in the Fuzzy set, 1s a
matter of degree rather than a yes-no situation. It ranges in
the interval [0 . .. 1].

Now we can combine multiple data sets to properly assess
the distance measure, each such combination 1s performed
by a Fuzzy IF-THEN Rule. A fuzzy rule combines the
linguistic varniables using connectors (operators) such as
AND and OR. The evaluation of the rule using a fuzzy
operator returns a membership degree for each set, for
example assignation of ‘0" assigned to low probability and
assignation of ‘1’ for highest probability and 0.9, 0.8, . . .
membership(s) in between to evaluate VERY HIGH, HIGH,
MOD, or LOW, or VERY LOW degree of certainty.

Further each data set or the relative values of can be
smoothed using a suitable digital filter to 1mprove the
reliability. The filter can be a simple moving average filter,
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weighed moving average, kalman filter; or other techniques
can be used that are appropriate to the specified data set.
In contrast to systems which only assess one single
property thus providing a single parameter of measure only,
applying more data sets with the possibility of combining
them through fuzzy Logic or a Neural Fuzzy decision
making system or utilization of the specified data sets by any
other stand alone means has been shown to provide more
precise and real time decision making over existing solu-

tions, 1n terms of both system responsiveness and accuracy
ol measurement.

The user, through a stipulated user interface (UI) may
preferably want to trigger an event (such as generate an
alert) at a certain specified distance: Near, Medium, Far each
corresponding to a stipulated range between 0 to 60 m as
preferably set by the user. An example of fuzzy membership
classes for such an arrangement i1s shown in FIG. 10.

In one embodiment of the fuzzy logic implementation the

linguistic terms “near”, “mid” and “far” are represented as

the memberships for each range. This 1s suitably a third of
the total range. In the above example the highest range 1s 60
m. In this case the range threshold between “near” and
“mid” 1s approximately at 20 meters separation between
monitor and tag. This can however be any other set, pre-
assigned or dynamically assigned value. The intersections
are then further defined in linguistic terms as fuzzy-very-
near (I-v-near) for the one that falls within closest tuzzy
range, which would have the highest degree of membership
for the estimated range of approximately 7.5 meters. The one
between “near” and “mid” 1s assigned f-near-mid which 1s
closely related to the 20 meters separation range and so on;
the one between “mid” and “far” 1s assigned f-mid-far and
the next intersect as {-very-1ar. These membership functions
then forms the seven fuzzy membership classes for this
stipulated interface. Note a particular measurement value 1n
this case would belong to any two associated classes with a
varying degree of membership.

This can then be modelled mathematically. The distance
estimate made from each available data set can be mapped
to membership classes and the node individually counts the
number of points that are within each of the above classes
with 1ts associated degree of membership. In above example
a random measure with data set of 03 points for an actual
distance measure of 20 meters 1s noted.

The “near” class for this case returns an associated
membership of: 0.25+0+0=0.25; The “fuzzy-near-mid” class

for this case returns an associated membership of: 1+1+
0.85=2.85; The “near” class for this case returns an associ-
ated membership of 0+0.1+0.5=0.60.

Here 1t 1s observed that the system has information to
predict to a ‘HIGH’ degree that the distance between the
monitor and the tag 1s about 20 meters. This 1s a simplistic
example. The Neural Fuzzy system 1s suitably trained to
make more complex decisions. Finally a precisely detected
tuzzy output decision 1s made or a fixed value returned as
required.

Either the distance estimate 1s computed mathematically
for a particular data set or a suitable measure such as RSSI
1s noted as ‘how close’ 1t 1s to the corresponding pre-set
threshold parameter for a set distance measure correspond-
ing to the membership classes. Without utilization of the
tuzzy logic based system and/or more data sets, as soon as
some 1correct data arrives as for example radio interference
say due to presence of noise attenuating the signal, 1t would
trigger a misinterpreted distance measure and a possible
talse positive alert.
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When the system 1s i a relatively stable environment
(e.g. not moving and low radio interference) more points
will gather around the same membership class. With the
tuzzy logic membership the number of elements belonging
to a specific class can be arrived at and also transitions from
one range to another can be monitored for a moving unit. For
instance, the distance obtained from data set=RSSI data can
be suitably combined and compared with the inertial dis-
tance measure or data obtained from LQI data set. When this
indicates a movement from higher points of association with
the f-v-near membership class to the f-near-mid membership
class after time °‘t’ then this measurement denotes that the
“Near” range threshold 1s likely being crossed. Further fuzzy
rules are applied and boundary windows set to check 1f it 1s
practically possible for a system to cover the particular
inertial distance within time (t). The presence of an obstacle
such as the human body can cause radio interference and
result in an incorrect RSSI read while a second data set will
conform to a lower fuzzy membership class and hence
impact the overall measured estimate for the system. It can
also be noted that such a system 1s most suited for measure-
ments between 7.5 meters to the 50 meter range measure-
ments as empirically observed for a 2.4 GHz system only 1n
this case.

Further fuzzy membership classes may be added to more
closely monitor the range transitions. Through a suitable
logic chosen by the algorithm, fuzzy weights can be utilized
based on the behaviour of the system 1n a particular instance
based on the rule base applied to the tuzzy logic system. The
rule base may also include a dynamic capacity to alter
thresholds as per the perceived need.

As a further example: Rule R(1): IF user 1s found to be 1n
a train/cab THEN adjust Threshold Th(1) at x % below set
threshold parameter; where i1t should be noted the ACC data
can provide information on users whereabouts. However, for
an object moving at constant velocity the relative accelera-
tion 1s zero. In such case other data set including location
services can be used to obtain appropriate data.

In one embodiment of the system makes use of both the
accelerometer values (a) for the time intervals (t) to read data
(d) which 1s weighed with Neural Fuzzy weights (w).

The trigger threshold 1s then adaptively based upon
dlxwl+d2xw2+ . . . dnxwn (weighed); where the weights
(w) for each data sample are delegated from by the Neural
Fuzzy system.

Many smartphones include a geo-location facility, such as
GPS. Where this 1s present, the disclosure may provide a
facility to reduce battery consumption.

This 1s based on the factor that it 1s not usually necessary
to guard against loss when 1n a particular location, typically
the home/oflice. Accordingly, the monitor may be pro-
grammed to put the system in sleep mode whenever the
geo-location information indicates that the monitor 1s 1n a
predefined location such as the home.

The monitor may also make use of power down and sleep
modes 1n particular locations by relying on positional infor-
mation other than GPS. For example, the system can detect
such locations by detecting proximity to known WiF1
hotspots or proximity to known BLE devices of fixed
location.

This “safe zone” feature can be implemented indepen-
dently of the dynamic connection interval, intelligent event
triggering, neuro-fuzzy logic and crowd-sourcing features of
the disclosure—that 1s, the disclosure contemplates the
provision of a monitoring system comprising a monitor and
at least one tag, each tag being adapted to be attached to or
contained within an object to be monitored; the monitor
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including a radio transmitter/receiver and each tag including
a radio transmitter/receiver adapted to transmit periodic
signals; the monitor being operable to derive a measurement
ol the separation distance between the monitor and a given
tag and to trigger an event 1f that distance exceeds a set
separation limit, in which the alarm system 1s 1n a power-
down/sleep mode whenever the geo-location means detects
that 1t 1s at a predetermined “home” location.

A Tfurther optional feature for GPS-enabled momnitor
devices 1s to record the geographical coordinates of the
location whenever an event such as an alarm i1s 1nmitiated.
Thus, even 1f the user 1s unaware of the alarm, or 1s unable
to attend to 1t immediately, it will be possible for him to
return to the location of the loss.

It 1s also possible to make use of geo-location information
together with a crowd-sourcing functionality. Referring to
FIG. 12, a number of monitors 10 in the form of smart-
phones are provided with a crowd-sourcing application. A
first monitor 10A has an associated tag 12A and an alarm
range of 10 m. If the tag goes beyond this range and the user
12 cannot locate it, the tag 12A can be declared lost, its
details being transmitted to other monitors 10 via a remote
server 20. Thereafter, 1f that tag 12A comes within range of
any monitor 10 and 1ts identity recognised, the relevant
monitor 10B transmits details of the tag and the current
position of the detecting monitor 12B.

This “crowd-sourcing” feature can be implemented 1nde-
pendently of the dynamic connection interval, intelligent
event triggering, neuro-fuzzy logic and safe zone features of
the disclosure—that 1s, the disclosure contemplates the
provision of a momtoring system comprising a monitor and
at least one tag, each tag being adapted to be attached to or
contained within an object to be monitored; the monitor
including a radio transmitter/recerver and each tag including
a radio transmitter/receiver adapted to transmit periodic
signals; the monitor being operable to derive a measurement
of the separation distance between the monitor and a given
tag and to trigger an event 1f that distance exceeds a set
separation limit, 1n which the monitor, on generation of an
event, sends said geo-location to a database held on a remote
server; and optionally 1n which the monitor 1s arranged to
communicate details of a lost object via the remote server to
other similar monitors in a crowd-sourcing environment and
to receive details 11 the object 1s located by another monaitor.

A Turther modified embodiment of the disclosure makes
use of a proprietary radio where the usage of a proprietary
radio protocol 1s 1n conjunction with the BLE standard and
where such a protocol utilises the same 2.4 GHz ISM band
as Bluetooth or where such a protocol exists 1n a lower
frequency band including sub-1 GHz band—and where the
system utilising a lower frequency band consists of a dual-
mode antenna.

The advantage of not using the crowded 2.4 GHz where
possible for tag-to-tag communication 1s of high value
especially in multiple tag systems. However, dual band
presence of 2.4 GHz within system design ensures the
device 1s able to communicate with standard smartphone
using the Bluetooth (specifically BLE) protocol.

The low power tags may also optionally employ a suitable
energy harvesting technology.

The disclosure may also be applied to other uses. For
example, 1t 1s desirable to screen lock mobile devices or
prevent the unauthorised use of devices such as laptops and
PCs. It 1s common for a user, for example in an office, to
leave the vicinity of the computer while 1t 1s running. In one
form of the disclosure, the user 1s provided with a tag (which
could for example be embedded 1n an ID badge) and the
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computer operates as the monitor. If the user moves beyond
the predetermined threshold distance the system event trig-
ger does not produce an audible alarm, but rather operates to
lock the computer, that 1s to render the keyboard and
controls 1moperative and optionally also close down the
display, until the user returns within range.

While the disclosure has been described with reference to
a specific use and preferred embodiments thereof, 1t will be
understood by those skilled in the art that the disclosure has
several other potential uses where 1t could be applied
without departing from the spirit and scope of the disclosure.

For example, while preferred embodiments may comprise
a monitor in the form of a smartphone running a suitable
application and a tag that 1s a stand-alone device, 1t 1s to be
appreciated that the disclosure could also apply to the
monitoring of separation distances between two smart-
phones/tablets. Each smartphone could arbitrarily take on
the role of a monitor or a tag, and the roles could be reversed
when required.

It will also be appreciated that as the monitor/peripheral
device may suitably be adopted as a keyiob and as 1t 1s
BLE-enabled it can act as a mobile remote controller to a
BLE smartphone, tablet or PC. For instance enabled with an
interface such as hardware buttons can be used to control or
monitor other entities for utility or entertainment use cases
and where proximity monitoring mode may suitably run in
the background.

It 1s understood that the detection algorithm as such can
be applied 1n scenarios where distance between two radio
units needs to be estimated reliably.

One such application of the system 1s as a location
tracking device. Asset tags attached to objects can be utilized
to track and find the objects in a Real Time Location
Tracking (RTLS) context for indoor location mapping and
distance estimation. This can be used in 1ndoor location
tracking in which a monitor/reader indicates 1f the user 1s
getting ‘closer’/‘turther’ from the object being tracked.
When the user 1s near enough to the particular asset tag, the
buzzer can be sounded using the ‘Find’ feature or LEDs used
for visual indication 1n order to assist with the tracking. It 1s
found that 1n the RTLS context the whole or a subcomponent
of the Neural Fuzzy system can be appropnately adopted to
better estimate distances and for indoor localization of asset
tags.

Also, while preferred embodiments make use of BLE it 1s
to be appreciated that the disclosure could be applied for any
chosen radio communication protocol, past or future. For
example, the disclosure could also operate with classic
Bluetooth. The disclosure relates to a proximity monitoring
system 1n general. The BLE protocol may not be optimal for
all schemes. The broader techniques are applicable and may
be implemented where a proprietary protocol 1s utilized, or
improvements can be made to existing BLE communication.

The mvention claimed 1s:

1. A monitoring system, comprising:

at least one monitor including a first radio receiver or
transceiver;

at least one tag, said at least one tag being adapted to be
attached to or contained within an object to be moni-
tored, and including a second radio receiver or trans-
ceiver adapted to transmit periodic signals;

a user interface, wherein the at least one tag 1s declared
lost by a user via the user interface and by decision
logic hosted by the at least one monitor, wherein said
decision logic triggers an event by which the at least
one tag 1s outside a proximity zone relative to the at
least one monitor; and
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a power manager module which 1s operable to switch
between different power management modes, and
which the power manager module 1s adapted to detect
an 1nterrupt, and to responsively operate 1n a low power
mode when the at least one tag 1s still discoverable,

wherein the at least one momtor 1s arranged to, upon
triggering of said event and upon said declaration by
the user, communicate details regarding the at least one
tag via a remote server to other similar monitors, and
the at least one monitor and the at least one tag are to
communicate with each other via a Bluetooth Low

Energy (BLE) network,
wherein, when within a proximity zone of the at least one

tag which has been declared lost, one of the other
similar monitors are to receive the details regarding the
at least one tag and thereby respond by sending, via the
remote server, 1ts geo-location information to the at
least one monitor which triggered said event and said
declaration, or to a user device that includes the at least
one monitor which triggered said event and said dec-
laration,

wherein the at least one monitor, when connected to the

at least one tag, 1s switchable between an activity
monitor mode 1n which the at least one tag 1s within the
proximity zone and a frequency of packet exchange
between the at least one momitor and the at least one tag
1s set at a first value, and a critical activity monitor
mode in which the at least one tag i1s out of the
proximity zone and the frequency of packet exchange
between the at least one monitor and the at least one tag
1s set at a second value which 1s greater than said first
value, where the at least one monitor and the at least
one tag will conserve more power in the activity
monitor mode.

2. The monitoring system of claim 1, wherein the event 1s
triggered by hardware, software or periodic event(s).

3. The monitoring system of claim 1, wherein an event 1s
triggered based on momitored parameters which comprise
one or more radio signal strength parameters selected from
a group comprising: recerved signal strength indication, link
quality index; and any parameters derived from a combina-
tion of one or more of these items.

4. The monitoring system of claim 1, wherein an event 1s
triggered based on monitored parameters which comprise
one or more non-radio parameters selected from a group
comprising: accelerometer data, positional system data; and
any parameters derived from a combination of one or more
of these 1tems.

5. The monitoring system of claim 1, wherein the at least
one monitor 1s configured to make a decision to trigger a
second event when an event trigger threshold is reached or
exceeded, and said decision mvolves evaluating environ-
mental conditions.

6. The monitoring system of claim 5, wherein the decision
to trigger the second event 1s determined by a fuzzy logic
component, a neural network, or a neural fuzzy inference
engine.

7. The monitoring system of claim 5, wherein the second
event 1s a locking of an electronic device acting as the at

least one monitor.
8. The monitoring system of claim 1, wherein the at least
one monitor further comprises one of:
a self-contained, user-portable device mm a form of a
smartphone or tablet running a suitable software appli-
cation; or
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a computer running a suitable software application; or
a computer peripheral running a suitable software appli-
cation.
9. The monitoring system of claim 1, wherein the at least
one monitor and/or the at least one tag further includes an
orientation/movements detector, and 1s arranged to filter out

periods of changes in orientation and/or movement over a
given threshold.

10. The monitoring system of claim 1, further comprising
a secondary user interface device.

11. The monitoring system of claim 1, wherein the fre-
quency of packet exchange between the at least one tag and
the at least one monitor 1s dynamically altered based on a
comparison of one or more monitored parameters with a
mode transition threshold.

12. The monitoring system of claim 1, wherein the event
comprises a button press, other hardware input on the at least
one tag used to trigger corresponding events remotely on the
at least one monaitor.

13. The monitoring system of claim 1, further comprising
a computer program product encoded with 1nstructions that
when run on a computer or self-contained user portable
device, enable the computer or self-contained user portable
device to perform functions of the at least one monitor
and/or the at least one tag.

14. The monitoring system of claim 1, wherein an inter-
rupt generated by the at least one monitor and the at least one
tag 1s communicated via radio.

15. The monitoring system of claim 1, wherein the user
interface enables the user to define zone boundaries for the
proximity zone.

16. The monitoring system of claim 1, wherein the at least
one monitor 1s further arranged to derive a measurement of
a separation distance between the at least one monitor and a
grven tag and to trigger said event if that distance exceeds a
set separation limut.

17. The monitoring system of claim 1, wherein the at least
one monitor that triggers said event said declaration recerves
geo-location details of one of said other similar monitors 1f
the at least one tag 1s located by the one of said other similar
monitors.

18. The monitoring system of claim 1, wherein the details
regarding the at least one tag comprise details of a lost object
associated with the at least one tag.

19. The monitoring system of claim 1, the power manager
module includes a software component 1 a form of an
algorithm, and supported by a hardware component to detect
external interrupt(s), or an external hardware clock with
dedicated utility, to improve battery life of the at least one
tag and/or the at least one monaitor.

20. A method of monitoring an object comprising:

attaching or containing a tag within the object to be

monitored:;

declaring the tag as lost by a user through a user interface

and by an event triggered when the tag 1s outside a
proximity zone relative to a monitor;
communicating, via the monitor, details regarding the tag
via a remote server to other similar monitors, upon
triggering of said event and upon said declaration; and

detecting an interrupt, via a power manager module which
1s operable to switch between diflerent power manage-
ment modes, and responsively operating in a low power
mode of the tag in which the tag 1s still discoverable,
wherein:

the monitor and the tag are to communicate with each

other via a BLE network,
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when within a proximity zone of the tag which has been
declared lost, one of the other similar monitors are to
receive the details regarding the tag and thereby
respond by sending, via the remote server, its geo-
location information to the monitor which triggered >
sald event and said declaration, or to a user device that
includes the monitor which triggered said event and
said declaration,

wherein the monitor, when connected to the tag, 1s swit-
chable between an activity monitor mode in which the
tag 1s within the proximity zone and a frequency of
packet exchange between the monitor and the tag 1s set
at a first value, and a critical activity monitor mode 1n
which the tag 1s out of the proximity zone and the
frequency of packet exchange between the monitor and
the tag 1s set at a second value which 1s greater than said
first value, where the momtor and tag will conserve
more power 1n the activity mode.

21. A monitoring system, comprising: 20

at least one monitor:;

at least one tag for an object to be monitored;

a user interface; and

a power manager module which 1s operable to switch
between different power management modes, and 33
which 1s adapted to detect an interrupt, and to respon-
sively operate 1n a low power mode of the at least one
tag 1n which the at least one tag i1s discoverable,
wherein:

a user makes a declaration that the at least one tag 1s lost 3¢
via the user interface and by decision logic hosted by
the at least one momnitor, thereby said decision logic 1s
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to trigger an event by which the at least one tag is
outside a proximity zone relative to the at least one
monitor,

the at least one monitor 1s arranged to, upon triggering of

said event and upon said declaration by the user,
communicate details regarding the at least one tag via
a remote server to other similar monitors, and the at
least one monitor and the at least one tag are to
wirelessly communicate with each other, and

when within a proximity zone of the at least one tag which

has been declared lost, each of the other similar moni-
tors are to receive the details regarding the at least one
tag and thereby respond by sending, via the remote
server, 1ts geo-location information to the at least one
monitor which triggered said event and said declara-
tion, or to a user device that includes the at least one
monitor which triggered said event and said declara-
tion,

wherein the at least one monitor, when connected to the

at least one tag, 1s switchable between an activity
monitor mode 1n which the at least one tag 1s within the
proximity zone and a frequency ol packet exchange
between the at least one monitor and the at least one tag
1s set at a first value, and a critical activity monitor
mode 1 which the at least one tag i1s out of the
proximity zone and the frequency of packet exchange
between the at least one monitor and the at least one tag
1s set at a second value which 1s greater than said first
value, where the at least one monitor and the at least
one tag will conserve more power in the activity
monitor mode.
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