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Help a friend reset his or her password

Use this form if scmeone you know asked you to help recover his or her onfine account

v 2006
Your email address:
Your friend's email address: ©
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, T ——
~ 208

TRUSTEE 104

Fig. 2
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“*FOR YOU ONLY** Online Account Recovery

From: Online Account Recovery {recovery@server.com)
Sent: Date
To:  Truslee

This email contains a code that identifies you (the owner of your email
address) to server

You are recetving this email because your email address, <recovery@server.com>,
was entered into the online account recovery website. This site helps account holders
reset their passwords when they are otherwise unabile {0 access their account.

We sent you this email in response {0 a request to help Account Holder reset his
DassSworg.
--{f you requested this email {you'll know if you did);

1. Copy the link below. Dot give this link to Account Holder or anyone eise.
hitp:/frecover.con/?c=rnwbu69%wrgsedtnihs88t& <- For you only
2. Open your web browser, past the link in the address bar, and then press
ENTER.
3. Follow the instructions on the web page that opens.
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________ s, ;’m 4..................2
~ Search g
& E
- Why are you requesting a code to reset Account Holder's password?
| 406
T & et e e e e e e e e

) Someone helping Account Holder (or who claims to be helping asked for the code).

.} An email, IM, SMS or other text message which appears to be from Account Holder
= asked for the code.

(0 Account left me a voicemail asking for the code and 1 will call him back to provide it.
| am speaking to Account Holder by phone right now and he has asked for the code.
Account Holder is here with me in person right now and he has asked for the code.

< None of the above reasons applies. | will provide my own:

You will only be able {o assist friends who have already cerlified you as one of their
password recovery trusiees in their profile.
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Sign to verify your previous answers

We are asking you to pledge to the following statement
because false answers put Account Holder at risk of
account theft.

cnter your legal name below o 20
S — : Do solemnly swear that | will call Account Holder
’ 5 and only provide the access code for his account
after | reach him in person. | will not leave the code
by voicemail unless he instructed me to do so in his
own voice.,

,~ 508

Go back
P not comiortable making the promise and want {0 review my choices.

Cancel this request
On second thought, | now suspect the request was a scam.

| promise that my pledge above is true
{ will accept responsibility, if a false statement resuils in a compromise of my friend’s
account.

Help me understand this choice

TRUSTEE 104

Fig. 5
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SOCIAL AUTHENTICATION FOR ACCOUNT
RECOVERY

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 12/466,246, filed on May 14, 2009, and entitled
“Social Authentication for Account Recovery,” the entirety
of which 1s incorporated herein by reference.

BACKGROUND

In an online computing environment, backup authentica-
tion mechanisms help users or account holders who have
forgotten their passwords regain access to their accounts.
The security and reliability of today’s backup authentication
mechanisms have significant room for improvement.

Website accounts have typically allowed access thereto by
authenticating account holders using credentials that are
cither memorized or stored, €.g. passwords or smartcards, by
the users. In such a system, there are always account holders
that will forget or lose these memorized or stored creden-
tials.

Passwords are frequently used as a means of primary
authentication, meaning passwords are the typical day-to-
day means for accessing an account holder’s account. Some
password mismatches result when account holders mistype
passwords or cannot remember which of their passwords to
use.

Modern web browsers have integrated password manag-
ers that remember and enter account holders” passwords for
them. Those who use these features need not enter their
passwords as often, and thus may be less likely to remember
their passwords when they do need to enter them. These
account holders may resort to backup authentication 1f they
lose the data in their password managers, replace their
computers, or start working from new computers.

Existing backup systems may use ‘secret’ personal ques-
tions and alternate email addresses for backup authentication
in the event users forget or loses his access credentials.
However, these methods are frequently unreliable. For per-
sonal questions, users often forget their answers, especially
when answers are case and punctuation sensitive. It 1s also
common for acquaintances of the respective users to be able
to guess the answers, even acquaintances not closely asso-
ciated with the respective account holders or users. In
existing methods, many times the questions are not appli-
cable to the general public, not memorable, ambiguous,
casily guessable with no knowledge of the account holder, or
casily guessable with minimal knowledge of the account
holder.

An account holder who tries to authenticate an account
using an alternate email address many times finds that the
configured address expired upon a change of job, school or
Internet service provider. Since other websites rely on email
addresses to authenticate their account holders when pass-
words fail, 1t 1s especially important for webmail providers
to have a secure and reliable authentication mechanism of
last resort.

The ubiquity of mobile phones has made them an attrac-
tive option for backup authentication. Some entities already
send SMS messages containing authorization codes to
supplement primary authentication for high-risk transac-
tions. However, authenticating users by their mobile phones
alone 1s risky as phones are frequently shared or lost.

Some websites offer last-resort backup authentication
through their customer-support departments. However,
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introducing human customer support teams may not provide
a strong advantage over automated systems, as information
used by support stafl to authenticate account holders may be
no better than the information available to the automated
systems.

The concept of shifting the responsibility to authenticate
an mdividual from one party to another 1s not new. Authen-
ticating users via alternate email addresses shifts the respon-
sibility to authenticate to the providers of those alternate
addresses. In organizations, the responsibility to authenti-
cate users who fail primary authentication 1s often shifted to
system administrators, corporate security, or other support
stafl

Other systems have used a two-factor primary authenti-
cation system (PIN and token) for enterprise use in which
account holders who lose tokens can receive help from a
pre-selected trustee called a “helper.” In this system, the
trustee authenticates using the two factors, PIN and token, in
order to generate a “vouchcode” that substitutes for the
account holder’s lost token. This system 1s designed for
primary authentication and it cannot be assumed that a
system administrator 1s always available 1f the system fails
and a backup authentication 1s necessary. This system
requires the system administrator or trustee to be on the
same system as the account holder.

SUMMARY

A social authentication system for backup account recov-
ery 1s described. The backup account recovery system
provides for an account holder to obtain his or her password
in the event the account holder 1s unable to gain access to an
account using the primary authentication method. The social
authentication system allows the account holder to contact
several trustees that were previously selected and 1dentified.

Upon being unable to gain access to an account, the
account holder contacts one or more trustees to inform them
that the account holder needs to regain access to the account
and therefore needs to obtain an account recovery code from
cach trustee. Each trustee may then contact the account
recovery system which resides in servers accessible on the
Internet. The account recovery system then verifies that the
trustee’s contact mformation matches that of a previously
identified trustee for the specified account holder. Once the
trustee’s contact information has been verified to match that
of a previously 1dentified trustee for the specified account
holder, the account recovery system begins a back and forth
dialog with the trustee, whereby the trustees provide infor-
mation, transmit a link and code provided by the account
recovery system, vouch for their contact with the account
holder and pledge that the statements they have provided are
accurate and that the trustees agree on the course of action.
Once this dialog 1s successiully completed, each trustee 1s
provided with a unique account recovery code, which 1s then
provided to the account holder. Once the required number of
account recovery codes has been received, the account
holder 1s able to use them to obtain access to the account.

This Summary 1s provided to introduce a selection of
concepts 1 a sumplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentity key or essential features of the claimed
subject matter, nor 1s 1t mtended to be used as an aid 1n
determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE CONTENTS

The detailed description 1s described with reference to
accompanying figures. In the figures, the left-most digit(s) of
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a reference number 1dentifies the figure 1n which the refer-
ence number {first appears. The use of the same reference

numbers 1 different figures indicates similar or i1dentical
items.

FIG. 1 depicts an 1llustrative architecture that implements
an account recovery system using social authentication.

FIG. 2 depicts an illustrative example of one aspect of the
trustee/server interaction for the implementation of the
architecture of FIG. 1.

FIG. 3 depicts an illustrative example of one aspect of the
trustee/server interaction for the implementation of the
architecture of FIG. 1

FIG. 4 an 1llustrative
trustee/server 1interaction
architecture of FIG. 1.

FIG. 5§ an illustrative example of one aspect
trustee/server interaction for the implementation
architecture of FIG. 1.

FIGS. 6-8 are tlow diagrams of illustrative processes for
performing the account recovery system interaction for the
implementation of the architecture of FIG. 1.

of the
of the

example of one aspect
for the implementation

of the
of the

DETAILED DESCRIPTION

Overview

This document describes a complete social authentication
system for backup account recovery. The social authentica-
tion system 1s a system in which account holders initially
appoint and later rely on account trustees to help them
authenticate. To regain access to their accounts, account
holders contact their trustees by phone or in person, so that
their trustees may recognize them by their appearance or
voice. A trustee who recognizes an account holder may
provide the account holder with an account recovery code
once the trustee has accessed the account recovery system
and complied with its various requirements. An account
holder must present a suflicient number of these codes (e.g.
two codes from any of four possible trustees) to authenticate.

The overall success of any authentication system depends
on four measurement categories:

Setup and maintenance costs: The time or effort required
of the account holder to configure or reconfigure the authen-
tication system.

Efficiency: The time or eflort required of the account
holder each time he or she authenticates to the system.

Reliability: The likelihood that the account holder can
successiully authenticate his or her identity.

Security: The time or eflort required to i1mpersonate
(falsely authenticate as) an account holder, or likelihood of
doing so successiully.

Reliability 1s especially important for a backup authenti-
cation system of last resort. Account holders that need to use
a backup authentication system of last resort may have no
other chance to regain access to their accounts. If a backup
authentication system 1s less secure than the primary mecha-
nism 1t supports, i1ts very existence will make users’ accounts
less secure. Fortunately, backup authentication occurs less
often than primary authentication, and efliciency may be
sacrificed to achieve reliability and security. While the
system described below addresses all four measurement
categories, 1t 1s more focused on the reliability and security
aspects.

[lustrative Architecture

FIG. 1 depicts an illustrative architecture that provides a
backup account recovery system of last resort using social
authentication. As 1llustrated, the architecture 100 includes
an account holder 102 and a computing device 103. The
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account holder 102 mitially configures a backup account
recovery system of last resort by 1dentifying and selecting
several trustees 104, each having one or more computing
devices 105, to participate in the account recovery system 1n
the event the primary means of accessing an account 1s
unavailable. Computing devices 103 and 1035 include per-
sonal computers, mobile phones, personal digital assistants
(PDAs) and similar devices. Once the trustees 104 are
selected by the account holder 102, information for each of
the trustees 1s sent to servers 106 which implement the
account recovery system. The information for each of the
trustees 1s stored on the servers 106 for use in the event the
account recovery system 1s utilized. This configuration pro-
cess sets up the backup account recovery system for use 1n
the event 1t becomes necessary due to a lost password or
other such event that renders the primary authentication
process for account holder 102 to be unavailable.

The account recovery system of FIG. 1 1s designed, buailt,
and deployed employing social authentication, 1n which an
account holder 102 can access an account by obtaining
account recovery codes from a pre-determined number of
trustees 104 from the total originally configured. Typically,
in order to exact a compromise between security and efhi-
ciency, three of four previously selected trustees 1s used.
However, any number of trustees required to return an
account recovery code and any total number of trustees can
be utilized depending on the level of security desired by
account holder 102 or required by a facilitator of the account
recovery system. The primary threat to a social authentica-
tion system 1s that an attacker, 1.e. someone other than the
account holder, will convince or trick the account holder’s
trustees to vouch that the attacker 1s the account holder. That
1s, the attacker would request and receive the information
required to obtain an account recovery code. The attacker
might do this by impersonating the account holder or by
convincing the trustee that he or she 1s acting on behall of
the account holder. The descriptions below will further
describe aspects of the account recovery system that miti-
gate these attacks.

The account recovery system may also work with as few
as one trustee when it 1s combined with other mechanisms
for authenticating the account holder. For example, the
account holder might be able to recover an account by
answering a personal authentication question and obtaining
a single account recovery code. Likewise, a as few as one
account recovery code from one trustee may be used 1n
combination with an old account password or a printed code
sheet stored 1n a safe.

In the event an account holder needs to recover an
account, the account holder 102 obtains account recovery
codes 108 from the trustees 104. An account holder 102
initiates a request 110 to the trustees 104 that instructs them
to visit the account recovery system via the network 112 at
some network or Internet address provided by the account
holder 102 to the trustees 104. Account holders 102 should
contact trustees using methods that allow the trustees 104 to
verily their 1dentity. Such methods include either voice or
visual appearance, 1.e., 1n person, by telephone, by video
teleconference, etc. The request 110 alerts the trustees 104 to
the fact that account recovery codes 108 must be obtained
for account holder 102. Again, depending on the level of
security required, the trustees 104 can receive the request
110 from the account holder 102 in-person or by telephone.
These methods are preferred in the case of higher levels of
security. If security 1s less critical and expedience 1s more
important, the user interface/email method 114 may be used.
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After receiving the request 108 from the account holder
102, the trustees 104 individually contact the network or
Internet address provided by the account holder 102. This
communication begins the account recovery authentication
process 116 located on servers 106. The account recovery
authentication process 116 begins with the initial request
process 118. After the request 108 1s received by the servers
106, the 1nitial request process 118 sends an email or other
type of communication to the trustee 104. The trustee 104 1s
asked to enter the trustee’s own email address as well as the
address of the account holder 102 the trustee 104 1s assisting.
An 1llustrative example of this screen 1s set forth i FIG. 2.

FIG. 2 1s a representative communication to the trustee
104 that includes a user interface 200 with a menu features
box or toolbar 202. An explanation text box 204 may include
a message such as “Help a friend reset his or her password”
or such other language that provides the recipient with an
explanation for the purpose of the communication. Trustee
email text box 206 provides an input area for the trustee’s
104 email address while account holder email text box 208
provides an input area for the account holder’s email
address. Message text box area 210 provides an additional
area for messages to be communicated. In one example, the
communication states: “You will only be able to assist
friends who have already certified you as one of their
password recovery trustees 1n their profile.” Other language
may be used or other messages communicated as may be
necessary.

Referring back to FIG. 1, after the trustee 104 completes
the information requested on the email, the trustee 104
returns the email to the servers 106. The initial request
process 118 then checks the information against a database
where information for each of the trustees 104 is stored. IT
the information matches the information in the database, an
email 1s sent to the computing device 105 for the trustee 104
as part of the trustee authentication email process 120.

FIG. 3 1s a representative communication sent to the
trustee 104 as described above. The communication imncludes
a user interface 300 and a menu features box or toolbar 302.
Instruction text box area 304 provides instructions to the
trustee 104 to continue the trustee authentication email
process 120. The language used in the communication and
the messages to be conveyed may vary, however, the com-
munication generally provides instructions for handling a
link and code that 1s sent to the trustee 104. In one example,
the language may state the following (as shown for illus-
trative purposes in FIG. 3): “1. Copy the link below. Don’t
give this link to Account Holder or anyone else. http://
recover.com/?c=mw5u699wrqgsebtnlhs99t& <- For vyou
only.; 2. Open your web browser, past the link 1n the address
bar, and then press ENTER.; and 3. Follow the instructions
on the web page that opens.” This language may be written
in different forms as long as the basic message and code are
conveyed. In the illustrations, the words “Account Holder”
are used 1n locations where the system would write the name
of the account holder.

The codes used to authenticate trustees 104 may be
contained 1n a web link as described above. However, the
codes do not need to be specific to web links. The trustee 104
may also be asked to copy the code alone and send the code
via SMS message or another similar type of commumnication
where the code would be then be entered into a web page.

Referring back to FIG. 1, if the mmformation does not
match the mmformation in the database, the respective trustee
104 will be notified and the process of obtaining an account
recovery code will be terminated. In some instances,
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depending on the level of security desired, the respective
trustee 104 may be given another opportunity to provide the
information.

The trustee authentication email process 120 also causes
the servers to create a record to track the request and the
email sent to the respective trustee 104 will contain a code
pointing to this record. The trustee copies this link nto her
browser’s address bar to continue. This emailed link and
code are all that are required to prove the trustee’s 1dentity
and retrieve the account recovery code 108. An attacker who
could convince a trustee 104 to forward the email would be
able to retrieve the code. Two countermeasures against this
attack are the email’s subject, which may begin with a
message such as, but not lmmited to, “**FOR YOU
ONLY**” and the message body, which begins with a
conspicuous warning such as, but not limited to, “do not
forward any part of this email to anyone” as shown 1n FIG.
3. As stated earlier and will be described 1n more detail 1n
FIGS. 6-8, there are some additional measures used to deter
attacks on the system and make it much more robust.

When the trustee 104 pastes the link from the trustee-
authentication email process 120 into her browser, the
trustee 104 1s asked to explain why an account recovery code
108 1s being requested by choosing from a set of options that
are set forth in the query/response process 122. FIG. 4 15 a
representative communication sent to the trustee 104. The
communication includes a user interface 400 and a menu
features box or toolbar 402. Message text box areca 404
includes a message stating why the communication was sent
to the trustee 104. In the example, the message asks a
question and discloses 1ts purpose by stating “Why are you
requesting a code to reset Account Holder’s password?”
Answer text box 406 provides answers or other information
related to the message text box information 404. In the
illustrative example 1 FIG. 4, the listed items include:
“Someone helping [the account holder’s name goes here] (or
who claims to be helping asked for the code.), An email, IM,
SMS or other text message which appears to be from [the
account holder’s name goes here] asked for the code, [the
account holder’s name goes here]left me a voicemail asking
for the code and I will call him back to provide 1t, I am
speaking to [the account holder’s name goes here|by phone
right now and he has asked for the code, [the account
holder’s name goes here] 1s here with me 1n person right now
and he has asked for the code, or None of the above reasons
applies. I will provide my own.” This 1s just one example of
the language that may be used and the language may be
continually updated as different threat scenarios are identi-
fied and thus, different information 1s needed. The words
General text box 408 provides an area where additional
messages may be communicated to the trustee 104. An
illustrative example 1s “You will only be able to assist
friends who have already certified you as one of their
password recovery trustees in their profile.” It 1s contem-
plated that many different messages may be communicated
to the trustee 104 1n this area.

Referring again to FIG. 1, these options may convey that
the trustee 104 has heard from the account holder 102
personally or that the trustee 104 1s responding to a request
from a third party. The options that indicate the highest risk
of fraud are listed at the top 1n order to maximize the chance
that the trustee 104 will read them before making a choice.
If the trustee 104 chooses either of the top two options, a
warning page 1s sent to the trustee 104 that describes telltale
signs of fraud and encourages the trustee 104 to contact the
account holder 102 by phone or in person. The trustee 104
may, however, be given the option to disregard these warn-
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ings and continue. The number of options and the specific
options which generate warning messages when selected can
be varied both 1n number and location. Further, the options
may be periodically updated.

Finally, a confirmation process 124 1s imtiated. The
respective trustee 104 1s asked to provide a pledge asserting
that the trustee’s previous answers are correct and that the
respective trustee 104 understands the potential conse-
quences of giving an account recovery code 108 to someone
other than the account holder 102. As an example of
confirmation to be entered by the respective trustee 104, the
pledge may require the trustee 104 to type the name of the
trustee 104, as provided by the account holder 102, and to
press a button that says “I promise the above pledge 1s true”.
For example, 1t a trustee 104 reports recerving a request 110
from the account holder 102 via voicemail, the trustee 104
would be asked to pledge that the trustee 104 will only
provide a code after the account holder i1s reached “in
person.”

FIG. 5 1s a representative commumnication the trustee 104
receives for communication back to the servers (once com-
pleted) to provide a pledge to verily the answers provided on
the previous communications described 1 FIGS. 2, 3 and 4
above. The communication includes a user interface 500 and
a menu features box 502. Message text area 504 provides a
section to explain the purpose of the communication. In one
example, the message may state: “Sign 1n to verily your
previous answers. We are asking you to pledge to the
following statement because false answers put Account
Holder at risk of account theft.” This language and the
content of the message may be in many different forms.
Pledge text box 506 contains the actual pledge language and
provides a space for entering the trustee’s 104 legal name.
One example of pledge language may state: “Do solemnly
swear that I will call [the account holder’s name goes here]
and only provide the access code for his account after I reach
him in person. I will not leave the code by voicemail unless
he instructed me to do so 1n his own voice.” The pledge
language may be structured and stated 1n many different
ways. Finally, procedural text box 508 provides the trustee
104 with different ways to proceed once the pledge has been
“signed.” One example 1s shown 1n FIG. 5 and allows the
trustee to “Go back” or “Cancel this request” or “promise
that my pledge above 1s true” or “Help me understand this
choice.” Other scenarios and language for the ways 1n which
to proceed may be contemplated for this text box area 508.

Referring once again to FI1G. 1, after the respective trustee
104 has signed the pledge, the system presents the six
character account recovery code 108, although account
recovery code 108 1s by no means limited to six characters.
I1 this 1s the first account recovery code 108 requested for
this account holder 102, the account recovery authentication
system 116 may then send email to the remaining trustees
104 to notily them of the event and encourage them to call
the account holder. To further protect against attack, the
account holder 102 will be notified immediately 1t the
account holder 102 1s already online or whenever the
account holder 102 next logs in. Upon notification, the
account holder 1s able to abort the process and protect his
account from further attack. Also, if an attack were under-
way, a call from the account holder’s trustees 104 would
alert the account holder to login and halt the recovery
process before the attacker can complete it.

[llustrative Flow Diagram

FIGS. 6-8 depict an 1illustrative process 600 for imple-
menting the backup account recovery authentication process
that may be implemented by the architecture of FIG. 1
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and/or by other architectures. This process 600 1s 1llustrated
as a collection of blocks in a logical flow graph, which
represent a sequence ol operations that can be implemented
in hardware, software, or a combination thereof In the
context of software, the blocks represent computer execut-
able instructions that, when executed by one or more pro-
cessors, perform the recited operations. Generally, com-
puter-executable instructions include routines, programs,
objects, components, data structures, and the like that per-
form particular functions or implement particular abstract
data types.

FIGS. 6-8 illustrate the sequence of events in a backup
account recovery system using social authentication. Pro-
cess 600 includes operation 602 1n which a request 1is
transmitted by the trustee 104 to a server 106 to inform the
server 106 that the trustee 104 requires an account recovery
code for an account holder. Once the servers 106 have
received the request for account recovery codes, the servers
106 transmit the verification form to the trustee 104 1n
operation 604. The verification form asks the trustee to
provide both the trustee’s email address and the account
holder’s email address. A representation of such an email 1s
illustrated 1 FIG. 2 discussed above.

In operation 606, the trustee’s computing device 105
receives the verification form and in operation 608, the
trustee 104 completes the verification form. The completed
verification form 1s transmitted to the servers 106 1n opera-
tion 610. In operation 612, one or more of the servers 106
receive the completed vernification form. At this point, one or
more of the servers 106 may 1dentily the trustee in operation
614. The servers 106 compare the email addresses submitted
on the completed verification form with the email addresses
for both the respective trustee 104 and the account holder
102 that are contained in the database established when the
account holder opened an account and configured the trust-
ees 104. If the email addresses match the addresses stored 1n
the servers 106, the process continues. If the email addresses
do not match the addresses stored in the servers 106, the
process 1s aborted. At this point, one or more of the servers
106 may be configured to send an email to the respective
trustee 104 stating that the process 1s aborted and no further
communication will be allowed with respect to the account
recovery process or the process may allow the trustee
another attempt at providing the addresses, depending on the
level of security desired. The use of the trustee’s email
address ensures that the individual who purports to be the
trustee actually 1s the trustee.

In operation 626, the trustee 1s selected. In operation 628,
a transmit link and a code are transmitted to the trustee’s
email address 105 along with instructions on the next steps
for the trustee 104 to take. As discussed above, the trans-
mission to the trustee may only contain a code that may be
sent back to the server 110 by SMS message or other similar
communications. In this embodiment, a link would not be
necessary.

A representative communication 1s shown n FIG. 3. The
account recovery system creates a record to track the request
and the email sent to the trustee will contain a code pointing
to this record. The trustee 104 receives this link and code at
the computing device 105 in operation 630. In operation
632, the trustee 104 verifies the link and code by copying the
link 1nto their browser’s address bar. In operation 634, the
trustee 104 transmits the link and code to the servers 106 and
the servers 106 receive the link and code 1n operation 636.
This emailed link and code are required to prove the
trustee’s 1dentity and retrieve the account recovery code.
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An attacker who could convince a trustee to forward the
email would be able to retrieve the code. Two countermea-
sures against this attack are the email’s subject, which may
begin with, as an example only, “**FOR YOU ONLY **”,
and the message body, which begins with a conspicuous
warning, as an example only, “do not forward any part of
this email to anyone.”

Once the servers 106 receive the verified link and code in
operation 636, the servers 106 transmit a situational query to
the trustee’s computing device 105 in operation 638. The
computing device 1035 receives and the trustee 104 com-
pletes the query in operation 640. The response 1s then
transmitted to the servers 106 1n operation 642. The servers
106 receive the query response in operation 644. An 1llus-
trative example of the query i1s shown 1n FIG. 4. The query
asks questions related to the relationship and method of
contact with the account holder. When the trustee 104 pastes
the link from the ftrustee-authentication email into her
browser, the trustee 104 may be asked to explain why an
account recovery code 1s being requested by choosing from
a set of options, illustrated 1 FIG. 3.

These options may convey that the trustee has heard from
the account holder personally or that the trustee 1s respond-
ing to a request from a third party. The options that indicate
the highest risk of fraud are listed at the top in order to
maximize the chance that the trustee will read them before
making a choice. 11 the trustee 104 chooses either of the top
two options, the servers will transmit a warning message to
computing device 105 1n operation 646. The warning mes-
sage describes telltale signs of fraud and encourages the
trustee 104 to contact the account holder by phone or in
person. The trustee recerves the message in operation 648 at
computing device 105. The trustee 104 may, however, given
the option to disregard these warnings and continue.

The trustee 104 may also decide not to continue with the
process 11 she 1s unable to confirm with the account holder
that the account holder has requested an account recovery
code. The warning message may also be dynamically
updated to respond to ongoing security threats.

After the servers 106 have sent the warning message, one
or more of the servers 106 transmit the pledge to computing
device 105 in operation 650. The computing device 105
receives the pledge 1n operation 652 and the trustee 104 1s
asked to pledge to the trustee’s previous answers and to
pledge her understanding of the potential consequences of
giving an account recovery code to someone other than the
account holder. This pledge requires the trustee 104 to type
the trustee’s name, as provided by the account holder, and to
press a button that says “I promise the above pledge 1s true”.
For example, 11 a trustee reports recerving a request from the
account holder via voicemail, the trustee would be asked to
pledge that a code will be provided after the trustee reaches
the account holder “in person.”

After the trustee 104 has signed the pledge, the trustee’s
computing device 105 transmits the pledge to one or more
of the servers 106 in operation 654 and the servers 106
receive the pledge 1n operation 656. After the servers 106
receive the response to the pledge, the servers 106 determine
whether to transmit the account recovery code to the trustee
104 based on a probability that the trustee 104 1s operating
on behalfl of the account holder 102 1n operation 638. The
probability 1s based on statistics from the process and known
attacker criteria. If the probability 1s above a certain thresh-
old determined by the level of security required, the servers
106 transmit the account recovery code to the trustee 104 1n
operation 660. The trustee 104 receives the account recovery
code at computing device 105 1n operation 662. The account
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recovery code can be of any format and contain both
numeric and alpha characters. An account recovery code
with, e.g., six alphanumeric characters has been found to
provide a suilicient level of security 1n most cases. Once the
account holder has received the required number of account
recovery codes from the predetermined number of trustees,
the account holder enters these codes 1nto his account access
interface and the account holder 1s provided access to the
account.

I1 this 1s the first account recovery code requested for this
account holder, the system will then email the remaining
trustees to notily them of the event and encourage them to
call the account holder. To further protect against attack, the
account holder will be notified immediately if already online
and whenever he next logs in if he 1s not online that an
account recovery code has been sent to a trustee. If the
account holder did not request an account recovery code, the
account holder will know there 1s an attack on his account.
If an attack 1s underway, a call from his trustees would alert
the account holder to login and halt the recovery process
betfore the attacker can complete it.

CONCLUSION

The description herein describes a backup account recov-
ery system of last resort. The account recovery system
provides a method of providing an account holder with a
secure and reliable means to obtain access to his account 1n
the event a password 1s lost or forgotten using social
authentication. A group of trusted individuals are configured
to be acceptable contacts for account recovery codes for the
account holder to obtain access to an account. The trusted
individuals or trustees then initiate a process with remote
servers and the account recovery system to progress through
a series of interchanges that provide confidence the trustee
1s who he says he 1s and that the account holder has actually
requested an account recovery code.

Although the subject matter has been described 1n lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

The mvention claimed 1s:
1. One or more computer-readable storage devices storing
computer-executable instructions that, when executed, con-
figure a computer to perform acts comprising:
recerving, from an account holder of an account with a
remote service, identification of a plurality of entities as
trustees for an account recovery process for recovering
access to the account with the remote service;

subsequent to the 1mitiation of the account recovery pro-
cess, transmitting, by one or more devices associated
with the remote service, a respective account recovery
code to each of the plurality of entities identified as
trustees for the account, the respective account recov-
ery codes being distinct from one another;

recerving, by the one or more devices associated with the

remote service, at least a predefined number of distinct
account recovery codes from the account holder over a
network;

veritying, by the one or more devices associated with the

remote service, the account holder at least in part in
response to the receiving of at least the predefined
number of distinct account recovery codes of the
account recovery codes from the account holder; and
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providing account recovery information to the account
holder based at least 1n part on the verifying the account
holder.

2. The one or more computer-readable storage devices of
claim 1, further comprising, receiving a code to authenticate
at least one of the trustees and checking the code against a
database record created to track the at least one of the
trustees.

3. The one or more computer-readable storage devices of
claam 1, wherein each of the account recovery codes 1is
transmitted to a pre-identified contact destination, which
includes at least one of the following:

telephone;

e-mail; or

text message.

4. A method, comprising:

under control of one or more processors of one or more

devices associated with a service,

receiving, from an account holder of an account with the

service, a designation of a plurality of trustees as
trustees for an account recovery process;

receiving, by the one or more devices associated with the

service, a request from at least one trustee of the
plurality of trustees for an account recovery code, the
account recovery code for use by the account holder 1n
conjunction with one or more other account recovery
codes sent to other trustees of the plurality of trustees
during the account recovery process,

sending, to the at least one trustee, by the one or more

devices associated with the service, the account recov-
ery code.

5. The method of claim 4, wherein the account further
comprises 1nitial access information for accessing the
account and the account recovery process does not recover
the 1itial access information.

6. The method of claim 4, further comprising, prior to
sending the account recovery code, transmitting a query to
the at least one trustee, the query related to a manner in
which the account holder requested the at least one trustee
to obtain the respective account recovery code, and sending,
a warning message to the at least one trustee to enhance
security based at least in part on an answer provided 1in
response to the query.

7. The method of claim 4, further comprising, prior to
sending the account recovery code, transmitting, to the at
least one trustee, a query; and

transmitting, to the at least one trustee, a warning message

based at least in part on an answer provided 1n response
to the query, the warning message providing the at least
one trustee with information to assist at least 1n part 1in
determining whether or not to proceed with the acqui-
sition of the account recovery code.

8. The method of claim 4, further comprising receiving,
from the account holder a request to abort the acquisition of
the remaining account recovery codes 1f the account holder
discovers an unauthorized attempt to obtain a first account
recovery code belore all of the account recovery codes have
been received.

9. The method of claim 6, further comprising receiving,
from the at least one trustee, an electronic signature indi-
cating that the trustee decides to proceed with the acquisition
of the account recovery code after receiving the warning
message, the electronic signature providing authorization to
proceed.

10. The method of claim 6, further comprising receiving,
from the at least one trustee, a request to abort the acquisi-
tion of the account recovery code indicating that the at least
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one trustee decides not to proceed with the acquisition of the
account recovery code after recerving the warning message.

11. The method of claim 6, further comprising:

subsequent to sending the warning, determining a prob-

ability that the at least one trustee 1s operating on behalf
of the account holder; and

using a processor of the one or more devices associated

with the service executing processor-executable
instructions to determine whether to send the respective
account recovery code to the trustee based at least 1n
part on the determined probability.

12. A system, comprising;:

under control of one or more processors ol one or more

devices associated with a first entity configured with
specific executable instructions,
recerving, from an account holder of an account with the
first entity, 1dentification of a plurality of second enti-
ties as trustees for an account recovery process;

receiving a request to mitiate the account recovery pro-
CESS;

subsequent to the 1mmitiation of the account recovery pro-
cess, transmitting, by the one or more devices associ-
ated with the first entity, a respective account recovery
code to at least two of the plurality of second entities
identified as trustees for the account;

receiving, from the account holder, at least a predefined

number of distinct account recovery codes of the
account recovery codes; and

veritying, by the one or more devices associated with the

first entity, the account holder at least in part in
response to the receiving of at least the predefined
number of distinct account recovery codes of the
account recovery codes from the account holder.

13. The system of claim 12, wherein verifying the account
holder based at least in part on receipt of at least the
predefined number of the distinct account recovery codes
from the account holder comprises receiving at least three of
the distinct account recovery codes from the account holder,
cach of the at least three account recovery codes having been
transmitted to a respective one of at least three separate
trustees for the account.

14. The system of claim 12, wherein receiving, from the
account holder of the account, identification of the plurality
of second entities as trustees for the account recovery
process comprises recerving identification of at least three
second entities as trustees for the account recovery process.

15. The system of claim 12, further comprising transmit-
ting a notification with the account recovery codes that the
trustees are to deliver the account recovery codes to the
account holder by using one or more specified communica-
tion mediums, at least one of the one or more specified
communication mediums including at least a telephone call.

16. The system of claim 12, further comprising transmit-
ting a notification with the account recovery codes that the
trustees are not to deliver the account recovery codes to the
account holder by using one or more specified communica-
tion mediums, the one or more specified communication
mediums including at least electronic mail.

17. The system of claim 12, further comprising, during the
account recovery process,

recerving a request from each of at least two of the

plurality of second entities 1dentified as a trustee for the
account for a respective account recovery code; and
for each trustee requesting an account recovery code:
transmitting a vernfication form to the trustee for
authentication;
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receiving the verification form from the trustee after the
verification form 1s completed by the trustee;

identifying the trustee by comparing the verification
form as completed by the trustee with information
stored 1n a database;

transmitting a code to authenticate the trustee to a
pre-1dentified contact destination;

receiving the code from the trustee to authenticate the
frustee;

transmitting a query to the trustee;

receiving a response to the query from the trustee; and

transmitting the respective account recovery code to the
trustee for delivery to the account holder.

18. The system of claim 17, wherein receiving a code to
authenticate the at least one of the trustees further comprises
checking the code against a database record created to track
the at least one of the trustees.

19. The system of claam 12, wherein the respective
account recovery codes are generated by the one or more
devices associated with the first enfity.

20. The system of claim 12, wherein the receiving, from
the account holder over the network, at least the predefined
number of distinct account recovery codes of the account
recovery codes comprises:

providing a user interface by which to receive at least the

predefined number of distinct account recovery codes;
and

receiving, over the network, the distinct account recovery

codes received by the user interface.
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